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1

1.1
1.1.1

1.1.2

INTRODUCTION

About the 10G Probe
VB330 — Overview

With dual 10 Gbit/s Ethernet connectivity and a massive multiprocessor architecture the VB330 can
deliver monitoring and analytics of thousands of streams and a multitude of technologies in real-time
and in parallel. The VB330 is deployed either on dedicated embedded hardware, as a pre-configured and
pre-installed appliance or as a software-only solution. This gives the operator greater flexibility when it
comes to tailoring the monitoring solution towards the underlying system architecture in the best possible
manner. Feature parity is ensured across the various deployment options, varying only in factors such as
scalability, power consumption and longevity. The web-based user experience and feature availability
stays the same across all the deployment alternatives.
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The OTT software option is available on the VB330 and enables monitoring of up to 500 adaptive bitrate
channels in steps of 5 or 50 (Bulk OTT option) OTT engines depending on licensing.

A built-in web server in the VB330 allows remote signal monitoring using a standard web browser. This
can be managed either through a separate Ethernet network, or by using the regular video/data network —
both IPv4 and IPv6 are supported.

The VB330 10G Probe can also be managed via the VBC Controller. The VBC Controller will add
management features like alarm aggregation and report functionality.

The VB330 10G Probe is a module housed in a 1 RU chassis. Up to two VB330 modules may be installed
in one chassis, extending the monitoring capacity.

VB330 - Platform alternatives

The VB330 probe supports common functionality for all the available deployment alternatives, varying
mostly only in factors such as storage size and stream count. This is in contrast to the VB120 and
VB220 embedded hardware probes which support add-on interface cards to support different RF and
ASI standards. These include VB242 and VB246 for ASI, VB252 for DVB-T/T2, VB262 for QAM,
VB256 for ISDB-T, VB258 for DVB-T, DVB-T2, DVB-C, QAM-B, ISDB-T, ATSC 1.0 and ATSC 3.0
and VB272 and VB278 for satellite.
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VB330 Embedded Hardware

VB330 Appliance Server

VB330 Software Image

Custom electronics developed
by Bridge Technologies

Pre-selected server hardware
with pre-loaded software

Software image for installation
on Ubuntu

Low power consumption. Each
VB330 draws approx. 35 W

Server power consumption

Suitable for 3rd party server in-
stallation

Dual 10 Gbit/s SFP+ network in-
terface

Dual QSFP28 10/25/40/50/
100 Gbit/s network interface

Suitable for cloud-based infras-
tructure

1RU 40 cm depth rack solution
with space for 2 VB330 modules

1RU 50 cm depth rack solution

Suitable for architectures where
virtualization technology is uti-
lized

Dual 10 Gbit/s network connec-
tivity per VB330

Delivered as working system out
of the box

Warranty depends on underlying
system

Capacity: 12 Gbit/s per VB330
with second input option en-
abled

Capacity: Up to 50 Gbit/s

Capacity: Will depend on under-
lying drivers and architecture

24 month standard warranty

24 month standard warranty

Designed for long lifetime and
long product availability

Powerful and future-proof server
based platform

License manager / floating li-
censes

Note that the VB330 software image and VB330 Appliance can be licensed to run any bitrate from
1 Gbit/s to 50 Gbit/s, limited by the underlying network interface cards and server performance.

1.1.3 Embedded 10G Probe — Functionality

An IP-based network is fully transparent with respect to signal contents quality, provided that the IP packets
arrive, and provided that they arrive in time. The 10G Probe therefore uses the patented MediaWindow to
allow monitoring at-a-glance of packet loss and errors in inter-packet arrival time. This way the operator
can conveniently ensure correct signal quality at IP-level.

The advanced Ethernet protocol analysis tool automatically detects all protocols carried over Ethernet
past the port the 10G Probe is connected to, and it displays statistics like percentage utilization of the
interface and percentage of the different transported protocols. This gives the 10G Probe a real-time
sniffer capability.

The 10G Probe allows the user to define a Return Data Path (RDP), using the regular video/data network
or the management network to return a stream. A faulty signal can then be further analyzed at the studio
premises, when necessary.

The recording functionality allows the user to record a stream, either triggered manually by the user or
triggered by a user-defined alarm.

VB330 Embedded Hardware 10G Probe User’s Manual v7.0 © Bridge Technologies Co AS 9
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Full Service Monitoring (FSM) checks that vital system components like CA-servers are active.

Optional Ethernet TR 290 monitoring allows the operator to check parameters like transport stream sync
and PSI/SI standards conformity. This option also performs further PSI/SI analysis, making it possible to
view PSI/SI contents. PID and service bitrates are also continuously measured.

Optional OTT monitoring allows the operator to set up active testing of Over-the-top type signals as
found in adaptive bitrate streaming architectures. Formats supported include Apple ™ HLS, Microsoft ™
Smoothstream, RTMP, MPEG DASH, Adobe ™ HDS and Nullsoft SHOUTcast™,

The 10G Probe can be expanded through license options to monitor the T2MI protocol layer as found in
DVB-T2 networks.

The 10G Probe can also be licensed with an SCTE 35 option that allows monitoring and logging of splice
time codes embedded in the transport streams.

How to Use This Manual
This User’s Manual is valid for software version 7.0 of the VB330 10G Probe.

Throughout this manual the term stream is often used rather than unicast or multicast. One stream may
consist of one or more services, and refers to one IP stream received as a uni- or multicast or over an SRT
connection. When the term multicast is used in this manual, it explicitly refers to a stream arriving over
the network as a multicast or unicast, including unicasts that use the SRT protocol.

Chapter 2 PRINCIPLE OF OPERATION provides a simplified block-diagram overview of the probe.
Chapter 3 SAFETY lists safety precautions, and this chapter should be read prior to equipment installation.

Chapter 4 INSTALLATION AND INITIAL SETUP explains how to install the equipment and also how
to perform the necessary initial configuration of the 10G Probe management IP address. A step-by-step
quick installation guide is found in section 4.1.
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Chapter 5 QUICK SETUP GUIDE contains a quick setup guide; a step-by-step description of how to
setup the 10G Probe once the initial setup has been performed.

Chapter 6 VB330 EMBEDDED HARDWARE PROBE GRAPHICAL USER INTERFACE describes
the graphical user interface (GUI) as seen when pointing a web browser to the 10G Probe’s IP address.

Chapter 7 EXPERT PROBE GRAPHICAL USER INTERFACE describes the expert view, which is
used to configure and dive deeper into the features of the VB330.

A Appendix: VB330 Versus VBC Alarms describes the alarm handling in the 10G Probe versus the
VBC Controller.

B Appendix: Monitoring Practices explains some useful monitoring practices.

C Appendix: OTT Profile Health explains the OTT profile health bar and timeline.

D Appendix: SRT Streams provides a quick introduction to SRT (Secure Reliable Transport).
E Appendix: On-line License Activation outlines the on-line license activation procedure.

F Appendix: Software Maintenance briefly describes software maintenance licenses and how they are
used.

G Appendix: Software Upload explains how to upgrade the software on the 10G Probe.

H Appendix: Restoring probe factory defaults details how to reset the 10G Probe to factory default
settings.

Note that current version of the User’s Manual can be found on the https://www.bridgetech.tv/
website. Log in as end user: customer with password: xmas4u. Additional technical documentation is
also found at the same location.

VB330 Embedded Hardware 10G Probe User’s Manual v7.0 © Bridge Technologies Co AS 11
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PRINCIPLE OF OPERATION

The VB330 module is equipped with two SFP+ optical ports and one RJ45 Ethernet port. The user selects
which transport stream signal input to be used by the monitoring engine. Management of the probe is
conducted via the Ethernet management port or alternatively in-band via the video/data ports.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

SFP+ B main port

Monitoring Engine

SFP+ A (optional port)

Figure 2.1: The VB330 Module — Principle of Operation

A simplified diagram of the alarm handling mechanisms of the 10G Probe is shown in figure 2.2. The
input signals are continuously analyzed, and measured data are checked against user-defined threshold
values. If the data do not comply with the threshold values alarms will be generated. The overall alarm
settings further make it possible to enable and disable alarms, thus defining which alarms should be
reported in the 10G Probe alarm list and sent as SNMP traps to an external management system.
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Figure 2.2: Simplified Diagram of the Alarm Handling in the 10G Probe
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SAFETY

Read the installation instructions before connecting the chassis unit to the power source. Do not
install the chassis unit with power on.

The equipment described in this user manual is considered professional equipment to be installed
by skilled personnel. The equipment should be connected to protective earth through the ground
lug at the back of the chassis marked clearly with the ground symbol.

The chassis is intended for installation in restricted access areas. A restricted access area can be
accessed only through the use of a special tool, lock and key, or other means of security.

Blank face plates and cover panels serve three important functions: they prevent exposure to
hazardous voltages and currents inside the chassis, they provide electromagnetic interference
shielding and they direct the flow of cooling air through the chassis. Do not operate the chassis unit
unless all modules, face plates, front covers and rear covers are in place.

Only trained and qualified personnel should be allowed to install, replace or service this equipment.

This equipment must be installed and maintained by service personnel as defined by AS/NZS 3260.
Incorrectly connecting this equipment to a general-purpose outlet could be hazardous.

The 10G Probe is shipped with an SX SFP+ module that is equipped with a Class 1 laser. Do not
stare into open optical ports. Note that if the SFP+ module is replaced special precautions may have
to be taken — refer to the manufacturer’s instructions. SFP+ modules are static sensitive devices,
and ESD-preventive measures should be taken when handling them, to avoid damage.

Ultimate disposal of this product should be handled according to all national laws and regulations.

To prevent the system from overheating, do not operate it in an area that exceeds the maximum
ambient temperature of 45 degrees Celsius.

Do not work on the system or connect or disconnect cables during periods of lightning activity.

The chassis requires short-circuit (overcurrent) protection. Ensure that the protective device is
rated not greater than 120 VAC, 15 A; 240 VAC, 16 A; 60 VDC, 20 A.
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4 INSTALLATION AND INITIAL SETUP

4.1 Quick Installation Guide

1. Read the safety instructions, refer to chapter 3

2. Install the unit in a 19 inch rack for rack mount probes, refer to section 4.6
3. Connect the signal cables, refer to section 4.5

4. Power up the unit, refer to section 4.7

5. Perform initial set-up of IP addresses, refer to section 4.8

6. Verify that the GUI launches correctly, refer to section 4.8.3

4.2 The Enhanced Chassis (EC)

The 1RU Enhanced Chassis can house a maximum of 2 modules, and it is equipped with two 100240V
AC 75W power supplies. The unit is forced air ventilated, the air flow going from front to back. The
maximum power consumption of the chassis with optional modules is 75W. By default all connectors
are located at the front of the unit. The power plugs are located at the rear of the unit. The rack ears of
the chassis may be moved to provide for mid or rear mounting of the unit. The rack ears are designed to
support the weight of the unit.

Figure 4.1: The Enhanced Chassis with probe boards installed

4.2.1 Dual Power Supply

The Enhanced Chassis (EC) is delivered with two 100-240V AC / 75W power supplies, providing power
redundancy. In normal operation load is shared between the two power supplies. If mains fall-out occurs
for one of the power sources or one of the power supplies fails, the power supply still in operation will
take the full load, seamlessly. This means that monitoring operation will not be affected if one of the
power sources fails.

4.2.2 Cooling System

The chassis is equipped with six long-life fans that suck in air from front of the chassis. The air exits at the
back of the unit. The fans are temperature controlled, allowing them to run at an optimum speed. Venting
holes at the sides of the chassis provide an optional air intake, ensuring good aerodynamic properties of
the cooling air flow. It is recommended, but not essential, that these venting holes are not covered.
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4.3 The Enhanced Chassis -48V DC version (ECDC)

The 1RU Enhanced Chassis can house a maximum of 2 modules, and it is equipped with two —48V
DC 75W power supplies. The unit is forced air ventilated, the air flow going from front to back. The
maximum power consumption of the chassis with optional modules is 75W. By default all connectors
are located at the front of the unit. The power plugs are located at the rear of the unit. The rack ears of
the chassis may be moved to provide for mid or rear mounting of the unit. The rack ears are designed to
support the weight of the unit.

4.3.1 Dual Power Supply

Figure 4.2: ECDC rear: two —48V DC connectors located on the the right

The Enhanced Chassis (ECDC) is delivered with two —48V DC / 75W power supplies, providing power
redundancy. Each ECDC unit consists of a 1RU chassis with 2 option slots. In normal operation load is
shared between the two power supplies. If mains fall-out occurs for one of the power sources or one of
the power supplies fails, the power supply still in operation will take the full load, seamlessly. This means
that monitoring operation will not be affected if one of the power sources fails.

4.3.2 Cooling System

The chassis is equipped with six long-life fans that suck in air from front of the chassis. The air exits at the
back of the unit. The fans are temperature controlled, allowing them to run at an optimum speed. Venting
holes at the sides of the chassis provide an optional air intake, ensuring good aerodynamic properties of
the cooling air flow. It is recommended, but not essential, that these venting holes are not covered.

4.3.3 ECDC Power Supply

The ECDC unit is equipped with two —48V DC / 50W power inlet connectors. The power plug is a male
3-PIN D-sub(15) connector. Matching female plugs are supplied with the ECDC unit. This plug should
be soldered to the power cable in accordance with the drawing in figure 4.4.

Figure 4.3: The DCC Power connector on the chassis
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Figure 4.4: Soldering the Female 3-PIN D-sub(15) Connector to the Power Cable

4.4 Serial Number Location

The serial number of the Enhanced Chassis is located at the rear of the unit. The serial numbers of the
individual optional modules are located on the components side of the modules. All serial numbers can
also be found on the shipping box.

All modules except the demodulator interface modules have a serial number that is available via the web
GUI under About License.

4.5 The Hardware Modules and Connectors
4.5.1 The VB330 Module

BRIDGE rTECHNOLOGIES DB

Digital Video
Broadcasting

UNK ACT LINK
PWR .
star @

MANAGEMENT SFP+ A SFP+ B

The VB330 module is equipped with the following connectors:

SYNC: 1PPS input (for future use)
USB: USB serial port emulator for initial set-up of the probe — Type A

MANAGEMENT: For optionally running management of the probe on a separate network — RJ-45.
This interface supports 10/100/1000T.

SFP+ A: SFP+ optical interface (optional interface not enabled by default)

SFP+ B: SFP+ optical interface — main data input.
The VB330 module’s SFP+ B port is shipped with an SR (short range) SFP+
module. This should be replaced if the system requires a different SFP+ module,
e.g. for use with single mode fiber. Note that using other SFP+ modules than the
type shipped may imply that special safety precautions must be taken, like using

protective glasses. Refer to the manufacturer for instructions.
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A number of LEDs serve the following purposes:

PWR: Green power LED

STAT: Green status LED for future use

MANAGEMENT: The green LEDs indicate link and activity. A blinking LED indicates activity,
whereas a steadily lit LED indicates link without activity (traffic). If the left LED
is active the speed is 10/100Mbit/s, the right LED indicates 1000Mbit/s.

LINK: Green LED indicating SFP link status
ACT: Green LED indicating SFP activity (traffic)

4.6 Installing the Unit in a Rack

The following equipment is needed for hardware installation of the unit:

¢ 4 rack screws
¢ A screw driver for the rack screws

* For rear mounting: a size 2 Phillips screwdriver for rack ear screws

4.6.1 Default Installation — Connectors at the Front of Rack

By default the Enhanced chassis is shipped with rack ears for front mounting of the unit. The rack ears
are designed to support the weight of the unit, so no additional support, like a rack shelf, is needed.

When deciding where to locate the unit, make sure there is sufficient space surrounding the unit to allow
efficient cooling, refer to section 4.2.2.

Use four rack screws to install the unit in the rack.

4.6.2 Optional Installation — Connectors at the Rear of Rack

For rear mounting of the chassis, the rack ears should be moved prior to rack installation. Unscrew the six
size 2 Phillips screws holding the rack ears, and move the six screws covering the rear mounting holes to
the front mounting holes. Remount the rack ears at the rear end of the unit.

Install the unit as described in section 4.6.1.

4.6.3 Optional Installation — Mid-Mounting

The Enhanced Chassis allows rack ears to be mid-mounted. This can be convenient if the chassis is
installed in a telco environment. Unscrew the six size 2 Phillips screws holding the rack ears, and move
the six screws covering the mid mounting holes to the front mounting holes. Remount the rack ears at the
middle of the unit.

Figure 4.5: Rack Ears Mounting — Side View of Enhanced Chassis Showing Screw Holes
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4.7

4.8

4.8.1

4.8.2

Powering up the Unit

Once the chassis is securely mounted and signal cables are connected, it can be powered up by connecting
the power cable to a mains source. When the power cable is connected the power LEDs of the individual
optional modules should light up and the chassis fans should operate.

Note that it will take some time from power-up until the modules can be accessed via the management
interface — typically the start-up may take up to two minutes.

Initial Configuration

There are two alternative ways of performing an initial configuration of the probe module:

1. By using the preconfigured IP address of the probe management port

2. Via serial console emulated over USB

For most users the first method will be the easiest.

Note that if there are two 10G Probe modules in the chassis, each module should be configured individually,
one by one.

Initial Configuration Using the Pre-Set IP-Address

The 10G Probe modules are shipped with the following factory settings:

Management (eth1) IP address: 10.0.20.101
Management (ethl) subnet mask: 255.255.0.0

In order to connect to the ethl management port, the PC used for set-up should have corresponding
network settings. Typically a lap-top PC is used for initial configuration. Connect directly to the device’s
ethl management port using an Ethernet cable.

For Windows, the network parameters are set in the Control Panel — Network and Internet — Network
and Sharing Center — Network Connection — Properties — Internet Protocol Version 4 Properties
view, as shown in figure 4.6. Select the user-defined address, and set the PC’s IP address to 10.0.20.100
and the subnet mask to 255.255.0.0.

When the IP address of the PC has been set to match the VB330 factory setting, the permanent network
settings can be configured through the VB330 web browser interface. Refer to sections 4.8.3 and 7.12.5
for details on how to launch the VB330 graphical user interface and how to set the network parameters.

Initial Configuration Via Serial Console Emulated Over USB

If the 10G Probe for some reason cannot be reached through Ethernet communication, the initial set-up
may be performed via serial console emulated over USB. For the initial set-up, you must do the following:

1. Installing a driver for the USB communication, if not already supported by the operating system

2. Setting the management IP address
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Figure 4.6: Setting the IP address manually in Windows

Most operating systems will have native support for the FT232 driver needed. When a USB cable is
connected between a PC and the 10G Probe, the operating system will detect a new USB device. For
Windows, the new device will appear as a COM port in the Device Manager view as shown in figure 4.7.

If your operating system does not detect the probe, you may have to download and install a driver for
it. The driver may be downloaded directly from the chip manufacturer at https://www. ftdichip.com/.
Select first Drivers, then VCP followed by the operating system (VCP is short for Virtual COM Port).

If it is not already connected, connect the USB cable between the USB port on the probe and a USB port
on the PC.

Start a terminal program. Windows XP users can use Hyperterm, Linux users can use minicom. For
modern versions of Windows, that do not ship with a terminal program, the free application PuTTY may
be downloaded from https://www.chiark.greenend.org.uk/~sgtatham/putty/.

Select the new COM port that should appear as the USB cable is plugged in (Linux users should check

/var/log/messages to see what device to use) and establish a serial connection to the 10G Probe using
these communication parameters:

¢ Baud rate: 9600

e Data bits: 8

Parity: None

Stop bits: 1

¢ Flow control: None
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Figure 4.7: Connecting to the serial console over USB

Press a few times to bring up the login prompt. Log in using the user name admin and the password
elvis (this password can be changed in the Setup — Security — Password view).

A simple text based menu system like the one in figure 4.8 should now be displayed. The actual menu
displayed may appear different depending on the software version and license. To change a setting, press
the appropriate character from the left-most column, enter the new value and confirm by pressing .
If DHCP is enabled, you can find the currently assigned IP address by selecting the ethStatusDoc option.

The 10G Probe is equipped with two network interfaces called management (or eth1) and data/video SFP+
B (or eth0). It is necessary to configure at least one of these interfaces from the terminal and then do the
rest of the setup from a web browser. Depending on the installed license, an additional data interface,
labeled data2 (eth2), may also be available.

The 10G Probe supports both in-band management (i.e. using ethO for both data/video and management)
and separate management (i.e. using ethl for management). In any case make sure that the subnets
configured for the network interfaces do not overlap — otherwise the probe will not work properly. If
the IP addresses for network interfaces are configured so that the subnets overlap, the settings will be
automatically reverted by the 10G Probe.

To configure the management interface, edit values for ipaddress, netmask and mm_gateway or enable
dhcp instead.

Make sure Management is enabled (set to true) — otherwise management via web will not be possible.

To configure the data/video interface, enter values for data_ipa, data_mask, data_gateway or alternatively
enable data_dhcp. Set data_management to true to enable web access via the data interface.

When all the listed parameters have been configured, the probe must be rebooted to let the parameters
take effect. This is achieved by selecting the reboot option and confirming by selecting ‘t” for TRUE.
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Menu: /ewe/probe/core/setup/ethernet/

<0> Back <9> Exit

<1> ethStatusDoc

<A> data_dhcp - false SFP+ B port (eth®) DHCP

<B> data_ipa - 10.0.30.101 SFP+ B port (eth®) IP address

<C> data_mask - 255.255.255.0 SFP+ B port (eth@) netmask

<D> data_gateway - 10.0.30.1 SFP+ B port (eth0) IPv4 GW

<E> data_management - true SFP+ B port (eth0®) web-server

<F> dhcp - false Management port (ethl) DHCP

<G> ipaddress - 10.0.20.101 Management port (ethl) IP address
<H> netmask - 255.255.255.0 Management port (ethl) netmask
<I> mm_gateway - 10.0.20.1 Management port (ethl) IPv4 GW
<J> management - true Management port (ethl) web-server
<K> gateway_interface - ethl Force default interface

<L> hostname - 10gbprobe Host name to use for device

<M> dns_server - 208.67.222.222 DNS Server

<N> reboot - false Reboot 1is required for changes

Figure 4.8: Text-based menu displayed when connecting over USB

4.8.3 \Verifying Correct Initial Setup of the 10G Probe

Once the probe management network interface have been configured, all further configuration takes place
using a web browser over HTTP.

Launch a web browser application on the management PC. The following web browsers are supported:

* Google Chrome
* Mozilla Firefox
* Microsoft Edge
» Apple Safari

Type the IP address of the probe in the browser URL field and press . The IP address of the probe
is that of the ethO or eth1 port (the one used for management) as set in the initial set-up procedure.

The default management view should be displayed inside the browser. This could look similar to figure 4.9,
depending on the options installed.

4.8.4 Initial Setup Troubleshooting

If there are problems bringing up the probe web-based management interface, verify the following:

* Verify that the laptop and the probe are configured on the same subnet and that they have different
addresses. The network settings of the probe can be verified through RS232/USB as described
earlier
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Figure 4.9: Web-based management view

* Make sure that the IP address of the gateway and the network interface are not the same
* Verify that the appropriate Ethernet link indicators of the PC and probe are lit

* Verify that web browser proxy settings are not interfering

* Verity that local firewall settings on the laptop are not interfering

* Make sure that the management and data/video subnets do not overlap (even if only one is physically
connected)

* Make sure the probe was rebooted to activate the new settings

¢ Clear the browser’s cache
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5 QUICK SETUP GUIDE

This quick setup guide is intended to provide a step-by-step explanation of how to setup a probe once the
initial setup has been performed (as described in chapter 4).

All of the probe configuration options are available from the Expert view, which can be reached by
selecting the Expert option in the navigation menu in the top left corner of the screen. More detailed
instructions on how to configure the probe are found in chapter 7 of this manual.

The Return Data Path and Full Service Monitoring features are not covered by this quick setup guide.

5.1 Basic Setup

1. Set appropriate parameters in the Setup — Params and Setup — Ethernet views.

2. Enabling Time synchronization is strongly recommended, this can be done in Setup — Params.
If no time reference for automatic time locking is available set the time manually in the Setup —
Time view.

3. If access control is required, first log in as the admin user using the Setup — Login view, and then
define users and password and configure firewall settings in the Setup — Security view.

Note: it is important to read the instructions in the associated sections of this manual, see chap-
ters 6.6 and 7.12.12.

5.2 Input Signal Definitions
5.2.1 Multicasts

1. Define multicasts using the Multicasts — Streams view. You can also import multicast lists from
another probe using the Data — Configuration view, or add them automatically either by using the
multicast detect feature in the Multicasts — Detect view, or from SAP announced streams using
the Multicasts — SAP view.

Note: Often upstream equipment will not transmit multicasts unless join messages have been
received, and in this case it will usually not be possible to detect multicasts automatically.

Select predefined threshold templates that seem appropriate for the signal.

Note: The sequence of the multicast definitions will be reflected in monitoring, so order the
multicasts correctly if required. Also note that ETR 290 monitoring for Ethernet streams is disabled
by default, so if this is required, it will have to be enabled by the user (on a per-stream basis).

2. Define stream page name(s) in the Setup — Pages view (not strictly necessary).

3. Join multicasts in the Multicasts — Join view or in the Multicasts — Streams view.
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5.2.2

5.3

5.4

OTT Input (OTT Engine Option Only)

1. Define the OTT channel manifest URLs and channel names in the OTT — Channels view. Leave
the Threshold and VBC threshold settings at default values for now. Remember to tick the Enable
box in the dialog box. If you have multiple OTT engines installed (1 to 50 are allowed) then select
which engine to assign to the channel. Any number of OTT channels can be assigned to each OTT
engine. Each engine works in parallel to each other.

Note: When monitoring both multicast (UDP) and OTT (TCP) traffic, we recommend using
different network interfaces. Mixing the two traffic types on the same network can have unwanted
impact on the monitored signals. The interface used for OTT traffic is controlled using the Setup —
Routing view.

2. Define stream page name(s) in the OTT — Settings view (not strictly necessary).

3. Inspect the OTT monitoring progress using the OTT — Active testing dialog. Useful information
on OTT monitoring can be found in Appendix C.

Monitoring
When input signal parameters have been set, the signals may be monitored.

For Ethernet multicasts the relevant monitoring views are Streams, Alarms and MW in the main graphical
user interface, as well as the Main, Alarms, Multicasts, MW, Traffic and Ethernet views in the expert
graphical user interface. If the probe is equipped with the ETR 290 and/or the OTT option then the views
ETR 290 and OTT are of relevance as well.

Ethernet monitoring hints are found in B Appendix: Monitoring Practices.

Adjusting Alarm Thresholds

When the probe inputs and streams have been defined using default thresholds, the result will usually
be a number of more or less permanent alarms, some which may not be relevant under the current
circumstances. In order for the user to get rid of unwanted alarms, the probe provides alarm filtering
functionality in the form of alarm thresholds and alarm on/off selection.

Multicasts

By default Ethernet thresholds are set to raise alarms when service affecting errors occur, that are caused
by the network. There may however be reasons for these thresholds to be altered, for instance to reflect
receiver robustness in the case of IAT, or to reflect a TS into IP mapping different from the default
(7TS/UDP). Creating a new threshold template is done either by copying an existing one and altering the
copy, or by creating a new threshold template from scratch. The Ethernet thresholds are defined in the
Multicasts — Ethernet thresh. view. These thresholds are associated with streams in the Multicasts —
Streams view.

In addition to the miscellaneous thresholds, that affect only the streams with which they are associated,
the Alarm — Alarm setup view allows the user to enable and disable alarms on an overall basis. You
can also define the alarm severity levels for different alarms in this view.

OTT

When an OTT channel is defined the default OTT threshold template is assigned to it. To change threshold
values create one or more new templates in the OTT — Thresholds view and assign them to OTT
channels in the OTT — Channels — Edit view.
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ETR 290

By default the streams configured in the probe will be set up to use the ETR 290 threshold named Default.
This has the most important alarms enabled but have been adjusted to match real world systems and only
alarm on more severe problems. The threshold named ETSI TR 101 290 is based on the ETSI TR 101
290 guidelines and are fairly strict generating more alarms. The ETR 290 thresholds should be changed if
there are tables that are not relevant for a system, or if the user requires alarm functionality that exceeds
the ETR 290 guidelines. The ETR engines has a lot of powerful functionality not enabled by default, for
instance the ability to raise alarms if the number of services present in a signal is lower than a preset limit.

The default PID and service thresholds do not affect alarming at all, they are completely transparent. The
thresholds may be altered for instance in order to mask an alarm generated by an unreferenced PID or to
ensure an alarm is raised if a service or PID bitrate is outside preset limits.

Creating a new threshold template is done either by copying an existing one and altering the copy, or by
creating a new threshold template from scratch. The thresholds are defined in these views: ETR 290 —
ETR thresh., ETR 290 — PID thresh., ETR 290 — Service thresh.

The thresholds are associated with streams in the Multicasts — Streams — Edit view.
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The VB330 web interface is reached by pointing a web browser to the IP address of the 10G Probe as
shown in the screenshot above. The following web browsers are recommended:

500 I = I = = I =

(=]

* Google Chrome

¢ Mozilla Firefox

Microsoft Edge

* Apple Safari

The user interface is divided into an Operational View and an Expert View. Configuration options are
accessible through the Expert View.

The navigation menu is located in the top left corner and can be made visible or hidden by clicking the
navigation menu button, which is indicated with three horizontal lines (=) and accessible from any page.
The navigation menu consists of several different icons that will help you navigate to the preferred view.
These views are documented below.

Tool-tips are available for most buttons and labels. To access tool-tip information simply navigate your
cursor towards a button or a label and leave it hovering for a second or two.

The VB330 web interface can be displayed in a dark or a light theme, where the dark theme is the default.
Pressing the theme selector at the bottom left of the user interface switches betwen these two modes. The

VB330 Embedded Hardware 10G Probe User’s Manual v7.0 © Bridge Technologies Co AS 27



display mode is remembered across sessions, until the browser’s session data is cleared. In this User’s
Manual, screenshots are taken using the light theme, to be friendlier on the environment when printing.

In this manual the term stream is generally used instead of the terms multicast and/or unicast. A stream
may thus contain a single service or multiple services.

Note that different web browsers behave differently with respect to memory leaking, and if the VB330
GUI should be available at all times the browser should be selected carefully. A browser memory leak
manifests itself as the browser responding more and more slowly, and this is corrected by closing down
the application and restarting.
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6.1 Streams
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The Streams view is the default view and displays a list containing all monitored streams, across the
different input types.

The intention of this page, together with the Alarms view, is to provide enough information for the
operator to immediately see if there is anything seriously wrong with one or more input streams. To easily
locate a specific stream, use the search field at the top of the display.

The following information is displayed for each stream:

Streams

@: Click the information icon to access stream details.
For multicasts, this will open the Stream details view, which is described below.
For OTT channels, this opens the OTT details view described in the following
chapter.

Status bulb: A bulb indicates the current status of the stream, i.e. the most severe alarm status:

e Green: OK

* Yellow: Warning

* Orange: Error

* Red: Major
Black/Dark red: Fatal

VB330 Embedded Hardware 10G Probe User’s Manual v7.0 © Bridge Technologies Co AS 29



Thumb: If thumbnail extraction has been enabled, a thumbnail is displayed for the stream
if supported. Thumbnail decoding is a process asynchronous of the analysis and
therefore should not be expected to be updated at the same time. The main purpose
of the thumbnails is to provide brief information about the channel contents.

If the stream is a multi-program transport stream (MPTS), the thumbnail displayed
will cycle between all unencrypted services contained in the stream.

For OTT channels, the profile selected in the Thumbnails tab of the OTT details
pop-up is displayed.

Name: The configured name of the stream or channel is displayed here.

Input: Input type of the stream.

Services: The stream health bar displays the current status for individual services (TS) or
profiles (OTT) inside the stream. A Single Program Transport Streams (SPTS) or an
OTT channel with a single profile will show only a single bulb in this column.
Hover over the individual status bulbs with your cursor for information on which
bulb represents which service or profile.
Each bulb color represents the alarm severity level as configured under Alarms —
Alarm setup.

Alarm history: The alarm graph displays the alarm status over time in the form of a status timeline.
The timeline bar shows the most severe alarm for all the services (TS) and profiles
(OTT) inside the streams for a time span of 120 minutes, 24 hours or four days as
selected by clock button at the top of the Alarm history column.
The bar color is either green for OK or colored in accordance with the alarm severity
if an alarm has occurred. Refer to section 7.2.2 for a description of the alarm color
representation.

Micro: This columns displays the status of the stream in a condensed view.
For multicasts monitored by an ETR 290 engine, the MicroETR overview is dis-
played here. For more information on how to read the MicroETR, please see
chapter 7.9.1). This field is blank if ETR 290 monitoring has not been enabled for
this stream, or if the ETR 290 option has not been licensed.
For OTT channels, a minimized view of the alarm overview from the the OTT
Alarms view is displayed.

MW: This column displays a minimized version of the Media Window for the stream.
Please see chapter 6.3 for full details on the Media Window display.
The Media Window displays information for a time span of 90 seconds, 90 minutes,
8 hours, 24 hours or four days as selected by clock button at the top of the MW
column.
Media Window display is only available for multicast sources.

Note: ST 2022-7 combined streams are not shown in this view, information about these streams can be
found in the Expert view under Main — Stream overview and Multicasts — Paramaters.
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6.1.1 Stream details view

BBC News

Iran War latest

|srael orders 50 towns
and villages in eastern
and southern Lebanon
to evacuate

Scan OR code for live updates

(5] 1 RISV BREAKING

Israel launches a new wave of strikes on Iran

* [ranian attacks were reported in Israel, with air raid sirens activated

PSI'SI ETR MW

Language Content
1221 Teletext eng -
19201080 169
111 h26d4
2001 H264 Video YChCrdi2:0 25 fps
Mo Marrowe range
ET.709 ET.709
ET.709
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5001 BBC Mews Globecast 1221,2091,2092

This view presents a large thumbnail and detailed information about the selected multicast setup. If
the stream is a multi-program transport stream (MPTS), the thumbnail displayed will cycle between all
unencrypted services contained in the stream.

By clicking the Open in tab button, a new browser tab will appear. This separate tab can be used to
display the selected channel even when navigating away from the probe. This also provides the ability to
monitor media windows for several streams without starting several browser sessions. Clicking the Close
button will close the pop-up view.

Below the thumbnail, several tabs are available, displaying different properties of the stream.

6.1.1.1  PSV/SI

This view displays information about the PIDs and services that make up the stream. The information is
divided into two data tables.
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PID info
PID: The PID for which the following parameters apply.

Type: The type description of the associated PID.

Language: The language for the content of the PID, if specified.

Content: Detailed content of the data carried in the PID, if the probe has been configured to decode
it.
For video PIDs, the information displayed is the same as described in the Video tab of
the service view pop-up.
For audio PIDs, the information displayed is the same as described in the Audio tab of
the service view pop-up.

Service info

SID: The service ID for which the following parameters apply.

Name: The name of the multicast that is being displayed, as defined by the user.

Provider: The service provider name as found in SDT. If service information is not available in SDT,
or when in ATSC mode, this information is not available.

PIDs: A list of the PIDs associated with this service.

6.1.1.2 ETR

P5I'51 ETR MW

B TS sync @ Transport @ NT @ CA system @ T2MI
B Sync byte B CRC @ Sl Rep Rate @ PID min. bitr, B Interface owverflow
@ PAT @ PCR @ Unref PID B FID max bitr.
B Continuity @ PCRaccur. (171 @ soT B FID chedks
B PMT @ FTS @ ET @ Service min. hitr.
@ Missing RID @ CAT @ RET B Service max. bitr,
@ TCOT B Service checks

@ mMIp

@ GoldTs

@ Time information
Currently monitored 10:3416 (1 h, 54 m ago) 1h, 54 m 6,83 Mbps

6,83 Mbps 7 1 10 10:3418
MNewer Default Default Default Default

[Mone]

This tab is displayed if the stream is being monitored by an ETR 290 engine, and shows an expanded
view of the MicroETR avaiable in the streams list, as well as detailed monitoring parameters.

The ETR 290 parameters are grouped into five different categories. The first three groups are defined in
the ETSI TR 101 290 guidelines. The fourth category contains checks defined by Bridge Technologies
allowing CA system checks, custom PID and service checks and the Gold TS reference checks. The last
category contains checks of the input interfaces.

For each check a bulb indicates the current status of that parameter check: green indicates status OK,
whereas red indicates an active alarm. When the probe has not yet received data relevant for a particular
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check, the corresponding bulb is white. Grey color indicates that the check has been deactivated (as set in
ETR 290 — ETR thr. — Edit).
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Monitoring details

Mon state:

Indicates whether the stream is being currently monitored or not.
When the ETR engine is operating in round-robin mode, streams are not con-
stantly monitored, please see chapter 7.9 for details.

Mon start:

Shows when the ETR 290 engine started monitoring the stream.

Mon end: When in round-robin mode, shows when the ETR 290 stopped monitoring the
stream.
Mon time:  Shows for how long the stream has been monitored.
Total bitrate: The total bitrate of the transport stream (including null packets, bits/s).
Effective bitrate: The effective bitrate of the transport stream (excluding null packets, bits/s).
TS ID: The transport stream ID as specified in the PAT table.
Num services: The number of services found in the transport stream.
Num PIDs: Number of PIDs in the transport stream.

Last cleared:

Shows when status was last cleared for the stream.

Last error:

Shows when the ETR engine last reported an error for the stream.

ETR threshold: The name of the service ETR threshold template assigned to the stream.
PID threshold: The name of the service ETR PID threshold template assigned to the stream.
Service threshold: The name of the service threshold template assigned to the stream.
VBC threshold: The name of the VBC threshold template assigned to the stream.
Gold TS threshold: The name of the Gold TS reference threshold assigned to the stream.
6.1.1.3 MW

PSI’'SI  ETR

MW

[24!h][90m][FJunning]

[1aTmiLr ) [' Bw/MLR | [ VTP )

This tab is only available for multicast sources and displays an expanded version of the Media Window
for the stream. Please see chapter 6.3 for full details on the Media Window display.

Use the buttons in the lower left corder of the dialog to select between the different type of Media Window
displays.

The Media Window displays information for a time span of 90 seconds, 90 minutes, 8 hours, 24 hours or
four days as selected by clicking the time selection buttons in the lower right corner of the dialog.
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6.2 Alarms

SNMP Alarms Alarm Lists

N\ /S

Alarm Settings
and Scheduling

System Events

FSM Settings
FSM Measurements

ETH Thresholds

OTT Thresholds Content Thresholds

Content Service Thresholds

T

OTT Channel ETH Multicast
OTT Analysis ETH Measurements

Figure 6.1: Alarm handling in the 10G Probe.

Figure 6.1 shows an overview of the alarm handling in the 10G Probe. It is useful to obtain an understand-
ing of the alarm processing of the 10G Probe — in particular how threshold settings and alarm setup will
affect alarm handling.

The 10G Probe continuously compares measurement data with user-defined thresholds in order to generate
alarms. These alarms are further checked against the settings defined in the Alarms — Alarm setup view,
and the resulting alarms are presented in the alarm lists. If configured to do so, these alarms will also be
sent as SNMP traps to support third party management systems. Refer to Appendix: VB330 Versus VBC
Alarms for a description of alarm handling in the VBC Controller.

The 10G Probe distinguishes between events and alarms. The ETR software module will always generate
alarms and the Systems software module will always generate events. The Ethernet software module will
by default generate events for errors that are resolved within 1 second, otherwise it will generate alarms.
This can be overridden by checking the ‘Treat Ethernet events as alarms’ box in the Setup — Params
view. The OTT module generates alarms only.
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6.2.1 Alarm list

»

Active [ ] 2026-03-05 12:56:33 CNT MNRK1 HD@DASH M OS below threshold (profile Video: avc1.4d4020 1280x720)

Cleared a2 2026-03-05 12:56:18 CNT MRK1 HD@RTMP Audio silence detected (profile RTMP Live) (Mar 5 12:56:08 - Mar 5 12:5..
Cleared a 2026-03-05 10:31:01  CNT NRK1 HD@MCNRKT HD MOE below threshold (Mar 5 10:30:01 - Mar 5 10:31:01)

Cleared [ ] 2026-03-05 10:29:30 Q1T MNRK1 HD@DASH Fewer than minimum number of profiles (Mar 5 10:27:15 - Mar 5 10:29..,
Cleared a 2026-03-05 10:29:00  CNT MNRK1 HI:NRKT HD MOS below threshold (Mar 5 10:27:01 - Mar 5 10:29:00)

Cleared a 2026-03-00 10:26:31 oTT Audio wdr sportschau hls lig..  HLS playlist URLs unstable, switch to HLS made "Monitor profile manife..,
Cleared [ ] 2026-03-05 10:26:31 oTT Audio wdr sportschau hls lig.. HLS playlist URLs unstable, switch to HLS mode "Monitor profile manife...
Cleared a 2026-03-05 10:26:21  CNT DELUXE MUSIC:DELUXE MUL.  MOS below thresheld iMar 5 10:25:00 - Mar 5 10:26:21)

Cleared a 2026-03-00 10:26:21  CNT DELUXE MUSICGDELUXE MLL.,  MWrong PAR 32:17 (Mar 5 095517 - Mar 3 10:26:21)

Cleared [ ] 2026-03-05 10:26:21  CNT T3 HD (N)TV3 HD (M) MOES below threshold (Mar 5 09:27:01 - Mar 5 10:26:21)

Cleared [ | 2026-03-05 10:26:21  CNT UHD1 by ASTRA /HD+:UHD...  MOS below thresheld (Mar 5 10:26:00 - Mar 5 10:26:21)

Cleared [ ] 2026-03-05 10:25:01  CNT UHD1 by ASTRA fHD+:UHD...  MOS below threshold (Mar 5 10:17:01 - Mar 5 10:25:01)

Cleared a 2026-03-05 10:23:58 CNT SES UHD Demo Channel IDR PTS gap outside of threshold (124 ms) (Mar 5 10:25:57 - Mar 5 10..
Cleared [ ] 2026-03-05 10:20:55 CNT SES UHD Demo Channel IDR PTS gap outside of threshold (124 ms) (Mar 5 10:20:54 - Mar 5 10:.,
Cleared a 2026-03-05 10:20:01  CNT DELUXE MUSIC:DELUXE MLUL.  MOS below threshold iMar 5 10:17:01 - Mar 5 10:20:01)

Displaying 46 alarms

The Alarms view allows the user to see an updated list of current and past alarms. All alarm types and
events are listed here. The search field at the top can be used to filter alarms by stream name or description.
By default, the view shows the most recent active alarms first, but you can sort the list by any parameter
in the columns.

For additional options, such as displaying an offline list or showing only a single alarm type, the Alarm
list in the Expert view can be used. To configure alarm settings (for example, adjusting alarm severity),
the Alarm setup is used.

Alarm list

Status: The status of the alarm, either "Active", "Cleared" or "Event".
Severity: The severity of the alarm, classified as either OK, Warning, Error, Fatal or Event.
Each level is shown by a colored bulb, with the following mapping:
* Green: OK
* Yellow: Warning
* Orange: Error
* Red: Major
* Black/Dark red: Fatal
The severity level of an alarm can be changed in Alarm Setup.
Time: The timestamp indicating when the alarm was triggered. For cleared alarms the

parameter shows the time range during which the alarm was active.

Type: The alarm type category. They can either be:

CNT Content alarms

ETH Ethernet alarms

ETR ETR 290 alarms

FSM Full service monitoring & Microbitrate alarms
LOG Event log

OTT OTT alarms

SYS System events

Stream: The name of the stream that triggered the alarm.

Description: A description detailing the alarm.
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For more information about each alarm and their default configuration see Alarm setup.

VB330 Embedded Hardware 10G Probe User’s Manual v7.0 © Bridge Technologies Co AS

37



&

’~
6.3 MW (Media Window)
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The MW Media Window view provides an at-a-glance status for each of the multicasts/unicasts being
monitored. From the graphs it is easy to see the jitter characteristics of the signal and if there is packet
loss or CC errors present in the signal. Periods of no signal are also displayed.

The measurements are always aggregated over a time interval — typically one second. The IAT(max) is
the maximum time measured between two neighboring IP frames within the measurement time interval
(the peak packet Inter-arrival time). IAT is expressed in milliseconds.

The MLR is the peak estimated number of lost MPEG-2 Transport Stream packets inside any second
within the actual time period. The number of lost TS packets is derived from the continuity counters
inside the TS packet headers.

A common scenario is to have 7 TS packets per UDP frame. Losing an IP packet will therefore usually
(but not always) result in an MLR of 7 (not always the case because some TS packets such as null packets
or PCR packets do not carry a valid CC field).

Bridge Technologies’ patented Media Window presents both jitter and packet loss measurements in one
graph, with jitter (IAT) values growing upwards (+ve Y) and packet loss (MLR) growing downwards (-ve
Y). Each sample along the x-axis corresponds to a measurement time-interval that depends on the range
of the graph selected. Periods of no sync are also displayed in the graph.

Error-second statistics for the graph-interval is displayed to the right.

The current graph value displayed as the column next to the MW provides the maximum MLR and IAT
values measured during the last second.

Red color is used to indicate that within the period represented by the bar there has been one or more
occurrences of no-signal. Orange is used to indicate error while yellow indicates warning. The error and
warning thresholds are allocated to each multicast in the Multicasts — Streams view.
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6.3.1
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The MW displays all joined multicasts in the list by default. The drop-down menu at the bottom left can
be used to choose only joined multicasts of one page (or switch back to All pages). The time window
buttons allow selection of x-axis resolution in the graphs. Displaying either MW for the last 4 days, the
last 24 hours, the last 8 hours, the last 90 minutes or a live stream by clicking ‘Now’. The ‘Now’ graph
goes back 90 seconds. The 24 hours view is selected as a default.

By choosing different resolutions the user can pinpoint more accurately when errors occurred.

MRK1 HD@A ~

Clicking one of the graphs will expand it. The expanded version of the Media Window reveals more
details than the compressed version.

The search field at the top of the page can be used to filter the list by stream name.

Media Window — Selected channel
7 (D MotSecure 10.0.30.122/probe /Ui/muw/ 25 A
Stream ES{AT) ES(MLRE) ES(ETP) ES(BW) ES(SIG)
MNREK1T HD@ A hd

0 o] o] 0 o]
[1aTmiLr ) [Bvwilr ) [1AT/RTP ) [24h] (50 m ) [Running )

The Media Window — Selected channel view is activated by clicking the upward pointing arrow next to
the graph. It will open a pop up that shows the MW for one stream only.

This separate window can be used to display the selected channel even when navigating away from the
probe. This also provides the ability to monitor media windows for several streams without starting
several browser sessions.

Clicking anywhere in the graph will shrink it. Clicking it again will expand it.
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6.3.2 Media Window — Bandwidth graph

6.3.3
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By clicking the BW/MLR button the graph displays the peak bandwidth as a function of time. The
negative part of the composite graphs is still the packet loss (i.e. the MLR).

If the stream contains a transport stream (mapping TS/x) the bitrate corresponds to the Multicasts
parameter Net bitrate (i.e. bitrate excluding null packets). Otherwise the bitrate is the UDP payload
bitrate corresponding to the Multicasts parameter Curr bitrate.

The bandwidth error threshold is configured in the Multicasts — Ethernet thresh. view.

Media Window — RTP drops

7 (D MotSecure 10.0.30.122/probe/uifmw/28 [
Stream ES(AT) ES(MLR) ES(RTP) ES(EW) ES(SIG)
MRKT HD@A v

w I | | | D |

[1aTmiLr ) [Bvwilr ) [1AT/RTP ) [241] (50 m ) [Running )

By clicking the IAT/RTP button the graph displays the packet jitter as a function of time. The composite
graphs displays the RTP packet loss below the X-axis. If the monitored stream is not RTP encapsulated,
IAT will be represented by grey color and there will never be any indication of packet loss in the graph.
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6.4 Thumbnails
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The Thumbnails view displays a mosaic of all decoded thumbnails. By default the Normal mode is
used. Placeholder images will be displayed if thumbnail generation has not been enabled in the Setup —
Params view or in the stream or channel configurations, indicating the type of service being received.

Use the Display button to switch between different display modes. If Small is selected, the Thumbnails
view will display thumbnails and service names only, allowing more thumbnails to be displayed on the
same page. In the Compact view, the service ID or OTT channel type is also displayed, as well as a row
of bulbs indicating the content check status. Hover over the bulbs with your cursor for information on
which bulb is which.

Selecting the Normal view, the bulbs are shown with an explanatory label. To display the name (as defined
in the Multicasts — Streams and OTT — Channels views), select the Stream info view. Finally, the
Large view displays the same information as the Stream info view, but with larger thumbnails.

Use the Sort By button to select the order in which to display the services. The Default sorting displays
the thumbnail in the order they appear in the configuration, with multicasts being displayed first and OTT
channels last. Selecting Name sorts all services by name, mixing the stream types.

Sorting by Alarm severity shows the services with the highest number of active alarms (as indicated by
red bulbs) first. Only the alarms shown in this view are considered for sorting purposes. Finally, if Source
is selected, the services are sorted by the name of the streams they are part of.

Use the Filter button to limit the number of streams to display. The VB330 makes it possible to filter
by alarms (or lack thereof), to display only services that are producing thumbnails, or to display only
services that are part of specific stream types. Additionally, you can also use the Search field at the top of
the display to further limit the services being displayed.

By clicking the Open in tab button, a new browser tab will appear. This separate tab can be used to
display the Thumbnail view even when navigating away from the probe.

If thumbnail extraction has not been enabled, or if the thumbnail extraction fails, an informational icon
will be displayed instead, see Thumbnail generation below for details on the different icons.

The following information is displayed for each stream:

Thumbnails

Stream name: The configured name of the stream or channel is displayed here.
Shown in the Stream info and Large views.
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Service name: For TS services, this displays the name defined for the service in the SI service
descriptor. If no SI is present in the stream the service ID will be shown.
For OTT channels, the name of the channel is shown here.

Service ID: For TS services, the ID of the selected service within a transport stream.
Not shown in the Compact view.

Type: For non-TS services, the service type is displayed.
Not shown in the Compact view.

TS sync status: For TS services, status bulbs are displayed indicating the current Transport stream
sync status. The different bulb colors are:
Green: the stream has TS sync.
Red: the stream does not have TS sync.

Freeze status:  Status bulbs are displayed indicating the current freeze-frame and color-freeze
status for the streams.
The freeze-frame error timeout values are set as part of the content threshold
template associated with each multicast or OTT channel (refer to the Content —
Content thresh. view). The different bulb colors are:
White: Unknown (typically due to the VB330 being unable to decode video)
Grey: freeze-frame detection is disabled.
Green: freeze-frame detection is enabled, no freeze-frame is detected.
Yellow: freeze-frame detection is enabled. Two consecutive equal frames have
been detected, but the freeze-frame error timeout value has not been exceeded.
Red: freeze-frame is enabled. Freeze-frame has been detected and the freeze-frame
error timeout value has been exceeded, thus resulting in an alarm.

SCTE 35 status:  If the probe has been licensed with the SCTE 35 Signaling Analysis and Logging
option, status bulbs are displayed indicating the current SCTE 35 alarm status for
the streams.

The SCTE 35 alarming threshold values are set as part of the content threshold
template associated with each multicast or OTT channel (refer to the Content —
Content thresh. view). The different bulb colors are:

Grey: SCTE 35 alarming thresholds are disabled.

Green: SCTE 35 alarming thresholds are enabled, and no SCTE 35 alarms are
active.

Red: SCTE 35 alarming thresholds are enabled, and one or more SCTE 35 alarms
are active.

Additionally, if the service is currently in SCTE 35 cue out mode, the words “CUE
OUT” are displayed under the thumbnail.

The Thumbs Details pop-up view is accessed by clicking a thumb in the Thumbnails view. These pop-up
views are described in detail below. Note that thumbnails are only decoded automatically if the Extract
thumbnails option has been enabled in the associated OTT or multicast setup, or if freeze-frame or
color-freeze alarming (Content Extraction and Alarming option) has been enabled in the Content threshold
template.

Clicking the Close button will close the view.
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6.4.1 Service details view

Stream: Al Jazeera English HD

Transport stream ID 12
Name Al Jazeera English HD
Tme multicast
Multicast address 239.256.2.39
Multicast port 4500
Bitrate T.85 Mhps
Service: 5031
BRITISH PRIME MINISTER: WE WILL DO ALL WE CAN TO Service ID 4031
F!D BRITISH LIVES AND UPHOLD BRITISH VALUES PSIS! name Al Jazsera English HD
BEEN KILLED IN U.S -ISRAEL! STRIKES SINCE SATURDAY - RED CRESCENT SAYS MORE THAN 1,330 U 5. Mumber of PIDs 4
Bitrate 7.72Mhps

Status Videe Audie AIIPIDs SCTE3IS

@ Audiosilence Threshald: -50LUFS

@ Audiotos loud Threshald: -5 LUFS

@ Audio phase Threshold: -0.2

B Freeze-frame Cansecutive frozen frames: 0

@ color-freeze Cansecutive frozen frames: 0

@  Mosaverage Running average: 3.2 Threshald: 3.2, Window: 10 min
@ SCTEsGap Test disabled

@ SCTE 35 placement Test disabled

@ SCTE 35 placement gap Test disabled

This view presents a large thumbnail for the selected service of a a or multicast setup, as well as video and
audio metadata. The same pop-up can also be opened from the Multicasts — Parameters and ETR 290
— Services views.

By clicking the Open in tab button, a new browser tab will appear. This separate tab can be used to
display the selected service even when navigating away from the probe. Clicking the Close button will
close the pop-up view.

The pop-up consists of two parts, one shared part at the top displaying a the thumbnail and some details for
the selected service, and a specific part at the bottom which differs depending on the selected tab. Which
tabs are displayed depends on the contents of the stream and what monitoring thresholds are applied to it.

6.4.1.1 Service information

The top part of the dialog always show the thumbnail, if enabled, and stream and service metadata.

Stream

Transport stream ID: The ID of the selected stream as shown in the list of multicasts; non-TS
services display / here.

Name: The name of the multicast containing the selected service, as defined by the
user.

Type: The type of the stream containing the selected service; multicast, unicast or
SRT Stream (a type of unicast).

Multicast address: The multicast address of the stream containing the selected service. Multi-
casts only; not displayed for SRT streams.
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Multicast port: The port number of the multicast containing the selected service. Multicasts
only; not displayed for SRT streams.

SRT Mode: The SRT mode of operation selected to receive an SRT stream.
SRT streams only; not displayed for multicasts.

SRT Latency: The configured latency for the SRT connection.
SRT streams only; not displayed for multicasts.
SRT Host: The host address of the SRT stream source.
SRT streams only; not displayed for multicasts. Not displayed in case of SRT
mode ‘Listener’.

SRT Port: The port used to receive from the SRT stream source.
SRT streams only; not displayed for multicasts.

Bitrate: The total stream bitrate of the multicast containing the selected service
(bits/s).

Service

Service ID: The service ID of the selected service; non-TS services display / here

PSI/SI Name: The name of the selected service, as derived from PSI/SI; non-TS services display
the multicast name here instead

Number of PIDs: The number of PIDs or components associated with the selected service

Bitrate: The total bitrate of the PIDs making up the selected service (bits/s)

6.4.1.2 Status

The Status tab displays the following service status information (bulbs will be green for status OK, red to
indicate an active alarm and grey if the associated check has been disabled):

Status description

Freeze-frame: A bulb indicating the freeze-frame detection status. The freeze-frame
error timeout value is set as part of the content threshold group associated
with each multicast (refer to the Content — Content thresh. and
Multicasts — Streams — Edit views).

Consecutive frozen frames: The number of consecutive equal frames
that have been detected.

Color-freeze: A bulb indicating the color-freeze detection status. The freeze-frame
error timeout value is set as part of the content threshold group associated
with each multicast (refer to the Content — Content thresh. and
Multicasts — Streams — Edit views).

Consecutive frozen frames: The number of consecutive single color
frames that have been detected.
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SCTE 35 Gap:

If the probe has been licensed with the SCTE 35 Signaling Analysis
and Logging option, this displays a status bulb indicating whether the
SCTE 35 Command Gap alarm is active.

The SCTE 35 alarming threshold values are set as part of the content
threshold template associated with each multicast (refer to the Content
— Content thresh. and Multicasts — Streams — Edit views).

Time since last event: The number of seconds since the last received
SCTE 35 event is displayed here.

Threshold: The SCTE 35 Command gap threshold as defined in the
content threshold template associated with the service.

SCTE 35 Placements:

If the probe has been licensed with the SCTE 35 Signaling Analysis and
Logging option, this displays a status bulb indicating whether the Too
few SCTE 35 placement opportunities alarm is active.

The SCTE 35 alarming threshold values are set as part of the content
threshold template associated with each multicast (refer to the Content
— Content thresh. and Multicasts — Streams — Edit views).
Placement opportunities last clock hour: The number of placement
opportunities found during the previous clock hour, or N/A if the service
was not monitored for the whole previous clock hour.

Threshold: The SCTE 35 Minimum number of placement opportunities
per clock hour threshold as defined in the content threshold template
associated with the service.

SCTE 35 Placement Gap:

If the probe has been licensed with the SCTE 35 Signaling Analysis
and Logging option, this displays a status bulb indicating whether the
SCTE 35 placement gap alarm is active.

The SCTE 35 alarming threshold values are set as part of the content
threshold template associated with each multicast (refer to the Content
— Content thresh. and Multicasts — Streams — Edit views).

Time since last opportunity: The number of seconds since the start of
the last placement opportunity is displayed here.

Threshold: The SCTE 35 Maximum opportunity gap threshold as
defined in the content threshold template associated with the service.

6.4.1.3

Video

Status Video Audio AlIPIDs SCTE35

HasPCR

Content

Last Qof information

m

YES

3840:2160

169 11 hewe
4.0

¥ChCr&i2iQ (10 bit) 50 Hz Mo Marrow range

BT.2020

hdar 515:54:01
HLG (ARIE STD-BET) BT.2020 non-const tant lumin

The Video tab displays the following detailed metadata:

Video

PID: The video PID of the selected service for MPEG-TS services, or the video

component number for non-TS services
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Has PCR:

Yes if the PID contains PCR, No if not

Size:

The video picture size of the selected service

Aspect ratio:

The video aspect ratio of the selected service, or “N/A” if no information
is available

Pixel aspect ratio:

The video pixel aspect ratio of the selected service, or “N/A” if no infor-
mation is available

Codec:

The video encoding format of the selected service

Sampling format:

The video sampling format of the selected service

Frame rate:

The video frame rate of the selected service (Hz)

Interlace:

Whether the video source is interlaced or not

Range:

Whether the range of visual content values in the video source are limited
or not.
Possible ranges: Full range, Narrow range

Color primaries:

The specific primary colors used to encode all colors in the video source.
Possible color primaries: BT.709, BT.470 System M, BT.470 System B,
G, ST 170, ST 240, Film, BT.2020, ST 428-1, ST 431-2, ST 432-1, EBU
3213

Transfer characteristics:

What transfer characteristics system the video source specifies to use to
convert between RGB and Y’ CbCr.

Possible transfer characteristics systems: BT.709, Gamma 2.2, Gamma
2.8, ST 170, ST 240, Linear, Logarithmic, Logarithmic square root,
xvYCC (IEC 61966-2-4), BT.2020 (10-bit), BT.2020 (12-bit), PQ, ST
428-1, HLG (ARIB-STD-B67)

Matrix coefficients:

What matrix coefficients the video source specifies to use to convert be-
tween RGB and Y’CbCr.

Possible matrix coefficients: RGB, BT.709, FCC NTSC, BT.470 Sys-
tem B, G, ST 170, ST 240, YCgCo, BT.2020 non-constant lumi-
nance, BT.2020 constant luminance, ST 2085, Chromaticity-derived
non-constant luminance, Chromaticity-derived constant luminance, ST
ICtCp

6.4.1.4

Audio

Status Video Audio Al PIDs

SCTE35

Audie level

5112 DEU 2 (sterea)

mp? 48,00 kHz

5113 FRA, 2 (stereo)

mp3 48,00 kHz

5116 UL 2 (stereo)

5117 MIS 2 {sterea)

2 ane IR -0

mp3 48.00 kHz

The Audio tab displays the following detailed metadata:

Audio
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PID:

The audio PID of the selected service for MPEG-TS services, or the audio component
number for non-TS services
Note that there may be several audio PIDs or components associated with a service

Language: The audio language, as derived from PSI/SI
Channels: The number of audio channels represented by the audio PID or component
Codec: The audio encoding format
Rate: The audio sample rate (Hz)

Audio level:

If audio metadata extraction has been enabled for the channel, an audio level bar
displaying the average audio level as a green bar referenced to the peak audio level, the
peak level being indicated by a white line.

Phase:

If audio metadata extraction has been enabled for the channel, a momentary audio phase
measurement will be displayed here for stereo sources. A value of —1 indicates audio
that is completely out of phase, whereas a value of +1 indicates audio that is completely
in phase.

Audio information is only displayed if audio metadata extraction has been enabled in the assigned content
thresholds. Audio information is updated periodically, and the initial display can take several minutes.
For more details on the content thresholds, please refer to the Content — Content thresh. view.

6.4.1.5 All PIDs

Status

Video Audio

AllFIDS SCTE35

Bitrate

51

Language

H264 Video YES 6.95 hbps

5112 MPEGT Audia NO DEL 196.94 kbps
5113 MPEGT Audia NO FRA 196.94 kbps
s11e MPEGT Audia NO MUL 198,45 kbps
5117 MPEGT Audia NO IS 19845 kbps
5114 Teletext NO DEL 195.44 kbps
1270 AIT NO 10.52 kbps

1278 D3A-CC NO 10.52 kbps

5115

Subtitling HO 3.00kbps

5118

Subtitling HO 450kbps

5118

Subtitling HO 450kbps

5198

Subtitling MO 450kbps

The All PIDs tab contains an overview of all the PIDs that are associated with the selected service,
including the PIDs displayed in other tabs. It displays the following metadata:

All PIDs
PID: The PID number service for MPEG-TS services, or the component number for non-TS
services associated with a service
Type: The type description of the associated PID
Has PCR: Yes if the PID contains PCR, No if not
Language: The language for the content of the PID, as derived from PSI/SI, if specified
Bitrate: The bitrate of this specific PID inside the service (bit/s)
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6.4.1.6 SCTE35

Status Video Audie AllPIDs SCTE3S

Time: 1D Event 1T TS Cernrand Description Duration
2026-04-10 0%:51:03 65 DELUXE MUSIC 60 1073747415 857512831 Splice insert Program Out Point 156,60
2026-04-10 0%:53:35 65 DELUXE MUSIC &0 1073747415 671606531 Splice insert Program I Point M
2026-04-10 09:53:28 65 DELUXE MUSIC &0 1073747415 671606531 Splice insert Program I Point M
2026-04-10 09:53:29 65 DELUXE MUSIC &0 1073747415 671606531 Splice insert Program I Point M
2026-04-1010:07:20 65 DELUXE MUSIC 60 1073747427 6332131 Splice insert Program Out Point 9640
2026-04-1010:09:02 65 DELUXE MUSIC 60 1073747427 953008131 Splice insert Program In Point NA&
2026-04-10 10:09:04 65 DELUXE MUSIC &0 1073747427 953008131 Splice insert Program I Point M
2026-04-10 10:09:06 65 DELUXE MUSIC &0 1073747427 953008131 Splice insert Program I Point M

If SCTE 35 monitoring has been enabled for the channel, and SCTE 35 events have been received,
the SCTE 35 tab displays the last 20 SCTE 35 events received on the selected service. The following
information is displayed for the events.

SCTE 35

Time: When the event occurred

Service: The ID and name of the service for which the event applies
This is always the currently selected service

PID: The PID carrying the SCTE 35 or SCTE 104 information. A service can have multiple
SCTE 35 or SCTE 104 PIDs signaled in the PMT table(s)
Event ID: ID of the specific event
PTS: The PTS time of the event, if available

Command: Specifies whether it is a splice in (switch to local content/ads) or splice out event
(switch back to the audio/video in the service)
For messages with the splice command type “Time signal’ the Switch mode parameter
will be empty and the Segment type parameter will contain the details

Description: Specifies whether it is a splice in (switch to local content/ads) or splice out event
(switch back to the audio/video in the stream)
For messages with the splice command type ‘Time signal’, the segmentation type
found in the segmentation descriptor (if found) is reported

Duration: The time when a splice occurred to its end

Further SCTE 35 details can be found in the Content — SCTE 35 view.
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6.4.2 OTT details view

Profiles Manifest Alarms Thumbnails Alignment

Profile

MRK1 HD@DASH

Video: awvcl 4d40.,  Live

Frofiles Frofie status Format

HTTP

Duration DL time First byte DL sze Encryption
: y header

T.0Mbps 6.7 Mbps 1.8 Gbps 96s 3.2Zms aZms 2.0ME Mo File

Wideo: awvcl 4dd0.,  Live

3.0Mbps 4.8 Mbps 1.9 Gbps 96s 24.9ms 3.0ms 3.8ME Mo File

Wideo: awvel 4dd0.,  Live

4.0 Mbps 3.8 Mbps 1.7 Gbps 965 2.2 ms 4.8ms 46MB Mo File

Videa: awcl 4dd0.. Live

3.0Mbps 2.8 hbps 1.5 Ghps Q6s 19.0ms 44 ms 3.5 MEB Mo Eile

Video: avel 4ddd.,  Live

2.0Mbps 2.0Mbps 1.4 Gbps 08 13.8ms 4.5ms 24MB Mo File

Video: awvcl 4d40.,  Live

500.0kbps 303.8 kbps 636.0Mbps 965 70ms 4.7 ms B04.6kB Mo File

Audio; mpdad0...  Live

1884 kbps 182.7 kbps 2330Mbps 865 78ms 6.3ms 231.2kB Mo File

Audio: mpda 0. Live

1882 khps 192.7 kbps 2735Mbps 06 68ms 5.2ms 231.2kB Mo Eile

Audio: mpda d0.. Live

Videoravel 4080, Live [  1OMeps  OGkbps  11Ghps  96s 87ms  ATms 12ME o Eile

93.3 khps 06.5 kbps 144 6Mbps 06 64 ms 44 ms 115.8kB Mo Eile

This view presents profile and manifest metadata, as well as video and audio metadata and thumbnails for
the selected channel. The same pop-up can also be opened from the OTT — Active testing view.

By clicking the Open in tab button, a new browser tab will appear. This separate tab can be used to
display the selected channel even when navigating away from the probe. Clicking the Close button will
close the pop-up view.

6.4.2.1 Profiles

The Profiles view in this pop-up consists of two tables detailed below:

The following information relevant for the overall OTT channel is shown in the first part of the Details —
Profiles pop-up window:

Channel

Channel:

The channel name defined by the user and linked to a URL in the OTT — Channels
view. A bulb indicates the current status of the channel, i.e. the most severe profile
status.

Channel health:

A timeline graph display of a combined bitrate and alarm representation for the
channel. This shows the most severe alarm or download speed for all monitored
profiles. The individual profiles graphs are shown below.

The timeline can display the last 120 minutes, 24 hours or four days, and the graph
resolution is one minute for the two hour graph, twelve minutes for the 24 hour
graph or 48 minutes for the four day graph.

Profiles:

The number of profiles associated with a channel.

Profile status:

The channel health bar displays the current status for individual channel profiles.
Profiles are separated by vertical black lines.
Colors indicate profile alarm status:

* Green: OK

* Yellow: Warning

* Orange: Error

* Red: Major

* Black/Dark red: Fatal
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Format:

The channel format is shown here (Apple HLS, Microsoft Smooth Streaming,
Adobe HDS, MPEG DASH, SHOUT cast or RTMP).

In the same view below the table for the overall channel a more detailed view per channel profile is
shown with the following information in it:

Profiles
Profile: The name of the OTT profile as flagged in the manifest files.
Type: Live for live content or VoD for stored content. The distinction between the two is
done based on whether the profile sequence numbers update or not.
Profile health: A timeline graph display of a combined bitrate and alarm representation for individ-
ual profiles. Refer to Appendix C for a description of these graphs.
The timeline can display the last 120 minutes, 24 hours or four days, and the graph
resolution is one minute for the two hour graph, twelve minutes for the 24 hour
graph or 48 minutes for the four day graph.

Profile bps: The profile nominal bandwidth as flagged in the manifest files.

Actual bps: The actual profile bitrate, i.e. the segment size (megabits) divided by the segment
length (seconds). The actual profile bitrate should match the manifest bitrate specifi-
cation within limits defined by the user in the OTT thresholds template associated
with a channel. Otherwise an alarm will be raised.

Download bps: The download bitrate, i.e. the segment size (megabits) divided by the download time
(seconds).
Duration: The profile segment duration (seconds) specified in the manifest file.
DL time: The actual profile segment download time (seconds).
First byte: The time (in seconds) before the first payload data byte was received.
DL size: The actual profile segment size (bytes) as downloaded.
Encryption: Yes or No depending on whether the content for that profile is encrypted or not.

HTTP header: The current HTTP header of the last segment downloaded for that profile.
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6.4.2.2 Manifest

Profiles Manifest Alarms Thumbnails Alignment

Channel Fortnat Manifest sze M anifiest file Marifest URL HTTF Header
(] NRK1 HD@DASH 10 DASH 14 kB File Link Eile
Profile Profile bps Marifest sze Manifest file Manifest URL HTTP Header
- Viden! avc14d40201280..  Live T.0Mbps 9 MfA M/ MNAA M/
. Video! avc14d407f 1280, Live 5.0 Mbps 9 M/8, MN/A MNiA MR
. Wideo avc14d407f 1280, Live 4.0 Mbps 9 MN/A M/A MiA M2
. Wideo! avc14d401f 1024, Live 3.0 Mbps 9 MNfA N/A MNiA M2
- Video! avcl 4d407f FoBe.,  Live 2.0 Mbps 9 MNfA N/, [RFEY N/
. Wideo avc14d4015 480¢.,  Live 1.0 Mbps 9 MN/A M/A MiA M2
. Wideo! avcl4d4015 480, Live 500.0 kbps 9 MNfA /A MfA MAA
- Audio: mpdadi? eng Live 1804 kbps 9 MfA M/ MNAA M/
- Audio: mpdadi2 eng Live 1882 kbps 9 MNfA N/, [RFEY N/
. Audio: mpdadi2 eng Live 03.3 kbps 9 MN/A M/A MiA M2

The Manifest view shows health information on the overall manifest file for the channel as well as for the
manifest files for the individual profiles for the formats were such are available.

Channel

Channel: The channel name defined by the user and linked to a URL in the OTT — Channels
view. A bulb indicates the current status of the channel, i.e. the most severe profile
status.

Profiles: The number of profiles associated with a channel.

Format: The channel format is shown here (Apple HLS, Microsoft Smooth Streaming,
Adobe HDS, MPEG DASH, SHOUTcast or RTMP).

Manifest size: The size in bytes of the main/top manifest file for the overall channel.

Manifest file: Clickable URL for displaying the manifest file as text for the overall channel.

Manifest URL: A clickable link to the current main/top manifest file for the overall channel.
HTTP header: The current HTTP header of the main/top manifest file for the overall channel.

Just below the channel manifest information in the same window is the detailed manifest information per
profile. This view contains the following information:

Profiles
Profile: The name of the OTT profile as flagged in the manifest files.

Type: Live for live content or VoD for stored content. The distinction between the two is
done based on the contents of the manifest file.

Profile bps: The profile nominal bandwidth as flagged in the manifest files.

Seq.age: The profile sequence shows how long it has been since the manifest was updated in
whole seconds.
The profile sequence age is only reported for Live profiles.
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Manifest size:

The size in bytes of the manifest file for a particular profile, for formats where such
a file is available.

Manifest file:

Clickable URL for displaying the manifest file as text for this particular profile, or
“N/A” for formats where such a file is not available.

Manifest URL:

Clickable URL to the profile manifest file, for formats where such a file is available.

HTTP header:

URL to HTTP header in text form for a particular profile manifest file, or “N/A” for
formats where such a file is not available.
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6.4.2.3 Alarms

a
Prefiles Manifest Alarms Thumbnails  Alignment

Transport alarms HTTP alarms XML alarms Content alarms SCTE35 Alarms

. Speed warning . Mo bocly . Manifest size . Freeze-frame . Event gap

- Speed error - HTTP error - Actual hitrate - Color-freeze - Too few placement opp.
. Tirmeout . HTTP 333 . Static . Profile alignrent . Opportunity gap

- Resolve - HTTP 433 - Parse - Audio silence - Start event missing

. Connedt . HTTP 53 . Segrment missing . Audio too loud . End event missing

- Send - Min. profiles - Audio out of phase

. Recv . Timesync . MOS below avg,

- Profile stream type - Unknown - Wrong DAR

. Wirang PAR
Tirne Alarrr Streati Descrigtion
Active - Mar 5 12:57:13 Content 4900 MRK1 HD@DASH Wrong PAR. &3 (since Mar 5 12:56:08) (profile Video: awc1.4d4015 480:360)
Active - Mar 5 12:57:13 Content 4900 MRK1 HD@DASH Wirong PAR. 43 (since Mar 5 12:56:08) {profile Video: awc1.4dd01f 768:576)
Lictive . Mar 5 12:57:13 Content 4900 MRK1 HD@DASH Wrong PAR &3 (since Mar 5 12:56:08) {profile Video: awc1.4d4015 480360
Cleared . hdar 610:22:19 Content 4850 MRK1 HD@DASH MOS below threshold (profile Video: 2vcl.4dd0201280720) (Mar 610:13:..
Clearad - Mar 610:23:19 Content 4950 MRK1 HD@DASH MOS below threshold (profile Video: avc1.4d401f 768:576) (Mar 610:21:1...
Cleared . Mar 6 10:21:39 Content 5100 MRK1 HD@DASH One or more profiles are out of alignment (since kar 6 10:21:18) (Mar 6 1.,
Cleared . Mar 610:17:19 Content 4950 MRK1 HD@DASH O3S below threshold {profile Video: awvc.4dd01f 768:376) (Mar 610:15:1..
Clearad . hdar 6 10:14:49 Content 5100 MRK1 HDDDASH One or more profiles are out of alignment (since Mar 6 101410 (Mar 61,
Cleared - Mar 6 10:04:10 Content 5100 MRK1 HD@DASH One or more profiles are out of alignment (since kar 6 10:03:58) (Mar 6 1.,
Cleared . Mar 610:03:29 Content 5100 MRK1 HD@DASH One or more profiles are out of alignment (since kar 6 10:03:10 Mar 6 1.
Cleared . har & 10:02:49 Content 5100 MRK1 HD@DASH One or more profiles are out of alignrment (since hMar 6 10:02:39) (Mar 61...
Clearad - Mar 610:02:19 Content 5100 MRK1 HD@DASH One or more profiles are out of alignment (since kMar 6 10:02:09) (Mar 6 1.,
p— b

The Alarms view gives an at-a-glance overview of any active OTT alarms for the selected channel. The
alarms are divided into different columns, depending on their alarm type. This division, and the order of
the alarms inside each column, is replicated in the Micro alarm overview shown in the Streams view. An
alarm log for the selected channel is also provided here.

The alarms are the same ones as explained for the Alarms — Alarm setup view, see chapter 7.2.2 for
more information.
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6.4.2.4

Thumbnails

Profiles

Manifest Alarms Thumbnails

Alignment

Video: avc1.4d4020 1280x720

US:A advarerlran: “

Pata Hogsath: - Vi har bare 53 vidt begunt

L » e - !

Saudi-Arabia: Sier de har skutt ned e drones over

039

Profile to decode: Auto

Video information

Size

Aspect ratio

Pixel aspect ratio
Codec

Sampling format

Frame rate

Range

Color primaries
Transfer characteristics
Matrix coefficients

Last QoE information

MOS algorithm
Updated

MOS score

MOS running average
VMAF score

Segment information

Engine ID
Profile name
Bitrate
Stream type

Sequence number

1280x720
18:9

11

h264
YChCr4:2:0
a0 Hz
Marrow range
BT.709
BT.709
BT.709

maosz

2026-03-06 10:39:00
3.6

3.4

100%

1
Video: avel.4d4020 1280x720
7.0 Mbps

Live

19741677130

The Thumbnails view will provide information about the current thumbnails in the channel.

The quality of the content in the selected profile can be viewed in the thumbnail section, and the user may
alter the selected profile in the drop down list. Auto will select the profile with the highest bitrate and
video data.

The section on the right hand side provides specific decoder and segment information.

Video information

Size:

The video picture size of the selected profile

Aspect ratio:

The video aspect ratio of the selected profile

Pixel aspect ratio:

The video pixel aspect ratio of the selected profile

Codec:

The video encoding format of the selected profile

Sampling format:

The video sampling format of the selected profile

Frame rate:

The video frame rate of the selected profile (Hz)

Range:

or not.
Possible ranges: Full range, Narrow range

Whether the range of visual content values in the video source are limited
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Color primaries: The specific primary colors used to encode all colors in the video source.
Possible color primaries: BT.709, BT.470 System M, BT.470 System B,
G, ST 170, ST 240, Film, BT.2020, ST 428-1, ST 431-2, ST 432-1, EBU
3213
Transfer characteristics: What transfer characteristics system the video source specifies to use to
convert between RGB and Y’ CbCr.
Possible transfer characteristics systems: BT.709, Gamma 2.2, Gamma
2.8, ST 170, ST 240, Linear, Logarithmic, Logarithmic square root,
xvYCC (IEC 61966-2-4), BT.2020 (10-bit), BT.2020 (12-bit), PQ, ST
428-1, HLG (ARIB-STD-B67)
Matrix coefficients: What matrix coefficients the video source specifies to use to convert be-
tween RGB and Y’ CbCr.
Possible matrix coefficients: RGB, BT.709, FCC NTSC, BT.470 Sys-
tem B, G, ST 170, ST 240, YCgCo, BT.2020 non-constant lumi-
nance, BT.2020 constant luminance, ST 2085, Chromaticity-derived

non-constant luminance, Chromaticity-derived constant luminance, ST
ICtCp

Audio Information

Codec: The audio encoding format

Sample rate: The audio sample rate

Channels: The number of audio channels represented by the audio PID

Layout: The audio channel layout

Audio information is only displayed if audio metadata extraction has been enabled in the content thresholds
for the channel.

Segment Information

Engine ID: The OTT engine monitoring the selected channel.

Profile name: The name of the OTT profile as flagged in the manifest files.

Bitrate: Bitrate rate of the a segment.

Streamtype: The type of the stream detected; live or video on demand.

Sequence number: The current sequence number being analyzed. This is either signaled in the
channel manifest (HLS, HDS, DASH, Smooth Streaming), or generated by the
VB330(RTMP, SHOUTcast).
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6.4.2.5 Alignment

Profiles Manifest Alarms

»

Thumbnails Alignment

Profile: Video: avcl.4d4020 1280x720

Sequence number : 19745141130
Bitrate : 7.000 Mbps
Size ! 1280m720
FP5: 50

VMAF score ! 100,00 %

Profile: Video: ave1.4d401f 1280x720

Sequence nurmber 197451417120
Bitrate : 5.000 Mbps
Size 1280720
FPS: 25

WMAF score : 97.43 %

Profile: Video: avc1.4d401f 1280x720

Sequence nurber : 19745141130
Bitrate : 4,000 Mbps
Size ! 1280720
FPs: 25

WMAF score 97.22 %%

Profile: Video: avc1.4d401f 1024x576

Sequence number : 19745141130
Bitrate : 3.000 Mbps
Size ! 1024%576
FP5S: 25

WMAF score 92,20 %

Profile: Video: avc1.4d401f 768x576

Sequence number : 19745137530
Bitrate : 2,000 Mbps
Size ! T6EX5TE
FP5: 25

VMAF score ! 100,00 %

The Alignment view
sponding data.

shows the user all the profiles for a selected channel with thumbnails and corre-

Profile Alignment Information

Profile:

The name of the OTT profile as flagged in the manifest files. The first profile
listed is always the one with the highest signaled bitrate.

Sequence number:

The segment or sequence number for the current thumbnail. This is either
signaled in the channel manifest (HLS, HDS, DASH, Smooth Streaming), or
generated by the VB330(RTMP, SHOUTcast).

If the sequence differ between profiles, the thumbnails are not generated from
the same segment for all profiles, and may therefor appear to be out of synchro-
nization.

Bitrate: The signaled bitrate for this profile (bits/s).
Size: Indicates the original video size (pixels).
FPS: The video frame rate (Hz).
Audio: If loudness monitoring has been enabled for the channel, the audio channel

layout will be shown here.
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6.4.3

Thumbnail generation

The probe will try to generate thumbnail pictures for all streams. MPEG-2, H.264/MPEG-4, H.265/HEVC
and JPEG 2000 video formats in standard definition, high definition or ultra-high definition are supported
in MPEG-2 transport streams. Thumbnails are not generated for SMPTE ST 2022-7 combined streams.

For OTT channels, thumbnail decoding is available for non-encrypted HLS, HDS, DASH, Smooth
Streaming and RTMP channels, as well as AES128 and SAMPLE-AES encrypted HLS channels, and
fixed key CENC encrypted DASH.

The thumbnail update rate will depend on how the streams are coded and if they are standard definition,
high definition or ultra-high definition.

If the probe is unable to generate a thumbnail from the signal, it will present one of the following icons:

Shown if no data is received for the stream. There should be a match between presenting
this icon and a No-signal alarm; however since the alarm and thumbnail mechanisms
work independently of each other they have been given different names (loss of signal
and no signal).

Shown while the thumbnail engine is trying to decode a thumbnail picture and more
precise status information has not yet been obtained. This icon is typically displayed after
probe reboot or if new streams have recently been joined.

Shown if the service does not carry a video PID — which is the case for radio services.

The stream contains no service, as signaled in PSI/SI.

The signal cannot be decoded due to excessive CC errors or RTP packet drops.

The signal cannot be decoded because the Transport Error Indicator bit (TEI) is set.

The signal cannot be decoded because the video bitstream contains errors. It might be
possible to create thumbnails from this stream by enabling the “Ignore bitstream errors”
checkbox in the content thresholds associated with the stream.

The probe does not support thumbnail generation for this protocol mapping.

The signal is recognized as being MPEG-2 encoded but the thumbnail extractor is unable
to correctly decode a thumbnail picture.

The signal is recognized as being MPEG-4/H.264 encoded but the thumbnail extractor is
unable to correctly decode a thumbnail picture.

The signal is recognized as being MPEG-H/H.265 encoded but the thumbnail extractor is
unable to correctly decode a thumbnail picture.

The signal is recognized as being JPEG 2000 encoded but the thumbnail extractor is
unable to correctly decode a thumbnail picture.

The signal is recognized as being JPEG XS encoded.
The VB330 does not currently support thumbnail generation for JPEG XS services.
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PSE This icon is shown if the probe is unable to receive or analyze the PMT PID. Only streams
with PSI information can have thumbnails decoded since the probe does not support a
manual specification of the video PID.

SCR The probe can only generate a thumbnail picture if the video data is not scrambled.

SCRAMBLED

MABR The stream is configured to be interpreted as MABR.

For OTT channels, an icon indicating the stream type will be displayed if thumbnail extraction has not
been enabled, or if the thumbnail extraction fails.

6.5 Expert

Selecting Expert in the main menu opens the Expert Graphical User Interface, which gives
access to 10G Probe configuration and additional features.
]
The contents of the Expert Graphical User Interface is described in detail in chapter 7.
6.6 Login

Current user

You are currently logged out

Your login message here

Login

Username:

[ |

Password:

[ |

Login

The VB330 is by default configured with access control disabled, allowing all users access to all features
without having to log in. In this case, the Login view is not displayed.

When access control is activated, anyone with access to the VB330 will first be presented with the Login
view, requiring the user to log in before being able to access the user interface. Log-in is performed by
providing the correct username and password.
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Note: When logged in from the VBC, the VBC user’s access rights apply, see chapter 7.12.12.2 for
details.

Current user

You are currently logged in as: admin

You have full access.

Logout

Once logged in, the Logout view is available from the navigation menu. It will display the user name of
the currently logged in user, and allows you to log out from the user interface. Once logged out, only the
Login view is again available.

Configuring access control

No matter how the access control settings are configured, only the admin user can change the access
control settings. These settings are available in the Expert view by navigating to Setup — Security.
When access control is disabled, you first need to log in using the Setup — Login view before accessing
any of these settings.

The default user name and password to is admin and elvis. The operator should define a new
password for the “admin” user in the Setup — Security — Password view.

To restrict access, the Setup — Security — Authentication view can be used to set up log-in that restricts
all access to the user interface. A firewall can be used to allow or deny certain addresses, please refer to
the documentation for the Setup — Security — Access control view for more details on how to configure
the firewall.
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7 EXPERT PROBE GRAPHICAL USER INTERFACE

Probe BRIDGE TECHNOLOGIES™

Main  Alarms  Multicasts MW RDP Trafic  Ethemet ETR290  Content Setup  Data  About

Summary  Stream overview  CPUusage  Eii graphing

BRIDGE 3~ TECHNDLOGIES

B MG W SFP+A W SFP+B
HTPAimesync [l RDP [ Counters and alarms Probe Resources Traffic
Updated: 46 secs ago Active: Mo Clear all Mame:  10Gig Probe CPUlevel 110 W R¥ clata 506955 Mbps
Freq offzet. 2549 ppm Last deared: Location: Rack D Freemem; 2073t [ Monitored data; 797 458 Mops
Timezone: ET Access: Ful Freedisk: 19140 [l
Time: Mar 612:59:03 Board temp: 41 0°C
CPUtemp: 51.2°C
Data interface [ Management interface [ ETH Info ETH Alarms per type
IPvd status:  Enabled (DHCZP) IPw4 status:  Enabled (Manual) Jained: 195 Mo signal: i |
IPvé address: 10.2.1 236 IPv4 address: 10.0.30.122 Unicasts: 0 CC skips: o
P4 netmask: 255 2552550 P4 netmask: 255 255 2520 Mutticasts: 160 MLF == thresh om
IPvE status:  Enabled (Autoconfiy) IPvE status:  Disablad 1GMP ver: 3 IAT ==threstt 0[]
IPYE address: RTP alarms: ol
IPvE prefiz. 0 Cther alarms: om
Hetwork interfaces
i} Description 1Py X 3
ethl H 10Ghps SFP+B 10.2.1 236724 1850 224:6411.1e00: 116364, 2a0... | hardware
ethl H 1 Ghps Management 100300122522 1eBl 22464111200 16454, 2a0... | harchware

eth2 B 10 Ghps SFP+ & 10.2.1.235/24 1880 224:6411:1e001f65/54, 2a0... | hardvware

14 Active alarms > Mar 06 12:58:57

The Expert view provides access to more in-depth analysis and to the 10G Probe configuration options. It
can be reached by selecting the Expert option in the navigation menu in the top left corner of the screen.

The Expert UI can be navigated by using the tabs, which are always available just below the 10G Probe
title bar. Some of the pages have their own tabs for accessing nested pages. The bottom frame of the
interface is always the alarm list. The alarm list is by default hidden, showing only the number of active
alarms, and can be displayed and hidden again by clicking the Active alarm button.

Note: Some of the screenshots in this section are taken from a previous software release. While the look
of these pages has changed, the information displayed and documentation is still valid for this release.

60 VB330 Embedded Hardware 10G Probe User’s Manual v7.0 © Bridge Technologies Co AS



-
7.1 Main
7.1.1  Main — Summary

Main  Alarms  Multicasts MW ROP Traffic  Ethemet ETR 290 Content  Setup Data About

Summary  Stream averiew  CPU usage  Eii graphing

I MGM PELS W EFP+ B

HTPtimesync [ ROP [] Counters and alarms Probe Resources Traffic

Upcdated 46 secs ayo Active: Mo Clear all Matne: 110Gy Probe CPUlevel: 140 W RH data: B06.955 Mbps

Fregoffset 25431 ppm aat cleared: Location: Rack D Freemem: 2073M B Monitored data: 797 458 Mops

Timezone: CET Access: Full Freedizk: 19140 [l

Titne: Mar B 12:59:03 Board temp: 41.0°C

CPUtemp:  51.2°C

Data interface [ Management interface [ ETH Info ETH Alarms per type

IPvd status:  Enabled (DHCP) IPvd status:  Enabled (Manual) Joined: 195 Mo signal: k|

P4 addclress: 10,21 236 IPvd address: 10.0.30.122 Unicasts: 0 C skips: o[l

IPvd netmask: 2552552550 IPv4 netmask: 2552552520 Muticasts: 160 WLR ==thresh: O @

IPvE status:  Enabled (Autoconfig) IPvE stetus:  Disabled IGHP ver: 3 IAT ==thresh: O[]

|PYE address: RTF alarms: ol

IPvE prefiz 0 Cther alarms: ol

Hetwork interfaces

IPv4 adress o
] 1021 23624 eal:224: <fel0:1f63/64, 2a0... | hardware
B 1 Ghps Management 10.0.30.122/22 feGl: 224: 6411 fe00:1164/54, 2a0... | harchwars
B 10 Ghps SFP+ A, 10,21 235124 fedl: 224:64ff.fe00:1f65/64, 2a0... | harcware

The Summary view gives an overview of the current status of the monitored streams and the probe itself.
At the very top, a graphic is displayed representing the front panel of the probe, indicating the status of
the different inputs. If an Enhanced Chassis is installed, there will also be an LED to the right of the card
slots. This LED signals the status of the chassis, and is described in Main — Chassis.

Below this display, the following parameters are shown:

NTP/timesync
(Bulb): The NTP/timesync bulb indicates whether the VB330 clock is locked to an external
time reference signal. Green indicates that the VB330 is locked to an external reference
whereas grey indicates that the VB330 runs in unlocked mode.
Updated: The time since the last time synchronization update.
Freq offset: Indicates the measured frequency offset for the system clock.
Timezone: The time zone as selected by the operator in the Setup — Params view.
Time: The current local time (configured in the Setup — Params or Setup — Time view).
RDP
(Bulb): The RDP bulb indicates whether RDP is active or not. Green indicates RDP active whereas

grey

indicates that RDP is currently not active.

Active:

The RDP active state is either yes or no, yes indicating that RDP relaying or alarm triggered

recording mode has been selected by the operator in the RDP view.
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Counters and alarms

Clear all: Click the Clear all button to reset all counters, graphs and alarms. All VB330
measurement and alarm history is cleared. Note that it is not possible to undo this
operation.

Last cleared: The time the Clear all button was last clicked. If no time is indicated the counters
have not been cleared since VB330 startup/reboot time.

Probe
Name: The VB330 name as defined by the operator in the Setup — Params view.

Location: The VB330 location as defined by the operator in the Setup — Params view.

Access: The access rights of the current user. Access rights are either full access or read only
access, and are defined by the operator in the Setup — Security view.

Resources

CPU level: The CPU level indicates the workload of the probe, on a scale from 1 to 10 of total
capacity.

Free mem: The available free memory.

Free disk: The available free probe disk space.

Board temp: The temperature of the probe motherboard.
CPU temp: The temperature of the probe CPU.

The probe employs a memory-based disk, which means that the amount of available free memory decreases
as more files (such as recordings, thumbnails, PCAPs, etc.) are stored.

Traffic
RX data: The total bitrate of received data traffic
Monitored data: The total bitrate of multicasts and unicasts monitored (analyzed) by the probe

Data interface

(Bulb): The bulb indicates whether the data interface is connected and active or not.
IPv4 status: The IPv4 status as defined in the Setup — Ethernet view

IPv4 address: The probe IPv4 Ethernet data/video interface IP address as defined by the user in the
Setup — Ethernet view

IPv4 netmask: The probe IPv4 Ethernet data/video interface IP address as defined by the user in the
Setup — Ethernet view

Management interface

(Bulb): The bulb indicates whether the management interface is connected and active or not.

IPv4 status: The [Pv4 status as defined in the Setup — Ethernet view
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IPv4 address: The probe IPv4 Ethernet data/video interface IP address as defined by the user in the

Setup — Ethernet view

IPv4 netmask: The probe IPv4 Ethernet data/video interface IP address as defined by the user in the

Setup — Ethernet view

ETH info
Joined: The number of joined streams (multicasts and unicasts)
Unicasts: The number of unicasts currently being joined/monitored by the probe
Multicasts: The number of multicasts currently being joined/monitored by the probe
IGMP ver: The IGMP version currently used by the probe. IGMPv?2 is used unless the operator has

enabled IGMPvV3 in the Setup — Params view.

ETH alarms per type

No signal:

The number of currently active Ethernet ‘No signal” alarms

CC skips:

The number of currently active Ethernet ‘CC skips’ alarms

MLR>=thresh:

The number of currently active Ethernet MLR alarms, i.e. the total number of
‘MLR>= warning-threshold’ and ‘MLR>= alarm-threshold’ alarms

TIAT>=thresh:

The number of currently active Ethernet IAT alarms, i.e. the total number of ‘TAT>=
warning-threshold” and ‘IAT>= alarm-threshold’ alarms

RTP alarms:

The number of currently active RTP alarms, i.e. the total number of ‘RTP packet
drop’, ‘RTP duplicates’ and ‘RTP out of order’ alarms

Other alarms:

The total number of currently active Ethernet alarms not included in the alarm

figures specified above

OTT info
Channels: The number of enabled OTT channels.
Profiles: The total number of profiles in the enabled OTT channels.

At the very bottom of the Summary page, an overview of the Ethernet network interfaces on the VB330
are displayed.

Network interfaces

Interface: The ID of the selected network interface.
Link: Indicates whether the interface is connected.
Speed: Shows the current bitrate for the interface.
Description: Provides a human-readable description of the interface, if available.
IPv4 address: Lists the IPv4 address and netmask of the network interface, if set.
IPv6 address: Lists the IPv6 address and netmask of the network interface, if set.
Timestamp: Indicates whether the network interface supports hardware timestamping for precise

measurements, or if kernel timestamping is used.
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7.1.2

L
&

Main — Stream overview
Summary  Stream overdiew  CPlusage  Eii graphing
Select stream | IPTW: Al Jazeera English HD@A ~v|  Fier Fiter hits: 195135
Alarms for selected stream (&0 alarms | [PTY alarms | [OTT alarms | [Cortert alarms | [ETR slarms | O
= |Col [Time Stream Description
Recent items: 0
Details for selected stream Multicasts sstup
Stream: Al Jazeera English HD@A
 srma oe Homwuz. sunsar Transport stream ID 12
Mame 2| lazeera English HD@A
Type raulticast
Multicast address 2319.255,2,39
Multicast port 5500
Bitrate 7.04 Mbps
Service: 5031
MAJOR U.S. STOCK MARKET INDICES DROP AS JOINT .
U.5.-ISRAELI ATTACKS AGAINST IRAN SPARK UNCERTAINTY Service ID 3031
E?:.f:'r-fn.m-.u tE 0CTO DAZA HEALTH MINISTRY. 171,802 PALESTINIAN PS1/S1 name A| Jazeera English HD

Number of PIDs 4
Bitrate 7.72 Mbps

Status  Video Audio ANPIDs SCTE3S

. Freeze-frame Consecutive frozen frames:

. Color-freeze Test disabled

v

Menulinks [OTT threshold| [Ethernet threshold | [Contert threshold| [Contert service threshold| [ETR threshold| [FIDthreshold| [Service threshold| [Gold TS thresholds |

The Stream overview offers an easy way to get an overview of the status of a single channel by collecting
the relevant information views from various parts of the probe and displaying them all in one place.
This page is opened when clicking a channel alarm in any of the alarm list. When using the probe in
conjunction with a the VBC Controller, this page is also displayed when clicking on a stream mentioned
in the VBC user interface.

Use the Select stream drop-down to select a stream to display. By entering a stream name in the Filter
box, only streams matching this filter will be show in the drop-down.

The list of active alarms for the selected channel is displayed on top, followed by different information
depending on the kind of the stream selected. Please refer to the Multicasts, ETR 290 and OTT chapters
for detailed documentation on the various information views.

Use the Menu links buttons at the bottom of the page to open the thresholds assigned to the currently
displayed stream.
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7.1.3 Main — CPU usage

Summary || Stream overview | CPU usage || Eii graphing
CPU usage per core
Cur streams | Cu em | Cur low pri Cur user acklog Pesk hacklog |Backlog mem | Current task
1 28% 0% 0% 1% 306 I Os O= 0B
2 29% 0% 0% 0% 306 . Os O]
3 2% 0% 0% T2% 287 A Os Os O]
4 7% 0% 0% T2% 297 [ Os Os i ]
) 2% 0% 0% T2% 287 | Os Os O]
B 28% 0% 0% % 287 [ O= Os O]
7 0% 0% B5% 33% a [ btanais
g 2% T B5% 2% 0 d [ O= 3iTs O] e
|Last 10 seconds ||Last 60 seconds|[Pesk any 10 secs||Peak any 60 secs | [Clesr pesks |

The CPU usage view is meant for troubleshooting performance issues in case of excessively high traffic
load.

Three internal performance indicators (System, User and Idle) are displayed as percentage numbers and
also graphed for the last minute. Issues can potentially arise if the System indicator becomes high (>80%).

The CPU usage view displays CPU usage of the 10G Probe’s eight cores. To view the CPU usage
averaged over the last 10 seconds click the Current button. To view the usage averaged over the last
60 seconds click the Last 60 seconds button. Clicking the Peak any 10 secs or Peak any 60 seconds
button will display the historical maximum value for an averaging period of 10 s and 60 s respectively. To
clear peak values click the Clear peaks button. Click the Advanced button to open the Advanced CPU
settings view.

The length of the queues for multicast video analysis are displayed in the Backlog column, with the
highest recorded value in the Peak backlog column. If these values keep growing, the probe is not able to
keep up with the amount of data it has been set to monitor, and will eventually start dropping data to catch
up again. Please refer to appendix B.5 for more details. Additionally, the currently running process (at the
time of update) on each CPU core is displayed in the Current task column.

CPU capacity is automatically allocated by the probe, and core 8 always handles ‘User’ processes, like
the web server and thumbnail extraction.

7.1.3.1  Advanced CPU settings

Summary || Stream overview | CPUusage || Eii graphing

Advanced CPU settings
~Change network queue distribution

Distribution of streams to network gueues iz normally perfarmed by looking at only the last byte of the IP destination address. In
some rare circumstances, thiz can cause one of the CPU cores to become overloaded as too many streams are assigned to
queues handled by the same CPU core.

Changing distribution to using all four bytes of the [P address can under some circumstances improve the CPU core distribution.

The probe must be rebooted for any changes to take effect.

Multicast hashing algorithm | Last kyvte of destination IP (defautt) + |

&gy changes | [CPU usage... |
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The Advanced CPU settings view can be opened by clicking the Advanced button in the Main — CPU
usage view, and is meant for manually overriding the automatic CPU allocation settings.

During normal operation, incoming network streams are allocated automatically to different CPU cores.
The default distribution algorithm uses only the last byte of the IP destination address, and in some rare

circumstances, this can cause one or more of the CPU cores to have too many streams assigned to the
queues handled by these CPU cores.

By changing the Multicast hashing algorithm, you can change the way the streams are distributed. After
you have clicked Apply changes, you must reboot the VB330 for the changes to take effect.

Click the CPU usage button to return to the Main — CPU usage view.

7.1.4 Main — Chassis

Surnmary || Stream overview || CPU usage || Chassis || Eil graphing |

Chassis status

M Chassis status W Fani W Fan2 W Fan3 W Fan 4 W Fans

WFanE M Inner PS [ Outer PS

Chassis temperature: 32

The Chassis view offers an easy way to survey the status of the chassis, and is present on hardware
probes in an Enhanced Chassis, see section The Enhanced Chassis (EC). Here a graphic is displayed
representing the back panel of the probe. In addition, the temperature inside the chassis is presented, in

degrees Celsius, under the graphic. The Chassis-bulb in the Main — Summary view, displays the same
status as Chassis status.

The bulbs displayed in this view give the following information:

Chassis
Chassis status: ~ Signals if there are any critical faults in the chassis. A red bulb indicates that one
or more of the following conditions are true:
* Chassis temperature is above 85 °C.
* 3 or more fans have failed.
* One of the power supplies is disconnected or has failed.

Fan 1-6: Signals the status of the fans. On fan failure, the respective bulb turns yellow. If 3
or more fans have failed, an alarm is raised and the respective bulbs turn red. If
more than 4 fans have failed the error is critical, and must be attended to in order

to avoid damage. Please contact your Bridge Technologies reseller to have the
chassis serviced.

Inner/Outer PS: Signals the status of the power supplies. Inner/outer describes the physical position

of the power connectors. The bulbs turn red if no power is detected from the
respective power supply.
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7.1.5

Main — Eii graphing
gummary || Stream averview || CPLU usage || Eii graphing

Plotting Eii stream Plotting jprobe/ethdata Eii protocol parameter Plotting fpr idi Eii stream Plotting /probe/ottdata Eii OTT parameter
Stream 1toplst | WRK1 HD v Parameter 1 to plot | ethOt=Bitr v Streamto plot [empty] v Service to plot 0001 ABR NRKA HLS v
Stream 2toplat | TV 2 HD () v Parsmeter 2 to plot | ethOrxBitr v Parameter to plot Parameter toplot | profileBps actuaiBps v
Stream 3toplct | MASATY UHD v Parameter 3o plot | udpUnicastStreams v Refresh (seconds) Refresh (seconds)
Siream 4toplot | Das Erste HD v Paremeter 4 o plot | udpMulticastStreams v
Stream 5 to plot Parameter 5 ta piot | coprrars -
Parameter to plot Refresh (seconds Plotting EIL parameter bitrate ®
Refresh (seconds, _1
¢ ] Zoorm 5m
Plot chert
Plot chert R —————
— TV 2 HD (M)
— Das Erste HD
— arte HD
— NASA TY UHD

1050 11.00 1110 A

Eii is short for External Integration Interface and constitutes a set of XML files accessible through the
VB330 web server interface for machine access to measurement data.

Portions of the Fii interface are available in this view for simple trend graphing over arbitrary long time
by the web browser.

The screenshot shows the bandwidth of two IP streams being graphed by sampling the Eii interface every
2 seconds. The graph is stored in the client web browser for as long as the graph window remains open.
The graph starts again with zero history if the window is closed and then opened again.

Eii stream parameter

Using the Eii stream parameter plot, it is possible to plot parameters from up to five IP streams. Select
the streams in the Stream N to plot (where N is 1 through to 5) drop-downs and the parameter in the
Parameter to plot drop-down.

Eii stream parameters

bitrate: Bitrate (bits per second)

rtp_drops: Number of dropped IP frames due to network errors

iat_avg: Average Inter-Arrival Time

cc_errs: The number of discontinuities detected

Refresh (seconds) selects how often samples are read and plotted on the graph. Click Apply to store the
parameters and then click the Plot chart link to open the chart.

Eii protocol parameter

Using the Eii protocol parameter plot, it is possible to plot up to five network interface parameters.
Select the parameters in the Parameter N to plot (where N is 1 through to 5) drop-downs.
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Eii protocol parameters

vlanTaggedPerc: Percentage of frames being VLAN tagged
ipFragPerc: Percentage of frames being IP fragmented
ethOtxBitr: Total TX bitrate including units on first data interface
ethOrxBitr: Total RX bitrate including units on first data interface
udpUnicastBitr: Bitrate of the unicast traffic
udpMulticastBitr: Bitrate of the multicast traffic
udpUnicastStreams: Number of UDP unicast streams present

udpMulticastStreams:

Number of UDP multicast streams present

copPayloadBitr: Bitrate of FEC protected payload
copFeclBitr: Bitrate of the FEC columns
copFec2Bitr: Bitrate of the FEC rows
copCorrected: IP packets correctable by the FEC
copUncorrected: [P packets not correctable by the FEC
copErrors: FEC packets with errors

Refresh (seconds) selects how often samples are read and plotted on the graph. Click Apply to store the
parameters and then click the Plot chart link to open the chart.

Eii OTT parameter

Using the Eii OTT parameter plot, it is possible to plot analysis parameters from any of the monitored
OTT channel. Select the channel in the Service to plot drop-down and the parameter in the Parameter to
plot drop-down.

Eii OTT parameters

profileBps,actualBps: Plots both the profileBps and actualBps parameters
profileBps: Bitrate of this profile as listed in meta-data (bits per second)
actualBps: Bitrate of this profile calculated from downloaded segment (bits per second)
chunkDur: Last segment length (seconds)
firstByte: Time to first byte (milliseconds)
downloadDur: Time to download segment (seconds)
chunkSize: Size of downloaded segment (bytes)

Refresh (seconds) selects how often samples are read and plotted on the graph. Click Apply to store the
parameters and then click the Plot chart link to open the chart.

Please refer to the separate Eii documentation on the customer area of the Bridge Technologies website
for further details.
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7.2 Alarms
7.2.1

Alarms — All Alarms

Main || Marms | [ oTT |[ Mutticasts || mwv || ROP || Trafiic || Ethernet || ETR 280 || cantent || Record || Setup || Data || aout |

All alarms | Ethernet alarms || FSM & MBR alarms || OTT alarms || Content alarms || ETR alarms || System alarms || Event log || Alarm setup || Flash alarms
Mar 25112307 ETR IPTV arte HO Pid 18 EIT Event Information Table error
. har 25 11:22:23 ETR IPT": arte HD Service 10302 arte HD: Pid 5115 Subtitling: Presentation Time Stamp errar
W Mar 25 11:22:06 ETR IPT": arte HD Service 10302 arte HD: Pid 5198 Suktitling: Presentation Time Stamp error
W Mar 25 11:22:08 ETR IPT*: arte HD Service 10302 arte HD: Pid 5118 Subtitling: Presentation Time Stamp error
W Mar 25 11:22:00 ETR IPT%: ZDF HD Service 11110 ZDF HD: Pid 6132 Private data: Presentstion Time Stamp error
W Mar 2511:21:22 ETR IPTY: MDR Sachsen HD Service 10352 MDR Sachzen HD: Pid 5335 Subtitling: Presentation Time Stamp error
W Mar 25 11:19:57 ETR IPT%: ZDF HD Service 11110 ZDF HD: Pid 6131 Subtitling: Presentstion Time Stamp errar
W Mar 251101822 ETR IPT*: BEC World Mewes Europe HD | Pid 15 EIT: Event Information Takle error
W Mar 2511:12:44 ETR IPT%": Dias Erste HD Service 10301 Das Erste HD: Pid 5105 Subtitling: Presentation Time Stamp error
W Mar 25 11:11:49 ETR IPT*": DELLIXE MIISIC Service 63 DELUXE MUSIC: Pid 60 SCTE 33 PID is mizsing
W Mar 2511:0813 ETR IPTY: Comedy Certral Austria Pid 18 EIT: Event Information Table error
W Mar 2511:01:56 ETR IPTY: Wik~ HE Service 11160 KiKA HD: Pid 6631 Subtiting: Presentation Time Stamp error
Bl Mar 25 10:48:05 ETR IPT*; ZDF HD Pid 18 EIT. Event Information Table errar
B Mar 251003013 ETR [P Kk HD Pidt 18 EIT. Event Information Table errar
W Mar 25094210 CMT Cam:Cam Freeze-frame detected (since Mar 25 09:40:09)
W Mar 24 19:29:50 ETR IPTY: MDR Sachsen HD Service 10352 MDR Sachzen HD: Pid 5331 H264 Video: Program Clock Reference accuracy error
W Mar 24 04:06:05 ETR IPT%": BBC Earth HD Service 7190 HISTORY 2 H: Pid 1317 H264 Video: Program Clock Reference accuracy errar
O | Mar 24 03:53:27 oTT 0036 ABR Disney S5 Lagoing behind (lost seaments between 29117837158458666 and 291178357 2055666 since last round
O Mar 24 00:00:50 SYS Auto deletion of recordings imminent. Less than 4GB usable disk
W Mar 23 221520 ETR IPT%": HyperDeck Pid 16: Metwork Information Table error
W Mar 23 221820 ETR IPT%: Cam Pid 16: Metwork Information Table error
W Mar 23 221520 ETR IPTY: TLC Swerine HD Pid 16: Metwork Information Table error
B Mar 23 2218:20 ETR IPT*: Animal Planet HO Pidt 16: Metwork Information Takle error
W Mar 23 221520 ETR IPT%": Eurosport 1 HD (kY Pid 16: Metwork Information Table error
B Mar 23 2218:20 ETR IPT%: T% 2 Sport 2 HD Pidt 16: Metwork Information Takle error
W Mar 23221820 ETR IPT*: BEC Earth HD Pidt 16: Metwork Information Takle error
W Mar 23 221820 ETR IPT*: HISTORY HD Pidt 16: Metwork Information Takle error
W Mar 23 221520 ETR IPT": Mat Geo HD (MY Pid 16: Metwork Information Table error
W Mar 23 221520 ETR IPTY": Discovery HD () Pid 16: Metwork Information Table error
W Mar 23 221520 ETR IPT%": TLC Morge HD Pid 16: Metwork Information Table error
Recent items: 30
i list oiffline || 2uto-refresh list| [Flush slarms | [Export...|

The Alarms view gives the user the possibility of viewing alarms according to type or as one combined
list. The individual alarm lists can hold the number alarms indicated below independently of each other,

meaning that one may become full without affecting the other lists.

Alarm list capacity

Ethernet alarms (ETH) 10000 alarms
Full Service Monitoring and Microbitrate (FSM) 100 alarms
Over The Top Television (OTT) 2500 alarms
ETSI TR 101 290 Analysis (ETR) 10000 alarms
Content (CNT) 2500 alarms
System alarms (SYS) 2500 alarms
Event log (LOG) 2500 events

If Auto-refresh list is selected, the alarm list will be continuously updated with new alarms. Active
alarms are always located at the top of the list.

Clicking the View list offline button gives the user the opportunity to view the complete alarms and events
list. By clicking one of the blue information icons leftmost in the offline list, a detailed alarm description
can be viewed. The search field in the upper right corner of the view allows the user to type a text string
and the alarm list is updated to display only streams and alarms matching the specified text. To update the
offline alarm list click the Auto-refresh list button and then go back to the offline mode.
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7.2.2

Clicking the blue link text of any alarm in the alarm list opens the Main — Stream overview for the
channel in the alarm. The alarm lists can be deleted by clicking the Flush alarms button. However it
should be noted that this action will permanently clear the alarm lists — they cannot be restored.

The Export button enables export of the corresponding alarm list as an XML file. This file will open in a
new window.

Alarms — Alarm setup
All alarms || Ethernet alarms ‘ | FSM alarms || OTT alarms || ETR alarms || System alarms | Alarm setup

Global alarm settings

D
Na signal [ Major v There has been no UDP packet for the predefined period of time (default 1sec)
FEC packet drop ETH [ Error v ‘One or more dropped RTP packets could not be corrected by the FEC
RTP packet drop ETH v Error v MNumber of consecutive dropped RTP packets exceeds the emor-threshold

RTP duplicates ETH [ Waming ¥ There are RTP packets with identical RTP counters

RTP out of order ETH - Waming ¥ There are RTP packets received out of order

CC skips ETH [ Waming ¥ There are Transport Stream packets lost

IAT >= err-thresh ETH [ Error v Inter Arrival Time exceeds the error-threshold

|AT >= warn-thresh ETH - Waming ¥ Inter Arrival Time exceeds the waming-threshold

MLR == err-thresh ETH [ Error Ad Media Loss Rate exceeds the emor-threshold .

The Alarm setup represents the final filtering stage for VB330 alarms. The user selects whether an alarm
should be enabled or ignored, and associates an error severity level with each alarm. When changes have
been made to alarm settings click the Apply changes button for changes to take effect.

Figure 6.1 gives an overview of the total alarm handling of a 10G Probe. The settings in the Alarm setup
view are represented by the Alarm Settings box in this figure.

Note that the probe alarm handling will also depend on the threshold template settings defined by the user
in the Multicasts — Ethernet thresh., ETR 290 — ETR thresh., ETR 290 — PID thresh., ETR 290 —
Service thresh., and OTT — Thresholds views.

Also note that only enabled alarms are shown in the alarm lists and forwarded as SNMP traps. Enabling or
disabling 10G Probe alarms does however not affect the alarms presented by the VBC. Refer to Appendix:
VB330 Versus VBC Alarms for a description of the VB330 versus VBC alarm handling.

The following alarm severity levels may be selected:

OK: If enabled, the alarm will be present in the alarm list, color green

Warning: If enabled, the alarm will be present in the alarm list, color yellow

Error: If enabled, the alarm will be present in the alarm list, color orange

Major: If enabled, the alarm will be present in the alarm list, color red

Fatal: If enabled, the alarm will be present in the alarm list, color black

The following alarms and events are configured:

ETH (Ethernet) alarms
No signal: There has been no UDP packet for the predefined Default: Enabled,
period of time (default 1sec) severity Major
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RTP packet drop:

Number of consecutive dropped RTP packets
exceeds the error-thresholds — only available if
RTP headers are present

Default: Enabled,
severity Error

RTP duplicates:

Number of RTP packets with identical RTP coun-
ters — only available if RTP headers are present

Default: Disabled,
severity Warning

RTP out of order:

There are RTP packets received out of order —
only available if RTP headers are present

Default: Disabled,
severity Warning

CC skips:

Number of transport stream discontinuities due
to packet loss. Note that the CC skips number
does not necessarily equal the number of lost
packets, as several consecutive packets lost will
be counted as one CC skip.

Default: Disabled,
severity Warning

IAT >= err-thresh:

The Inter-packet Arrival Time exceeds the error
threshold

Default: Disabled,
severity Error

IAT >= warn-thresh:

The Inter-packet Arrival Time exceeds the warn-
ing threshold

Default: Disabled,
severity Warning

MLR >= err-thresh:

The Media Loss Rate exceeds the error-threshold

Default: Enabled,
severity Error

MLR >= warn-thresh:

The Media Loss Rate exceeds the warning-
threshold

Default: Disabled,
severity Warning

TTL changed: The Time-To-Live field is changing Default: Enabled,
severity Error
TOS changed: The Type-Of-Service field is changing Default: Enabled,

severity Error

Multiple mcast sources:

There are multiple multicast sources

Default: Enabled,
severity Error

Mcast source changed:

The multicast source changed to one of the valid
multicast sources specified by the operator

Default: Enabled,
severity Error

Bitrate overflow:

The net stream bitrate exceeds the maximum
bitrate Ethernet threshold value specified by the
operator

Default: Enabled,
severity Error

Bitrate underflow:

The net stream bitrate goes below the minimum
bitrate Ethernet threshold value specified by the
operator

Default: Enabled,
severity Error

MSYNC data missing:

The MSYNC Data Loss Rate exceeds the error
threshold

Default: Enabled,
severity Error

MSYNC no
mapping acquired:

The stream is configured as an MSYNC stream,
but no MSYNC packets were received

Default: Enabled,
severity Major

FSM (Full service monitoring & Microbitrate) alarms

Full service monitoring:

No reply was obtained within timeout period for
the configured FSM service

Default: Enabled,
severity Major
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Microbitrate bursting:

Raised if the bitrate of the user-interval exceeds
the Burst threshold setting

Default: Enabled,
severity Warning

Microbitrate excessive
ES bursting:

Raised whenever the bitrate of the user-interval
exceeds the Burst threshold for ES threshold
number of seconds during the last ES Alarm
window seconds

Default: Enabled,
severity Error

Full service monitoring:

No reply was obtained within timeout period for
the configured FSM service

Default: Enabled,
severity Major

LOG (Event log)

[Log config events]: Log configuration related events, such as config Default: Enabled,
uploads severity OK

[Log startup events]: Log startup related events (currently not used) Default: Enabled,
severity OK

[Log stream events]: Log stream related events, such as manual resets of Default: Enabled,
monitoring for ETR severity OK

[Log other events]: Log other events (currently not used) Default: Enabled,
severity OK

CNT (Content) alarms

Freeze-frame detected:

The service has frozen frames

Default: Enabled,
severity Major

Color-freeze detected:

The service has frozen in one color

Default: Enabled,
severity Major

SCTE 35 event gap:

The service has not received SCTE 35 or SCTE
104 data for longer than the threshold

Default: Enabled,
severity Error

Too few SCTE 35
placement opportunities:

The service has not had enough placement op-
portunities signaled in SCTE 35 or SCTE 104
for the previous clock hour

Default: Enabled,
severity Error

SCTE 35 placement gap:

The service has not had SCTE 35 or SCTE
104 placement opportunities for longer than the
threshold

Default: Enabled,
severity Error

SCTE 35 end event
without start:

A SCTE 35 or SCTE 104 end segmentation de-
scriptor message was received in a Time signal
event, without the corresponding start segmen-
tation descriptor message having been received.

Default: Enabled,
severity Error

SCTE 35 start event
without end:

A SCTE 35 or SCTE 104 start segmentation de-
scriptor message was received in a Time signal
event, without the corresponding end segmenta-
tion descriptor message being received within
the defined timeout.

Default: Enabled,
severity Error
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SCTE 35 minimum
pre-roll time:

A SCTE 35 event is received too close to the
splice time.

Default: Enabled,
severity Error

SCTE 35 maximum
pre-roll time:

A SCTE 35 event is received too far from the
splice time.

Default: Enabled,
severity Error

ETR (ETR 290) alarms

TS Sync:  No TS Sync (no signal) Default: Enabled,
severity Major

Sync byte: Sync byte error, sync byte not 0x47 Default: Enabled,
severity Major

PAT: Program Association Table error Default: Enabled,
severity Major

Continuity: Continuity counter error Default: Enabled,
severity Major

PMT: Program Map Table error Default: Enabled,
severity Major

Missing PID:  PID is missing Default: Enabled,
severity Major

Transport: Transport stream error indicator is set Default: Enabled,
severity Major

CRC: Table checksum error Default: Enabled,
severity Major

PCR: Program Clock Reference error Default: Enabled,
severity Major

PCR Accuracy: Program Clock Reference accuracy error (PCR jitter) Default: Enabled,
severity Major

PTS: Presentation Time Stamp error Default: Enabled,
severity Major

CAT: Conditional Access Table error Default: Enabled,
severity Major

NIT: Network Information Table error Default: Enabled,
severity Major

SI Rep Rate: 'Wrong repetition rate for SI tables Default: Enabled,
severity Major

Unref PID: PID is unreferenced Default: Enabled,
severity Major

SDT: Service Description Table error Default: Enabled,
severity Major

EIT: Event Information Table error Default: Enabled,

severity Major
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RST:

Running Status Table error

Default: Enabled,
severity Major

TDT: Time Date Table error Default: Enabled,
severity Major

MGT: Master Guide Table error (ATSC mode) Default: Enabled,
severity Major

VCT: Virtual Channel Table error (ATSC mode) Default: Enabled,
severity Major

PIM/PNM: PIM/PNM error (ATSC mode) Default: Enabled,
severity Major

RRT: Region Rating Table error (ATSC mode) Default: Enabled,
severity Major

ATSC EIT: ATSC EIT Table error (ATSC mode) Default: Enabled,
severity Major

STT: System Time Table error (ATSC mode) Default: Enabled,
severity Major

ETT: Extended Text Table error (ATSC mode) Default: Enabled,
severity Major

CA System: CA System error Default: Enabled,
severity Major

PID min. bitr. PID minimum bitrate below threshold Default: Enabled,
severity Major

PID max. bitr. PID maximum bitrate exceeds threshold Default: Enabled,
severity Major

PID checks: PID check error Default: Enabled,

severity Major

Service min. bitr.

Service minimum bitrate below threshold

Default: Enabled,
severity Major

Service max. bitr.

Service maximum bitrate exceeds threshold

Default: Enabled,
severity Major

Service checks:

Service check error

Default: Enabled,
severity Major

MIP: Megaframe Insertion Packet error Default: Enabled,
severity Major

Reference: Reference check error (comparing the stream with a  Default: Enabled,
Gold TS) severity Major

Gold TS: Error found while comparing the stream with the Default: Enabled,

stored Gold TS snapshot)

severity Major

Interface overflow:

Input interface overflow error. Means that the probe is
overloaded and can not properly analyze the signals.

Default: Enabled,
severity Major

Modulation:

Unexpected modulation parameter:

Default: Enabled,
severity Major
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SYS (System) events

[Critical system errors]:

Critical system errors preventing the 10G Probe

from operating correctly

Default: Enabled,
severity Fatal

[System errors]:

Enable this to view all system errors

Default: Enabled,
severity Major

[System warning]:

Enable this to view all system warnings

Default: Enabled,
severity Error

[System info]:

Enable this to view system information mes-

sages such as time synchronization

Default: Enabled,
severity OK

There is a multitude of system alarms which are reported under the above headings and the configuration
applies to them as a group. See section 7.2.5 for a partial list of possible system alarms.

OTT Alarms

The number of The number of profiles flagged in the mani-

profiles changed:

fest file changed

Default: Enabled,
severity ‘Warning’

Profile stream type changed:

The stream type of the profile changed in
the manifest

Default: Enabled,
severity ‘Warning’

Minimum profiles

The channel has less profiles than specified
in the threshold

Default: Enabled,
severity Warning

Wrong profile type

The channel has profiles of a different type
than specified in the threshold

Default: Enabled,
severity Warning

Download bitrate low:

The download duration time exceeds the
OTT bitrate threshold. The bitrate thresh-
old is part of the OTT threshold template
defined in the OTT — Thresholds view. A
threshold template is assigned to a stream
in the OTT — Channels view.

Default: Disabled,
severity Warning

Download bitrate too low:

The download duration time exceeds the
OTT segment duration time

Default: Enabled,
severity Error

Manifest size:

The manifest file size exceeds the OTT
manifest size threshold

Default: Enabled,
severity Warning

Actual bitrate:

The actual measured bitrate does not match
the profile bitrate specified in the manifest
file

Default: Enabled,
severity Warning

Download timeout:

The download time exceeds twice the seg-
ment duration time

Default: Enabled,
severity Major

Address resolve error:

Unable to resolve address name

Default: Enabled,
severity Error

Connection failed:

Connection failed

Default: Enabled,
severity Error

Send error:

Could not send data to host

Default: Enabled,
severity Error
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Receive error:

Could not receive data from host

Default: Enabled,
severity Major

Empty reply:

Response did not contain any data in body

Default: Enabled,
severity Major

HTTP error:

Invalid HTTP response

Default: Enabled,
severity Major

HTTP redirect error:

HTTP 3xx redirection error

Default: Enabled,
severity Major

HTTP client error:

HTTP 4xx client error

Default: Enabled,
severity Major

HTTP server error:

HTTP 5xx server error

Default: Enabled,
severity Major

Static manifest:

Manifest file unchanged for longer than
configured threshold

Default: Enabled,
severity Major

Mis-alignment detected:

One or more profiles are out of visual align-
ment

Default: Enabled,
severity Major

Manifest parse error:

Failed to parse manifest file. Invalid format

Default: Enabled,
severity Major

Segment error:

Expected segment missing from manifest

Default: Enabled,
severity Major

Unknown manifest:

Cannot recognize manifest XML format

Default: Enabled,
severity Fatal

7.2.3 Alarms — Event log
All alarms || Ethernet alarms || FSM & MBR alarms || OTT alarms || Content alarms || ETR alarms || System alarms || Event log || Alarm setup || Fiash alarms |
N L N [
1 Jan 21 15:22:54 LOG | SATZ2:1.2G inp2 Measurement status cleared when tuning the stream
2 Jan 21 15:22:19 LOG | SAT4: 111G inpd Monitoring reset from GUI by user admin
3 Jan 21 15:22:15 LOG | SAT2:1.1G inp2 Measurement status cleared from GUI by user admin
4 Jan 21 15:21:59 LOG | SAT4:1.1G inp4 Measurement status cleared when tuning the stream
a5 Jan 21 15:21:54 LOG | SAT3:1.1G inp3 Monitoring restarted due to config change
i Jan 21 15:21:44 LOG | SATZ2: 116G inp2 Measurement status cleared when tuning the stream
T Dec 27 14:11:03 LOG Configuration uploaded from 192.168.50.14

Recent items: 7

View list offline || Auto-refresh list

The Event log displays the events logged by the probe. These are events that happen which are not errors

Flush alarms| [Export...

in any way, such as configuration uploads or logging of monitoring resets for ETR streams.

When View list offline is enabled filter buttons will be shown on the top of list. These allows filtering of

the events based on their type:

* Regular events
* Config events

* Startup events
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L
&

e Stream events

All alarms || Ethemnet alarms || FSM & MBR alarms || OTT alarms || Content alarms || ETR alarms || System alarms || Event log || Alarm setup || Fiash alarms |
Vf :l DReguIaJ EVENtS DCDnﬂg Eevents DStanup e'vems DSlream events
F Tme ——— Thpe [Sweam —— —  —  Tesopion |
1 Jan 21 15:25:14 LOG SAT2:1.2G inp2 Measurement status cleared when tuning the stream
2 Jan 21 15:24:39 LOG | SAT4:1.1G inpd Measurement status cleared when tuning the stream
3 Jan 21 15:24:04 LOG | SAT2:1.1G inp2 Measurement status cleared when tuning the stream
4 Jan 21 15:23:29 LOG | SAT4: 1.2G inpd Measurement status cleared when tuning the stream
5 Jan 21 15:22:54 LOG | SAT2:1.2G inp2 Measurement status cleared when tuning the stream
] Jan 21 15:22:19 LOG | SAT4:1.1C inpd Monitoring reset from GUI by user admin
T Jan 21 15:22:15 LOG | SAT2:1.1G inp2 Measurement status cleared from GUI by user admin
8 Jan 21 15:21:59 LOG | SAT4:1.1G inpd Measurement status cleared when tuning the stream
9 Jan 21 15:21:54 LOG | SAT3:1.1G inp3 Maonitoring restarted due to config change
10 |Jan 21 15:21:44 LOG | SAT2:1.1G inp2 Measurement status cleared when tuning the stream
11 Dec 27 14:11:03 LOG Configuration uploaded from 192.168.50.14
ltems found: 11
|Wiew list offiine || Auto-refresh list| [Flush alarms| [Export._.|

To enable/disable logging of ETR stream events go to the Setup — ETR view.

7.2.4 Alarms — Flash Alarms (requires FLASH-OPT)

Allalarms || Ethernet alarms || FsMalarms || OTT alarms || ETR alarms || Systemalarms || Alarm setup || ;Flash alarms:
o
Event [0 | 2015 Jan 27 14:36:20 10.0.81.121:1234 MLR == error-threshold (9 = 8) k -
Active [ | 2015 Jan 27 14:36:20 EFH 10.0.81.121:1234 CC skips:10 discontinuities:3 - counting
Event [0 | 2015Jan 27 14:35:31 | ETH 10.0.81.121:1234 MLR == error-threshold (15 >= 8)
Event [0 | 2015 Jan 27 14:35:31 |ETH | 10.0.81.121:1234 CC skips:15 discontinuities:2
Event []  2015Jan27 14:35:15 |ETH | 10.0.81.121:1234 MLR == error-threshold (15 >= 8)
Event [0 | 2015Jan27 14:35:15 | ETH | 10.0.81.121:1234 CC skips:15 discontinuities:2
Event [0 | 2015 Jan 27 14:35:08 |ETH | 10.0.81.121:1234 MLR == error-threshold (16 == 8) _
Event [0 | 2015Jan 27 14:35:08 |ETH | 10.0.81.121:1234 CC skips:16 discontinuities:3 | |
Event [] 2015Jan2714:35:03 ETH | 10.0.81.121:1234 MLR == error-threshold (16 >= 8) =
Event [0  2015Jan27 14:35:03 |ETH | 10.0.81.121:1934 CC skips:16 discontinuities:3
Event [0 | 2015 Jan 27 14:34:46 |ETH |10.0.81.121:1234 MLR == error-threshold (16 == 8)
Event [0  2015Jan27 14:34:46 |ETH | 10.0.81.121:1234 CC skips:16 discontinuities:3
Cleared | [l  2015Jan 27 14:34:28 ETH | 10.0.81.121:1234 CC skips:444 discontinuities B8 (Jan 27 14:34:26 - Jan 27 14:34:28)
Event [  2015Jan27 14:34:26 | ETH 10.0.81.121:1234 MLR == error-threshold (437 == 8)
Active [ 2015Jan27 14:34:26 |ETH | 10.0.81.121:1234 CC skips:443 discontinuities:B7 - counting
Event [0 | 2015 Jan 27 14:34:22 |ETH |[10.0.81.121:1234 MLR == error-threshold (16 >= 8) -
[ v
[Search || Clearfilter | [ Older |[ Newer | [ Oldest || Newest | | Export...| Total flash alarms: 192 Position: 48% Displayed: 100

The FLASH option enables the Flash alarms tab. This alarm list contains the last 20,000 alarms and
keeps them in non-volatile memory so that they survive reboots and power-outages. This opens up a lot
of possibilities for probes that cannot be reached while doing measurements and for probes that need to
be powered down and consulted elsewhere. It also severely increases the size of the alarm list allowing
browsing of older alarms.

7.2.5 System alarms

This section contains a partial list of system alarms that may be raised by the 10G Probe.

System alarms

System time is wrong The system time does not agree with the time stamp of the license
activation. Please refer to E Appendix: On-line License Activation
for more details.

License expires in N hours The current license activation is about to expire and the system is not
able to connect to the internet to refresh it automatically. Please refer
to E Appendix: On-line License Activation for more details.
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Stopped processes

One or more of the required system processes have stopped. This
can be due to an intermittent software failure (bug), in which case
the alarm should go away after a little while. If the problem persists,
this might indicate that the system is overloaded; try reducing load
to see if the problem clears.

This alarm is sometimes raised during system start-up if one of the
processes is slow to start. As long as the alarm goes away in a few
minutes, this is only an indication that the system might be running
slow due to high load.

Process ewe restarted

A restart of the VB330 main process has been detected. This can be
due to an intermittent software failure (bug). If the problem persists,
this might indicate that the system is overloaded; try reducing load
to see if the problem clears.

Packet Errors on interface

The VB330 has detected problems with the attached Ethernet con-
nection. Verify cables and connectors.

High rate of unmonitored
multicast packets on
interface NN

The VB330 has detected a high amount of multicast packets being
delivered on the indicated network interface that it has not been
configured to monitor.

This can affect monitoring performance negatively.

SD card missing

No attached SD card could be found. Recordings will not be saved to
flash. If the system is supposed to have an SD card attached, please
try rebooting the VB330 and contact technical support if the problem
persists.

The Flash Alarms functionality is not affected by this alarm.

SD storage full

The attached SD card is full. Recordings will not be saved to flash
until some of the files are removed, using the Data — Storage view.

No disk free

The internal disk is full, please clear contents, for instance by dis-
abling thumbnail generation, to ensure correct operation.

Disk free — Software
upgrade may fail

The internal disk is nearly full and there is not enough space to store
a software upgrade image. Please clear contents or reboot before
trying to perform a system update.

Write error saving config file

The VB330 configuration file could not be saved. If the problem
persists, you should export a full configuration using the Data —
Configuration to avoid loss of data.

Error copying IDProm to file

The VB330 is unable to read from internal storage. If the problem
persists, please contact technical support.

N fans have failed

Several of the internal fans in the VB330 have failed. Please contact
technical support to have the unit serviced.

No power from XX
power supply

One of the redundant power supplies in the chassis is not detecting
a power plug. The alarm should go away automatically once power
has been restored.
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Trap queue is full The VB330 is creating so many simultaneous alarms that it is unable
to forward them as traps over SNMP.
If the problem persists, try to reduce the load or disable unimportant
alarms, or use the Eii to fetch alarm information.

Content analysis overloaded The content analysis engine is overloaded. Please refer to B.5 Con-
tent Thresholds for more details.

Data queue overflow The named data queue is receiving more data than the VB330 is
able to process. This usually means that this part of the system is
overloaded. Try reducing load to see if the problem goes away.
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7.3
7.3.1

OTT (Option)
OTT — Active testing

[ wain || alarms || OTT |[ Mutticasts || M || ROP || Traffic || Ethernet || ETR 230 | 451 [ content || Setup || Data |[ About |

Active testing || Latency || channels || Settings || Thresholds |
Enabled OTT channels [Page 1 w]| 4] |
| | | [Thumb [Channel Alarm history (120 min.) [Current profile status Encryption|Format ~ [Engine | |
(i Q| “ 0001 ABR Disney HLS T 1T 717 171 E) ] HLS 1
(i Q] L—. 0002 ABR: Disney DASH T T 17 171 5 Mo DASH 2
e f " ooozaer Disney 53 b bt i s, TS| 5 Mo S5 3
o m m 0004 ABR Disney HDS i .l PPN s s s s L ho HDS 4
e n 0005 ABR Deluxe Music HLS o s s Mo HLS 5
(i Q] “ 0006 ABR: Deluxe Music DASH T T 17 171 B Mo DASH 5
i Q] 0007 ABR: Deluxe Music 55 bl " T 1T 717 171 a Mo 55 T
o m _ 0008 ABR Deluxe Music HDS SPUREYUR W POD TOPRRIN s s s s [ ho HDS &
ol - 0009 ABR NRK1 HLS e o e Mo HLS 9
(i Q] m 0010 ABR MRK1 DASH I I Y I | ] ] DASH 10
ol 0011 ABR MRK1 S5 W I I I I | ] Mo 55 1
o m - 0012 ABR NRK1 HDS R “" PPPRRRPI s s s s s s s A Mo HDS 12,

The OTT option enables monitoring of up to 500 OTT channels. Up to 50 OTT engines (depends on
license) can operate in parallel, and each engine licensed allows any channels to be analyzed. Each engine
analyses channels in series and can be configured with any number of channels up to the maximum
allowed by the license.

The 10G Probe will parse a channel’s manifest file, and for a live channel one of the latest segments in
each OTT profile’s segment sequence will be analyzed. The engine then moves on to the next OTT channel
in the channel list defined by the user. For a VoD channel the OTT engine will analyze all segments in the
VoD file, one in each round-robin loop.

If manifest file parsing or segment analysis reveals an error, an alarm will be raised. Note that some
alarms depend on user-defined threshold values. Alarms must also be enabled in the Alarm — Alarm
setup view.

The page to display can be selected from a drop-down menu.

The following OTT information is displayed in the Active testing view:

OTT channels

Status bulb: A bulb indicates the current status of the channel, i.e. the most severe profile
status.

Thumb: If thumbnail extraction has been enabled, a thumbnail is displayed for the
channel if supported. Thumbnail decoding is a process asynchronous of
the channel analysis and therefore should not be expected to be updated
at the same time. The main purpose of the thumbnails is to provide brief
information about the channel contents.

If thumbnail extraction has not been enabled, or if the thumbnail extraction
fails, an icon indicating the stream type will be displayed instead.

Channel: The channel name defined by the user and linked to a URL in the OTT —
Channels view.
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Alarm history: A timeline graph display of a combined bitrate and alarm representation for

the channel. This shows the most severe alarm or download speed for all
monitored profiles. The individual profiles graphs can be found in the OTT
Profiles view.
The timeline can display the last 120 minutes, 24 hours or four days. To
switch between the graphs, press the “24h”, “2h” or “4d” button on the left
under the channel list. Each bar color represents the alarm severity level as
configured under Alarms — Alarm setup.

Current profile status: The channel health bar displays the current status for individual channel
profiles. Profiles are separated by vertical black lines.
Colors indicate profile alarm status:
* Green: OK
* Yellow: Warning
* Orange: Error
* Red: Major
* Black/Dark red: Fatal

Profiles: The number of profiles associated with a channel.

Encryption: Scrambling information is resolved from the profile manifest. If the profile
is scrambled the encryption field will read Yes. If the profile is transmitted
in clear the encryption field will read No.

Format: The channel format is resolved from the manifest files, and is shown here
(Apple HLS, Microsoft Smooth Streaming, Adobe HDS, MPEG DASH,
SHOUTcast or RTMP).

Engine: Indicates which OTT engine is assigned to what channel. The 10G Probe
can be licensed with anywhere from 1 up to 50 OTT engines. Each engine
is capable of handling any number of channels.

Click the blue information button on a channel to open the details window. This window provides detailed
information about the status and alarms on all the profiles for the selected channel. The pop-up window is
identical to the one displayed in the Thumbnails view. For more details, see chapter 6.4.2.
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7.3.2

OTT — Engine usage

Active testing  Engineusage  Channels  Settings  Thresholds

OTT engine usage overview

Thiz shows an overview of the amourt of channels assigned per engine. Channels that are spending close to 100% in network transfers may need to skip over
segments to keep up with the channel. For more details, see the User's Manual.

Channels  [Profiles EEGE SHOUTCast Curnetwork [nput ||
1 4 44 4 0 u] 0 0 0] 0 Data SFP &
2 a i} il i} il i} i} a i} Data SFP
3 1 3 1 0 u] 0 0 0] 0 Data SFP
4 u] 0 u] 0 u] 0 0 0] 0 Data SFP
3 a 0 il 0 il 0 0 a 0 Data SFF
3} u] 0 u] 0 u] 0 0 0] 0 Data SFP
7 u] 0 u] 0 u] 0 0 0] 0 Data SFP
g a i} il i} il i} i} a i} Data SFP
9 u] 0 u] 0 u] 0 0 0] 0 Data SFP
10 u] 0 u] 0 u] 0 0 0] 0 Data SFP
11 4 12 3 0 1 0 0 a 0 Data SFP
12 1 i} 1] 1 1] i} i} a i} Data SFP
13 1 0 u] 0 1 0 0 0] 0 Data SFP
14 1 0 1] 0 1] 0 0 a 0 Data SFP
15 1 1 1] i} 1] i} i} 1 i} Data SFP
16 1 1 u] 0 u] 0 1 0] 0 Data SFP
17 u] 0 u] 0 u] 0 0 0] 0 Data SFP
18 a i} il i} il i} i} a i} Data SFP
19 2 4 1 1 u] 0 0 0] 0 Data SFP
20 1 1 1 0 u] 0 0 0] 0 Data SFP
21 1 1 1 0 il 0 0 a 0 Data SFF
22 u] 0 u] 0 u] 0 0 0] 0 Data SFP
23 1 1 1 0 u] 0 0 0] 0 Data SFP
24 2 2 1 i} il i} i} a i} Data SFP L ]

The Engine usage view is meant for troubleshooting performance issues in case of OTT engine overload.
An overview of the number of channels and their associated number of profiles and stream types are
displayed per OTT engine.

In addition, a graph indicating the amount of time each engine is spending doing network traffic is
displayed. The Y axis of the network graph is percent, with a full bar indicating that the engine is spending
all its time performing network requests. When this happens, it is likely that the engines will not be able
to monitor all segments of the monitored channels.

When an overloaded engine is unable to keep up with the channel it may raise Lagging behind N segments
since last round (for formats using sequential segment numbering) or Lagging behind (lost segments
between M and N) since last round (for formats using, for instance, time-based segment numbering) alarm,
indicating that a number of segments have rolled out of the playlist of segments specified in the manifest
while the engine was busy downloading data.

Please refer to the OTT section of B Appendix: Monitoring Practices for suggestions on how to configure
the OTT engines.
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7.3.3

OTT — Channels
Active testing Channels || Settings || Thresholds

OTT channel configuration q

hreshold Engine_ Mode  [Enabled FEdit |
WterfallCamig@cache hittp: 110,030 8abr 00Mls Mater fallCamblaylist m3us Default 1 Mormal W Eulit

Bip bop hittp: 1003037 bipbopubipbopall m3us Default 2 Mormal W Edit
Silent Black hittp: £110.0.30.37 fsilent_black_streamimanifest.m3us Default 3 Mormal W Eclit
Silent Green hittp: £10.0.30.57 fsilent _green_streamimanifest. m3ud Default 4 Mormal W Ecit
Silent Both hittp:iM10.0.30.37 fzilent _aternating_streamimanifest m3ud Default 5] Mormal W Edit
Silent Complexity hittp:iM10.0.30037 f=ilent_btech_streamimanifest. m3ud Default [ Marmal W it

Channels: 6

[#ct new channel| [Duplicate selected| [Delete selected| [Distribute selected | [Edit selected |

The OTT Channel Configuration list shows OTT channels configured by the user.

To add a channel to the list click the Add new channel button. This will open the Edit channel pop-up
view, allowing the user to define channel parameters. A channel entry can be selected by clicking the
channel; the list entry will be highlighted. Several list entries can be selected by using regular Ctrl +
click functionality. Clicking the Duplicate selected button will open the Edit channel pop-up view with
all channel parameters duplicated, except the channel name. Clicking Delete selected will delete the
highlighted list entry. Clicking Distribute selected will distribute the selected channels across the licensed
OTT engines (the VB330 can be licensed with up to 50 OTT engines). Clicking Edit selected will open
the Edit channel pop-up view associated with the highlighted channel. Batch editing is supported; this is
convenient if a new threshold template should be assigned to a number of channels or if monitoring of
several channels should be enabled or disabled. Select the channels and click the Edit selected button.
Parameters differing between channels will be indicated in the Edit selected pop-up view by an asterisk
wildcard symbol.

The search field in the upper right corner of the view allows the user to type a text string, and the OTT
channel list is updated to display only channels matching the specified text.

Edit Channel x
General | DRM || TLS || Advanced
Property Value Description
Hame Bipkbop Idertifier for referring to this channel
Manifest URL |hﬂp:.l’f1 0.0.30.37 hipbophipboplive . m3ud | URL for master manifest list
Player URL |hﬂp:.l’f1 0.0.30.37 hiphophipboplive . m3ud | URL for playing channel in browser

Select engine

(1-50)

OTT engine uzed to monitar this channel
Minimum time between segment

Round time Feconds dovenloads

Page Page channel is displayed on

OTT Threshold Defined in OTT/Threshalds

Content thresholds Defined in Content/Cortent thresh.
p— Rl e
VBC thresholds Defined in SetupfvBC thresh

Specifies how the OTT engine monitors

HLS mode | Monitor bath master and profile manifests w HLE: channels
Live target Which segment to dovwnlosd from & live
segment channe
Enabled Check to monitar channel
P — Do not download segments, only check
Availability mode I for avaiabilty
RTMP O Thiz iz an RTMP channel
RTHMP live O RTMP channel is & live stream
Extract thumbnails Create thumbnails for channel

Apply changes
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General

Name: A name should be assigned to each OTT channel. The name will be used
throughout the VB330’s user interface when referring to this channel.
Manifest URL: The URL of the OTT channel.
Player URL: In this field you can enter the URL to a web page which will open the OTT

channel in your browser. If entered, a ‘play’ button will be displayed in the
Active testing view, which will open the selected URL in a new browser tab.

Select engine:

A number between 1 and 50, depending on license activated, indicating which
OTT engine the channel uses.

Round time:

Sets the minimum round time of this OTT channel, in seconds (default: 15
seconds). If processing all the profiles of a single channel takes less time
than this, it waits until this amount of seconds has passed since it started the
round before starting to process through its channels again. The round time
setting does not apply to channels for which real-time audio analysis have
been enabled.

Note: The round time may not be set to a value less than 2 seconds.

Page:

Choose which Active Testing page this channel should be displayed on.
Having too many channels on the same page can cause the page reloading to
stutter.

OTT Threshold:

The OTT threshold that should be assigned to the OTT channel. OTT thresh-
olds that have been defined in the OTT — Thresholds view are available for
selection from the drop-down menu.

Content thresholds:

The Content thresholds specify content alarming options. Selectable Content
thresholds templates are defined in the Content — Content thresh. view.

Content schedule:

The scheduling scheme that should be assigned to the content monitoring for
the OTT channel. Scheduling schemes that have been defined in the Setup
— Scheduling view are available for selection from the drop-down menu.
Scheduling allows masking content alarms at predefined time periods.

VBC thresholds:

The alarm threshold template used to configure when alarms are generated
towards the VBC server.

Live target segment:

This specifies which segment, counted from the bottom of the list, the VB330
should download when doing active testing on a live channel.

Enabled: Check the ‘Enabled’ check box to start monitoring the OTT service.
Availability mode: If this option is enabled, the engine will only check for segment presence but
not download the entire file. This also disables thumbnail generation.
RTMP: Check this check box if the channel is an RTMP channel.
RTMP live: Check this check box if the RTMP channel is a live service.
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HLS mode:

This setting determines how the OTT engine monitors the manifests and
URLs. The HLS mode applies only to HLS channels and is ignored by all
other channels. The following options are available:

* Monitor both master and profile manifests

This option monitors both the master and profile manifests. It uses
the playlist URLSs to identify the different profiles. This is the default
option.

* Monitor profile manifests only

This option makes the OTT engine only download the master manifest
once. After the initial download, it will only re-download it if one of
the profiles gets an error or the connection reset timeout occurs.

This option can be used if the server hosting the manifest is generating
an unique session for each download of the master manifest, for instance
by changing the profile playlist URLs between each download.

¢ Monitor both, but allow unstable URLSs

This option also monitors both the master and profile manifests, but it
doesn’t use the playlist URLSs to identify profiles. This option can also
be used in cases where an OTT channel has unstable URLs.

Extract thumbnails:

If the thumbnail option is enabled thumbnails will be available for the selected
channels in the Active testing and Thumbnails sections.

Alignment:

If the alignment option is enabled the alignment section will be available.
If the Content Extraction and Alarming option is licensed, alignment checking
is enabled in the Content threshold and this setting is not visible.
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Edit Channel

General || DRM || TLS || Advanced

Fixed IV

Property Value Description

DRM System DRM systemto use for decryption
Fixed key to uze for descrambling. Use

Fixed key |Fixed key to use for descrambling | [EEE, @ [ CTEmEIng, EEH

System routing

BMSADIpK AT 242X afknbdw==or

h42ca3 7 2eed4eb9hf51 848a590h9cd1 3

Hex encoded IV to use with the fixed key for
| descrambling. Example:

08612513537 Safe35151 dddi 269caaan
Usze system network routing for DRM

|Hex encoded [V to use with the fixed key for descrambling

Apply changes

DRM
DRM system: If this channel is encrypted using a Verimatrix VCAS server, selecting the Veri-
matrix VCAS 3.7 or Verimatrix VCAS 4.3 option and entering the IP address
or hostname of the VCAS server’s encoder interface in the DRM hostname field
will allow descrambling of the encrypted segments. See OTT descrambling with
Verimatrix for more info.
If this channel is encrypted using an Irdeto server, select the Irdeto option and
configuring access to the Irdeto server will allow descrambling of the encrypted
segments.
Select None option for streams that are not encrypted, or where you have a fixed
key or IV available.
Fixed key: The key that will be used to descramble the segments for this channel. Using this
field will override any key found during manifest parsing.
For HLS, use a Base64 encoded string, like this:
8MS4D1pKATr242Xafknb4w==
For DASH, use a hex encoded string, like this:
b42ca3172ee4e69bf51848a59db9cd13
Fixed IV:  The IV to be used during descrambling of the HLS segments. Using this field will
override any I'V found or calculated during manifest parsing.
Use a ox-prefixed hex encoded string, like this:
0x86125135375afe3f5f51d4df269caaad
DRM hostname: If used with a DRM system, configure enter the IP address or hostname of the

DRM server here.

DRM username:

When using the Irdeto DRM system, add the username used to log in to the Irdeto
server here.
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DRM password:

When using the Irdeto DRM system, add the password used to log in to the Irdeto
server here.

Account ID:

When using the Irdeto DRM system, this should be set to the ID of the account
that this channel is configured to.
Please refer to the Irdeto User Manual for more details.

Content ID:

When using the Irdeto DRM system, this should be set to the ID of the channel
on the Irdeto server.
Please refer to the Irdeto User Manual for more details.

Crypto Period:

When using the Irdeto DRM system, this should be set to match the configuration
on the Irdeto server.
Please refer to the Irdeto User Manual for more details.

System routing:

If enabled, the request for the DRM system or linked key uses the system routing
table. If disabled, the request uses the routing configured for the associated OTT
engine.

Edit Channel

CA certificate selfzigned-capem v | Defined in Data/Certificates
Client certificate | selfsigned-clipem  w | Defined in DataiCerificates

General || DRM || TLS |[ Advanced |
Property Value Description
Verify TLS host “erify host name in TLS cerificate

Apply changes

TLS

Verify TLS host

If the channel is requested over a TLS connection, enabling this option verifies
that the presented server certificate is valid for the host name used for the request.
This setting can be enabled without having the CA certificate available.

CA certificate

If the channel is requested over a TLS connection, selecting a CA certificate here
verifies that the presented server certificate is trusted by it.
Certificates are uploaded in the Data — Certificates view.

Client certificate

If a client certificate is selected here, and the channel is requested over a TLS con-
nection, the 10G Probe will present this certificate in outgoing network requests.
Enable this setting for mTLS (mutual TLS). Certificates are uploaded in the Data
— Certificates view.
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Edit Channel

General || DRM || TLE || Advanced

Sy=tem routing

Thesze settings are used to craft a custom HTTP reqguest to generate the manifest URL
The request is sent to the 'Manifest URL' specified onthe General tab.

Enable adv. settings

Parse response as JION with manifest URL w

Always use headers [_|

Cache response p minutes

Method

Content-Type [Corttert-Type header to send with POST requests |

Additional headers |_Choose fiie | No fiie chosen Mo file uploaded
\ Choose file | Mo file chozen "

Body Ma file uploaded

Advanced

Enable adv. settings:

Check this box to enable the advanced manifest settings. If unchecked, all
settings on this page are ignored.

Parse response as:

Determines how to parse the response returned when requesting the Manifest
URL. See below for an explanation of the settings.

Always use headers:

If enabled, any headers specified in Additional headers configured below
will be sent with all requests. If disabled, the additional headers will only be
sent in the advanced manifest request.

System routing:

If enabled, the request for the advanced manifest URL uses the system routing
table. If disabled, the request uses the routing configured for the associated
OTT engine.

Cache response:

Defines for how long the advanced manifest response should be cached. If set
to a non-zero value, the server is not queried again for the same URL until at
least the configured number of minutes has passed.

If the value for Reset connection after under OTT — Settings is lower, that
value takes precedence.

Method:

Determines which HTTP method to use when requesting the top-level manifest
file. Supported methods are GET and POST.

Content-Type:

When requesting the manifest using the HTTP POST, use this Content-Type
for the submitted request body.

Additional headers:

To provide additional custom request headers or overwrite the default headers
when requesting the top-level manifest file, create a text file containing the
headers and upload them here.

Body:

When requesting the manifest using the HTTP POST, upload the file to submit
here.

88 VB330 Embedded Hardware 10G Probe User’s Manual v7.0 © Bridge Technologies Co AS



The advanced manifest options can be used in instances where the master manifest file is not directly
available to download, or if additional parameters or an alternative HTTP method is required to access it.

If your channel needs several steps of authentication or other web service calls before supplying clients
with an URL to the master manifest, you can make an “in-between” web service which the VB330
sends all required info to do the authentication and/or channel look-ups through this interface. Set Parse
response as to JSON with manifest URL and have the in-between service return a JSON file with an “url”
parameter containing the URL to the master manifest file.

If your channel just needs additional headers and/or an alternative HTTP method to return the master
manifest, set Parse response as to Normal manifest. Enable Always use headers if the additional headers
are to be supplied in all requests, and not only the request for the top-level manifest.

7.3.4 OTT — Settings

Active testing  Engine usage  Channels  Settings  Threshalds

OTT engine settings
Reset connection after: [0 | minutes

Routing interface Routing interface
Engine 1 | Default OTT iterface ~ |Engine 2 | Defautt OTT intertace |

Engine 3 | Default OTT interface + |Engine 4 | Default OTT intertace v |
Engine 5 | Default OTT interface v |Enging 6 | Default OTT interface w |
Engine 7 | Default OTT interface + |Engine 8 | Default OTT interface v |
Engine 3 | Default OTT interface w |Engine 10 Default OTT interface w |
Engine 11 | Default OTT interface » |Engine 12| Default OTT interface v |
Engine 13 | Dsfauk OTT interface + |Engine 14 [ Defautt OTT interface |
Engine 15 | Default OTT iterface w |Engine 16 | Defautt OTT intertace |
Enine 17 | Default OTT interface + |Engine 18| Default OTT interface + |
Engine 19 | ethz - Data SFP w |Engine 20 Defautt OTT intertace v |
Enine 21 | Default OTT interface + |Engine 22 | Defautt OTT interface v |
Engine 23 | Default OTT interface w |Engine 24 | Default OTT interface |

Page name
Page 1 [Primuz

Page name
|Page 2 [zecundus

Page name
|Page 3 [Set the name for page 3

Page 4 [Set the name for page 4

|Page 5 [Set the name for pags 5

|Page & [Set the name for page B

Page 7 [Set the name for page 7

|Page & [Setthe name for pags &

|Pane 9 [Set the name for page 9

Page 10 |Set the name for page 10

| Page 11 [Set the name for pags 11

| Page 12 [Set the name for page 12

Page 13 [Set the name for page 13

| Page 14 [Set the name for pags 14

|Page 15 [Set the name for pags 15

Page 16 |Set the name for page 16

| Page 17 [zet the rame for page 17

|Page 18 [3et the name for page 18

Page 19 [Set the name for page 19

| Page 20 [Set the name for pags 20

|Page 21 [Set the name for page 21

Page 22 |Set the name for page 22

| Pace 23 [Set the name for pags 23

| Pae 24 [Set the name for page 24

The Settings view makes it possible to change global and per-engine OTT monitoring parameters. Press
Apply to confirm changes made.

Settings

Reset connection after: Configures the VB330 OTT engines to reset the connections after the
specified number of minutes. This is useful for cases where the server has
a limit for how long a session can live. By resetting before that limit a new

session is created and the problem is avoided.
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Routing interface: Selects the interface on which to connect to the OTT server. This defaults to
the interface selected in the Setup — Routing view, but can be overridden
for each engine. The routing applies to all channels monitored by this
engine.

Page name: This setting allows names to be associated with different pages. Individual
channels can be assigned to different pages in the OTT — Channels view,
to facilitate easier navigation in the different OTT views.

7.3.5 OTT — Thresholds
Active tasting || Latency || Channels || Gettings || Thresholds

Threshold presets g

Refs itrate erroBitrate warbdin actual BWax actual Manifest advanifest size Min. profiles
Default Ay 100 a0 =0 200 g0 200.000 kB 0 Edit
Strict Ay 100 a0 a0 200 [=10] 200.000 kB 2 Edlit
Live Live 100 a0 -1 -1 (=10] 200.000 kB 0 Edit
Yob Yab 100 &0 -1 -1 g0 S00.000 kB 0 Eclit

Thresholds: 4

[£dd newy threshold | [Duplicats selected | [Delete selected | [Edit selacted |

The OTT Threshold presets list shows OTT threshold templates configured by the user.

To add a threshold template to the list click the Add new threshold button. This will open the Edit
threshold pop-up view, allowing the user to define threshold parameters. A threshold template entry can
be selected by clicking the threshold template; the list entry will be highlighted. Several list entries can
be selected by using regular Ctrl + click functionality. Clicking the Duplicate selected button will open
the Edit threshold pop-up view with all threshold template parameters duplicated, except the threshold
template name. Clicking Delete selected will delete the highlighted list entry. Clicking Edit selected will
open the Edit threshold pop-up view associated with the highlighted threshold template. Batch editing is
supported. Select the threshold templates and click the Edit selected button. Parameters differing between
templates will be indicated in the Edit selected pop-up view by an asterisk wildcard symbol.

The search field in the upper right corner of the view allows the user to type a text string, and the threshold
list is updated to display only thresholds matching the specified text.
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Edit Threshold

Hame |Default

Parameter
Profile stream type

Actual bitrate min

Actual bitrate max

Sequence age

Manifest size

Min. profiles

lgnore video profiles
lgnore audio profiles
lgnore subtitle profiles

lgnore mixed profiles
lgnore image profiles
Diowenload ignorec
profiles

Threshold Format Description
Any v Expected profile stream type

Dowenload speed errar 100

Dovenload speed warn. |-
-1

-1

Actual bitrate media type (any w Profile media type to apply actual bitrate alarm to
&0 seconds  Mumber of seconds manitest files are allovwed to stay

S00000 hytes aximum size of the manifest files

lgnore trickplay profiles

Dowvnload segmernts of ignored profiles

Dowynlosd time [ segment length == err-thresh %
Dovwvnload time [ segment length == warn-thresh %

Dowynloaded segment size findicated segmert lencth
== % of profile bitrate
Dowvnloaded segment size findicated segmert length
== % of profile bitrate

E -

unchanged (Live streams)

profiles Ilinimum number of profiles
Do nat raise any alarms for video profiles
Do nat raise any alarms for audio profiles
Do nat raise any alarms for subtitle profiles
Do nat raise any alarms for trickplay profies
Do nat raise any alarms for mixed profiles
Do nat raise any alarms for image profiles

To dizable an alarm, zet Threshold value to -1

To disable a threshold alarm, set the threshold value to —/ or Any. This does not apply for Manifest XML

size.
Threshold preset
Name: The threshold template name defined by the user.
Refs: The number of channels associated with the threshold template
Profile stream type: The stream type (Live or VoD). If any of the profiles have a different

type a wrong profile type alarm will be raised.

Download speed error:

The maximum allowed difference between profile bitrate and download
bitrate (%). If the difference exceeds the threshold value a bitrate error
alarm will be raised.

Download speed warn:

The maximum allowed difference between profile bitrate and download
bitrate (%). If the difference exceeds the threshold value a bitrate error
warning will be raised.

Actual bitrate min:

The minimum allowed bitrate when measured actual bitrate is com-
pared to profile bitrate (%). If the actual bitrate goes below the thresh-
old an actual bitrate alarm will be raised.

Actual bitrate max:

The maximum allowed bitrate when measured actual bitrate is com-
pared to profile bitrate (%). If the actual bitrate exceeds the threshold
an actual bitrate alarm will be raised.

Actual bitrate media type:

The profile types that the actual bitrate alarm applies to. If set to Any,
the actual bitrate is checked for all profiles.

Sequence age:

The maximum time a manifest can remain unchanged before a manifest
age alarm is raised.
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Manifest size:

The maximum detected size of the manifest before a manifest size
alarm is raised.

Manifests larger than this will not be analyzed.

Also applies to profile manifests, where applicable.

Min. profiles:

Minimum number of profiles in the selected channel before an alarm is
raised.

Ignore X profiles:

When any of these are checked, all alarms are disabled for profiles of
the corresponding media types.

Download ignored profiles:

If this is unchecked, no segments will be downloaded for profiles which
are ignored above.
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7.4
7.4.1

Y

Multicasts

Multicasts — Parameters

Main || Alarms || OTT || Multicasts | | Mw | [ RDP || Traffic || Ethemet || ETR 200 || Setup || Data || About |
Parameters | | summary || History | Join | [ Streams || Ethemet thresh. |

Joined multicasts Userdefined parame[ers A 1-10c Page 1Training ¥

P T e

[ ] m NRK_1 7TSIDP 5544 Mbps 8944 Mbps | 2362 Mbps  B.968Mbps | 75707518 | 239255015500
o [ v« 4232 Mbps | 2.357Mbps | 8.960 Mbps | 64174782 | 239.255.0.2:5500
[ ] - TVZ_NORWAY 4456 Mbps | T35.248kbps 8.752Mbps | 47296409 | 239.255.0.3:5500
Li] m TVNORGE

o Il s~

o I o eurore

Li] MTV_NORDIC

o [ 01scovERY_WORLD
Li] - TV2 ZEBRA

Li] m BBC HD

i ] - Accumulated

TTSUDP  4.232 Mbps
TTS/UDP | 4.456 Mbps
TTSMUDP  3.144 Mbps 3144 Mbps | 2.228Mbps | 4958 Mbps | 40174174 239.255.0.4:5500
2921 Mbps | 1.977Mbps | 3.085Mbps | 32200974 239.255.0.6:5500

2.644Mbps | 2.168 Mbps | 4.030 Mbps | 406538386 239.255.0.10:5500

TTSUDP | 2.921 Mbps
TTS/UDP 4176 Mbps 4176 Mbps | 4152 Mbps | 4.192 Mbps | 49091959 239.255.0.12:5500
3.672Mbps | 3.656 Mbps | 3.721 Mbps | 43331102 239.255.0.13:5500
4.760 Mbps | 728,576 kbps | 8.752 Mbps | 47616019 239.255.0.31:5500

TTSMUDP | 3.672 Mbps
TTSUDP | 4.760 Mbps

R N
MW m @ m W@ m oW m |

TTSMUDP  12.424 Mbps 12.424 Mbps | 12.408 Mbps | 12.744 Mbps | 146618770 | 239.255.0.159:5500

51.373Mbps | 3.480 Mbps | 59.084 Mbps

e s @ B B W

0
0
0
1
TTSUDP 2644 Mbps 0
0
0
0
0
1

BlEE 2 2B EEES
gmmmmmmmmmm

nia 51.373 Mbps

All streams (offling] Clear counters Export...| |Fields..

The Multicasts — Parameters view displays detailed information about each stream.

The user selects which group of measurements should be displayed. Selections are IP parameters, TS
parameters, Ethernet parameters, RTP and FEC parameters, MSYNC parameters, SRT parameters, User-
defined parameters and Statistical parameters. If User-defined parameters is selected, the Multicasts
view displays parameters selected by the user in the Multicasts — Parameters — Fields view.

For each page the Accumulated row at the bottom of the multicast list displays accumulated values for
all streams associated with the page. The accumulated Min bitrate and Max bitrate is the minimum and
maximum value of the Accumulated current bitrate.

Parameters | | Summary || History | | Join || Streams || Ethemnet thresh. |

Joined multicasts Userdefined parameters v 1-10: Page 1 Training ¥

T e

o 4d 0 6744Mbps | 2362Mbps | B.9S8Mbps | 75018222  239.255.015500
o = 0 5 |5424Mbps | 2357Mbps | BS60Mbps | 64316858 239.255.0.2:5500
o 0 5  3500Mbps T735.24Bkps B752Mbps 47403979 239.255.035500
[} 0 5 2992 Mbps | 2228Mbps | 4.968Mbps | 40285019 239.2550.4:5500
o N1 - 1 5 | 2576Mbps | 1977Mbps | 3.035Mbps | 32277174 239.255.06:5500
o =iEll 0 5 |3680Mbops | 2.168Mbps | 4030Mbps | 40760383 | 239.255.0.10:5500
o iy [ 6 | 4168Mbps | 4152Mbps | 4.192Mbps | 49213393  239.255.012:5500
o B ) 5 | 3680Mops | 3.656Mbps | 3.721Mbps | 43438289 | 239.255.0.13:5500
o oyl [) S |3.080Mbps | 728576khps B752Mbps | ATT4TSS1 | 239.255.031:5500
(Y] sk |E s 0 12 | 12600Mbps | 12.408Mbps | 12744 Mbps | 146981565 | 239.255.0.159:5500

i ] - Accumulated 48.464 Mbps 1 &8 48.464 Mbps | 3.480 Mbps | 58.084 Mbps

All streams (offling Clear counters Export.. Fields...

When the Current page button is clicked it is possible to select the page from a drop-down menu. The
associated thumbnails are shown in the leftmost column of the list of measurements. Click one of the
small thumbnails to view a larger thumbnail that is updated more frequently. Note that it is possible to
disable probe thumbnail extraction in the Setup — Params view.

When All streams (offline) is clicked a complete list of measurements for all joined streams is displayed.
A search field allows the user to type a text string and the multicast list is updated to display only multicasts

VB330 Embedded Hardware 10G Probe User’s Manual v7.0 © Bridge Technologies Co AS 93



Qs

’~

matching the specified text. Note that monitoring parameters and thumbs will not be updated in All
streams (offline) mode.

Peak and aggregate measurements are cleared when the Clear counters or Clear counters all pages
button is clicked. Clicking this button also restarts the ETR monitoring for the streams have this enabled.

Clicking the Export button will allow export of the measurement data as an XML file that is opened in a
new window.

Parameters | | summary || History | [ Join || Streams | | Ethernet thresh. |
Joined multicasts Last 4d || Last 24h|(Last 8h || Last 20m||Last 1Im Statistical parameters v 1-10: Page 1 Training ¥
“ame " ES(AT-zinESMLR)-2dn [ES(RTP)-26n  [ES(overt)2an __ [ES(nosig-2an _[PeakAT-2d [Sum(MLR)-24n _[Peakioir}-24n |
@ HNRE_L 0 0 0 0 0 53ms 0 8.900 Mbps
@ | NRK_Z 0 0 0 0 5.6 ms 0 8.900 Mbps
@ TVZ_NORWAY V] 0 0 V] 0 36.1 ms V] 8.700 Mbps
@ TVNORGE o 0 ] o 0 10.3ms o 4.900 Mbps h
@ STAR V] 0 1] V] 0 9.4 ms V] 3.000 Mbps
@ CNN_EUROPE o 0 0 o 0 25 ms o 4.000 Mbps
@ MTV_NORDIC 0 0 1] 0 0 4.3 ms 0 4.100 Mbps
@ DISCOVERY_WORLD |0 0 0 V] 0 5.6 ms V] 3.700 Mbps
@ TVZZEBRA 0 0 1] 0 0 33.7ms 0 8.500 Mbps
@ BBCHD V] 0 0 V] 0 15ms V] 12.700 Mbps
0@ | Accumulated
Clear counters Export...| [Fields...

Clicking a stream brings up the Detailed monitoring pop-up described later in this section.

In All streams (offline) mode a search field allows the user to type a text string and the multicast list is
updated to display only multicasts matching the specified text.

Parameters || Setup
Joined multicasts Last4d || Last 24h || Last 8h || Last 20m || Last I1m :ﬂ | Statistical parameters ;l
j_Name ________[ESUAT)-24n __[ES(MLR)-24h _[ES(RTP)-23n _[ES(overf)-24h _[ES(nosig)-2#h _JPeak(lAT)-2ah _[Sum{WLR)-2¢h _[Peakibiny-24h |
© | NRK_1 0 2 0 0 0 7ims 5 9.30 Mbps
B MNRE_2Z 0 0 0 0 0 43 ms 0 9.30 Mbps 7
@ TVNORGE 0 1] 1] 1] 1] 4.7 ms 1] 5.20 Mbps L
B STAR 8 9 1] 1] 1] 433.9 ms 243 440 Mbps |
@ CNN_EUROPE 0 0 0 1] 0 575 ms 1] 4.20 Mbps
@ TRAVEL_CHANNEL |0 1] 1] 0 1] 6.6 ms 1] 3.30 Mbps |
0@ DISCOVERY_WORLD 0 0 1] 1] 0 7.7ms (1] 3.60 Mbps
@ | ANIMAL_PLAMET 0 (1] 1] 0 (] 14.8 ms 1] 5.40 Mbps
@ | BBC_LIFESTYLE 0 0 0 0 1] TEms 1] 4.20 Mbps
@ |BBC_ENTERTAINMEN O 0 0 0 0 37 ms 0 4.20 Mbps
@ BBC_WORLD 1] 6 1] 1] 1] 53ms i 3.90 Mbps
0 BOOMERANG 0 0 0 1] 0 229 ms 1] 4.60 Mbps
@ | TCM_NORDIC 0 1] 0 0 (1] 339 ms 1] 4.40 Mbps
@ CARTOON_NORDIC (O 0 0 1] 0 226ms 0 470 Mbps
@ Tv2ZEBRA 1] 0 1] 1] 10.6 ms 1] B.70 Mbps
0 DISCOVERY_SCIENCE 0 0 1] 0 1] Bms [1] 3.60 Mbps
@ DISNEY_CHANNEL 0 1 0 0 1] 44ms 20 4.60 Mbps
@ | DISNEY_XD 0 1 [1] 0 (] 44 ms 22 4.30 Mbps -
B TVZ FILMKANALEN (1] (1] (1] 1] (1] 10.6 ms (1] 7.70 Mbps k L
| Current page || All streams (offline) ‘ | Refresh | | Clear counters all pages | | Export.. | | Trim ch-list

Click the Trim ch-list button to unjoin streams with current status ‘No signal’, thereby removing them
from the list. The Statistical parameters view lists sum or peak values for parameters over the interval
indicated by the selected time button (Last 4d, Last 24h, Last 8h, Last 20m, Last 1m).

7.41.1 Parameter columns

Following is a listing explaining the meaning of the columns which may be shown for the joined
multicasts view at Multicasts — Parameters. The columns displayed may be selected in see Multicasts
— Parameters — Fields.

Common parameters

(@: Click the information icon to access the Detailed Monitoring pop-up view.
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Thumb:

If thumbnail extraction has been enabled, a thumbnail is displayed for each unen-
crypted stream. Click the small thumbnail to view a larger image that is updated
more frequently.

If thumbnail extraction has not been enabled, or if the thumbnail extraction fails, an
informational icon will be displayed instead, see chapter 6.4.3 for details on cthe
different icons.

Name:

The stream name specified by the user in the Edit Multicast view

Signal:

Time since last signal loss

Mon start:

Time since monitoring started, either by joining a stream or by clicking the "Clear
counters" button

Page: The page associated with the multicast
CPU: CPU core monitoring this multicast
Input: Network interface used to receive this multicast
Mapping: For MPEG-2 Transport streams, the number of MPEG-2 packets mapped into each

RTP, UDP or SRT packet is displayed here. For SMPTE 2022-7 combined streams,
“ST 2022-7” is displayed. For MABR streams, when MSYNC packets are detected,
“MSYNCc<version>/<protocol>” is displayed, where “<version>” is either 1 or 3
and “<protocol>” is either UDP or RTP. For other unsupported RTP streams, “RTP
data” is displayed.

IP parameters

Curr bitrate:

Instantaneous MPEG-2 Transport Stream bitrate including null packets (PID 8191).
The instantaneous bitrate is measured over a time period of 1000 ms, and is calculated
from the size of the RTP, L2TP or UDP payloads.

Min bitrate: The minimum current bitrate measurement
Max bitrate: The maximum current bitrate measurement
IP packets: The number of IP packets received
Dst address: Multicast/unicast destination address : port
TOS: Type-Of-Service (also called Differentiated Services Field)
TTL: Time-To-Live
VLANID: Native VLAN ID of this stream

Src address:

Multicast/unicast source address : port

Joined src:

The source address of the originally joined multicast.

IAT avg:

Average Inter-Arrival Time. The average time between consecutive IP frames (in
milliseconds). Recalculated each second.

For SMPTE ST 2022-7 combined streams, the path differential (PD) is shown instead,
with the sign indicating which of the paths is ahead of the other.

IAT min:

The Minimum Inter-Arrival Time is the minimum registered time between two
consecutive IP frames carrying video. Units are in milliseconds.

For SMPTE ST 2022-7 combined streams, the minimum path differential is shown
instead.
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IAT max:

The Maximum Inter-Arrival Time is the maximum registered time between two
consecutive IP frames carrying video. Units are in milliseconds. The Max-IAT is a
measure of the maximum amount of network-induced packet jitter present. IP packet
jitter affects video quality and should be minimized.

For SMPTE ST 2022-7 combined streams, the maximum path differential is shown
instead.

TS parameters

Net bitrate:

Instantaneous MPEG-2 Transport Stream bitrate excluding null packets (PID 8191).
The instantaneous bitrate is measured over a time period of 1000 ms.
No bitrate is reported for SMPTE ST 2022-7 combined streams.

CCerrs:

The number of times a discontinuity has been detected for all the MPEG-2 Transport
Stream continuity counters. This value is the total number of discontinuities detected
for all PIDs present. Note that this value does NOT represent the number of MPEG-2
TS packets lost because any continuity counter mismatch detected for an IP-frame
will increase CC errs by one. CC errors are serious as they will in practice usually
result in visual video artifacts (‘blocking’) if occurring on the video PIDs. CC errors
can be due to an erroneous input signal to the streaming head-end (e.g. from satellite
rain fading or changes in the uplink). Alternatively, CC errors can arise from IP
packets being dropped in the network.

PIDs:

Number of PIDs in the MPEG2-TS

Syncb errs:

Number of transport stream packets with wrong syncbyte (0x47)

#Services: The number of services found in the multicasts
Ethernet parameters
Src MAC: Source MAC address
Dst MAC: Destination MAC address
RTP Parameters
RTP drops: Accumulated number of dropped IP-frames due to network errors. Only available

for multicasts that carry RTP information, and for L2TP streams that carry sequence
numbers. When running video inside an RTP wrapper it is possible to exactly deduce
the number of dropped IP frames due to network issues. This is possible as a result
of the 16-bit sequence counter inside the RTP header. The following sequence will
generate an RTP drops of +3: ..., 10, 11, 12, 16, 17, 18, ...

RTP dups: Accumulated number of duplicate IP-frames. Only available for multicasts that carry

RTP information, and for L2TP streams that carry sequence numbers. Duplicate IP-
frames in the network can occur under normal circumstances and does not necessarily
indicate network problems. The following sequence will generate an RTP dups of
+2:...,10, 11,12, 12,12, 13, 14, ...

RTP ooo:

Accumulated number of times a packet has been found to be out of order. Only
available for multicasts that carry RTP information. An out-of-order situation is
defined to have occurred when the current sequence number is lower than the previous
one. The following sequence will generate an RTP ooo of +2 (since there are two
occurrences): ..., 10, 11, 15,12, 16,17, 13, 14, 18, 19, ...
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RTP lag:

The maximum number of packet positions an out-of-order packet has been moved
relative to its correct position. So for example 1,2,3,5,6,7,8,4,9,10 will result in an
RTP lag of 4. The RTP lag is a good measure of how big a packet re-ordering buffer
is needed in the receiving equipment to re-order packets.

Min hole size:

Minimum number of consecutive dropped RTP packets.
1,2,3,10,11,12,15 gives a min hole size of 2.

The sequence

Max hole size:

Maximum number of consecutive dropped RTP packets.
1,2,3,10,11,12,15 gives a max hole size of 6.

The sequence

Min hole sep:

Minimum number of RTP packets separating any holes.
1,2,3,10,11,12,15 gives a min hole sep of 3.

The sequence

Num holes:

Number of packet loss sequences. The sequence 1,2,3,10,11,12,15 gives a num holes
of 2.

FEC mode:

The CoP3 FEC mode.

FEC drops:

Number of RTP packet drops in the main stream that the FEC could not correct.

C-FEC drops:

Number of IP packets in the column-FEC streams dropped.

R-FEC drops:

Number of IP packets in the row-FEC streams dropped.

Statistical parameters: MPEG-2 transport stream parameters

ES(AT): Number of seconds during selected period with Inter-packet Arrival Time higher
than associated Ethernet IAT warning threshold.
ES(MLR): Number of seconds during selected period with Media Loss (corresponding to number
of seconds with CC-errors).
ES(RTP): Number of seconds during selected period with RTP packet drops.
ES(overfl): Number of seconds during selected period with bitrate overflow.
ES(nosig): Number of seconds during selected period without signal.
Peak(IAT): Peak Inter-packet Arrival Time during selected period.
Sum(MLR): Sum of Media Loss during selected period (equals number of TS packets lost).
Peak(bitr): Peak stream bitrate during selected period.
MSYNC parameters
MSYNC URI URI of of the MSYNC object being decoded as given from the object URI field of

the object Info MSYNC packet.

Detailed Monitoring

The Detailed Monitoring pop-up is activated by clicking a stream line in the monitoring list.

The current parameters for the selected stream are displayed in the bottom of the dialog, as in the Joined
multicasts list.

Clicking the Clear button will clear all information about the selected stream, including PSI/SI analysis
data. Clicking the MediaWindow button will open the Media Window Selected channel view. This is
described in section 7.5.

Detailed Monitoring — Services
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Detailed Monitoring x
services || Event log || 1AT |
ServicelPil ir____|CCemors [Thumk [Type ________|PCR Sor |
|- 3 KELD T 12164 Mbps 5,206 Mbps 15691 Mbpe 0 a ATSC service
' - [2] 49 MPEG2 Videa 11.568 Mbps | 7.616 Mbps 15085 Mbp= | 0 [ ] MPEG2 Video v
a3 52 M3 Audio 394 416 kbps 390728 kbps | 400008 kbps 0 [i ] AC-3 Auddio
Ay 53 M3 Ao 197 208 kbps | 195360 kbps | 200,000 kbps O [i ] AC-3 Audio
- [199] 48 PMT 4512 khps 4096 khps 6.01E khps i} (i ] PMT
EI:l 4 1T 3.450 Mbps 1.07E Mbps £.212 Mbps o] a ATEC service
: - [2]65 MPEG2 Videa 3.249 Mbps G76.736 kbps | 6.006 Mbps i} [ ] MPEGZ Video v
- alea B8 A3 Ao 197 208 kbps | 195320 kbps | 200.000kbps O [i ] AC-3 Audio
- [19%] 64 PT 4512 khps 4096 khps 6.01E khps i} (i ] PMT
|:| 510 2404 Mbps 1.022 Mbps 6130 Mbps a [i ] ATEC service
.. Cther PIDs 138472 kbps 75445 kbps  G673.016kbps 0 Cther
hame E Idapping hlet bitrate i Curt bitrate  |Min bitrate
KELO inp 1 stream 1 4328 5 17 enp... TTSRTP 18121 Mops | 0 36 ] 3 19.400 Mbps | 19.376 Mbp:
k
.

The 10G Probe is continuously gathering detailed information for the selected multicast. The VB330 will
continue updating the detailed information for the selected multicast until another is selected.

The Detailed Monitoring — Services view lists detected MPEG-2 TS services (by analyzing the PSI/SI
tables), providing the following aggregate information for each service:

Service/Pid: For each service, the service-name or service-id is obtained from the PSI/SI tables.
PIDs that do not belong to a service are denoted ‘Other PIDs’. The service ID is
presented in square brackets.

Bitrate: Service bitrate in bits per second

Min bitr.: Minimum service bitrate in bits per second

Max bitr.: Maximum service bitrate in bits per second

CCerrors: Number of Continuity Counter occurrences

Thumb: Click the (@) icon to access the Thumb pop-up view, explained below

Type: The list entry service type or PID type
PCR: This field will be checked if the corresponding PID carries PCR
Scr:  This field will be checked if the corresponding PID is scrambled

Detailed Monitoring — Event Log
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Detailed Monitoring

Event log

Y

Time Jescriti
2020-11-04 13:45:41 SIGHAL First packet received 2
2020-11-03 16:30:49 SIGMAL First packet received 2
2020-10-30 075541 SIGHAL First packet received 2
2020-10-2910:10:38 SIGHNAL First packet received 2
2020-10-29 09:45:38  SIGHNAL First packet received 2
2020-10-28 22:55:41 SIGHNAL First packet received 2
2020-10-25 21:50:41 SIGHAL First packet received 2
2020-10-28 07:30:45 SIGHNAL First packet received 2
2020-10-25 05:25:47  SIGHNAL First packet received 2
2020-10-27 20:50:44 SIGHNAL First packet received 2
2020-10-27 05:49:46  SIGHNAL First packet received 2

hiepping

e et bitrate
KELO ing 1 stream 1 5055 5 17 enp... FTSRTP

18122 Maps 0 24 0 3

Mame

tlin bitrate

Curr bitrste
19.417 Mops | 19.358 Mbpe
3

The event log contains informative text that may prove helpful for diagnosing transport and bitstream
level errors.

Detailed Monitoring — IAT

Detailed Monitoring x

Services || Event log m

Inter Arrival Time histogram

14K

2030 I

302

44 it

p I

N I !
1T 247z 494y Ta4lps 955z

1.235ms

[&uto zoom|[Zoom in || Zoom out| Logarithmic scale

Mapping

KELZ inp 1 stream 1 16m 5 17 enp... TTSRTP

Clear |AT

us}

Iet bitrate
18143 Mbps 0 36 0 3

Mame PlD= Curr bitrate
19.436 Mbps | 19.293 Mbps

3

tin bitrate

In the Detailed Monitoring — IAT view, the Inter Arrival Time histogram shows the accumulated
number of IAT measurements within each presented interval. Vertical green lines indicate the maximum
and minimum IAT values. By clicking the IAT range buttons it is possible to change the zooming of the
graph. If the Auto zoom button is pressed the diagram will auto-scale to always include the minimum and
maximum IAT readings.

The IAT histogram is a very useful and intuitive measure of how well the network is performing in terms
of forwarding real-time traffic. A predictable and tightly bunched graph indicates small levels of network
jitter. An unbound graph indicates network jitter issues typically brought forward by traffic congestion or
misconfigured routers. Clicking the Clear IAT button will clear the IAT graph.
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Note that for variable bitrate streams the IAT histogram will show a very different IAT distribution
compared to the histogram for a constant bitrate stream. The histogram in the screenshot above displays
the IAT distribution for a CBR stream.

For SMPTE ST 2022-7 combined streams, the path differential (PD) is shown instead.
Detailed Monitoring — MSYNC

Detailed Monitoring x

[# ] [Received ___JAge _[OblectiD |
12| test_object 2959 656.01 k 463 /463 33s | Oxbef

11 test object 2960 43479 k 307 307 28s | Oxb30

10 test_ohject 2961 15139k 107 1107 245 | Oxb9l

9 | test_object_2962 696.74 k 452 f 4592 23s | Oxb92

8 | test_object_2963 66.07 k 47147 175 | Oxb93

7 | test object 2964 612.08 k 432 432 17s | Oxb84

6 | test_object_2965 26047 k 177 1177 125 | Oxb95

5 | test object 2966 601k 26126 10s | Oxb96

4 | test_object_2967 3890k 28128 9s Oxba7

3 | test object 2968 20247k 1431143 s Oxb98

2 | test_object_2969 6848 k 49149 7s 0xb99

1 test object 2970 50.04 k 64 /64 7s Oxba

* | test_object_2971 45719k 3231323 6s Oxb8b

14 test object 2957 12204k 87187 40 s | Oxb8d

13 test_ohject 2958 639.71k 452 f 452 395 | OxbBe

e e o e L

NC_233.26.74.1 Ths 1 enp... MSYWNC3RTP |8991.704kbps 0O 0 (1} 0 491.704 kbps | 991.544 kbps

When MSYNC monitoring is enabled for a stream, this view displays a list of the objects received. To
enable MSYNC monitoring, the stream may be configured as MSYNC in Multicasts — Streams — Edit.

The probe retains a list of the last 15 objects received for each stream configured as MSYNC. As new
objects are received, they are appended to the bottom of the list. When the probe has filled up the list, it
starts writing new objects from the first row again, thereby overwriting the oldest objects. This facilitates
viewing the objects which have been received within the last update. In addition it makes reading the lines
easier as only the minimum amount of rows are changed between each view update.

The following columns are defined:

# Object receive order. The most recently received object is indicated with an asterisk (*).
The oldest object received is 14.

Object URI The URI of the object as given from the object URI field of the Object Info MSYNC
packet. If the file contains control information, i.e. the object type field of the Object
Info MSYNC packet is equal to control or Media manifest, the URI is displayed as
a link and the content of the object may be downloaded. The size of the file which the
probe keeps is limited to 1 MiB. If the file was not received in its entirety, there will be
gaps in the file.

Size The size of the object as specified by the object size field of the Object Info MSYNC
packet.

Received Number of packets received / Number of packets in the object. Any difference between
these two numbers indicates packet loss. The number of packets in the object is given
by the number of MSYNC packets field of the Object Info MSYNC packet.
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Age The age of the object. This is calculated as the difference between the current time and
the reception time of the object Info MSYNC packet.

Object ID The id of the object as given from the object identifier field of every MSYNC
packet.

The Thumb View pop-up is accessed by clicking an information icon in the Detailed Monitoring —
Services view. The pop-up window is identical to the one displayed in the Thumbnails view. For more
details, see chapter 6.4.1.

7.4.2 Multicasts — Parameters — Fields

Parameters | Surmmary || History || Detect || Join || Streams || Etheretthresh,
Custom monitoring parameter selection
Common Dizplay in list De=cription
Thumk L Thumbnsail
Mame b Mame of stream (i.e. channel
Signal b Time =ince last signal loss
Page Which page a multicast is azsigned to
CPU Which CPU core stream is processed on
Inpast b Ethernet input of stream
Mapping b Howy MPEG packets are mapped into RTP or UDP packet=
IP Dizplay in list Description
Curr bitrate b Instant bitrate (last 1000 ms) of UDP payload
hin bitrate b Min Curr bitrate
M hitrate b Mz Curr hitrate
IP packets Mumber of IP packets
Dst address b Multicastiunicast destination address © paort -
Epply
Select parameters that are to be displayed in list. List will load faster if fewer parameters are selected.

The Multicasts — Parameters — Fields view enables selection of the parameters to be displayed in the
Multicasts — Parameters view. They are only in effect when User-defined parameters is selected as
shown in Multicasts — Parameters. Note that thumbnails must also be enabled in the Setup — Params
view for thumbnail availability.
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7.4.3

Multicasts — Summary
Parameters || Summary | Histur\,r|| Cetect ||Jnin || Streams || Ethernetthresh.
Overall eth streamn status Probe Full Service Monitoring status
MEth streams with active slarms:3 Interface bitrate; 29 447 Mbps honitaring: 7 F 29 397 Mbps EEnablediOr; 242

Summary for each page

OK  ES(MLR) ES(RTP) ES{overfl) ES(nosig) OK  ES(MLR) ES(RTP} EStoverfl) ES(nosig)
H orm 33 11m 4973 0 0 Maior O Pt 040 0 ] 0 0
m Pz 14 o 0 o 150 Minar O P2 040 0 o o o
O Pz 0/0 0 0 0 0 O 3 040 0 o 0 o
[ P4 0i0 o 0 o 0 O P4 040 0 o o o
O ps  0/0 0 0 0 0 O Ps 040 0 o 0 o
[ P& 0J0 o 0 o 0 O P& 040 0 o o o
0 pf  0i0 0 0 0 0 O Pz 040 0 o 0 o
O P& 0J0 0 0 0 0 O P& 040 0 o 0 o
[ Pa  0i0 o 0 o 0 O pa 040 0 o o o
0 PO 0/0 0 0 0 0 O P20 040 0 o 0 o

|E=-4d |[ES-24h] [E5-8h | [ES-20m | [ES-1m|

The intention of this page, together with the alarm list, is to provide enough information for the operator
to immediately see if there is anything seriously wrong with one or more Ethernet input streams. The
overall status for the Full Service Monitoring (FSM) is also shown.

Throughout this view the bulb colors indicate the most severe active alarm. They may be green (no alarm),
yellow (warning), orange (error) or red (major). The bulb color is based on user-defined alarm severity
settings for each alarm. A grey bulb indicates that monitoring is disabled.

The following Ethernet parameters are shown:

Eth streams withactive alarms: Shows the number of streams that are presently in an alarm state.
Note that the number of alarms counted refers to default settings,
and alarms disabled by the user will still be counted.

Interface bitrate: This is the total bitrate sensed on the data/video interface(s). It
should be greater than or equal to the Monitoring bitrate.

Monitoring: This is the total number of Ethernet streams monitored and the
total bitrate for these streams.
Full Service Monitoring status: The number of enabled FSM services / number of OK FSM ser-
vices

The probe is capable of monitoring several thousand streams simultaneously. The probe splits streams into
pages for easy handling. Each of the 30 predefined pages can be given a name and have a user-defined
number of streams associated.

Part of the page-status is error-second statistics for the fundamental parameters MLR, RTP, overfl and
nosig summed across all streams belonging to that page.

The error-second statistics interval is selected by clicking the buttons. For example, clicking the ES-8h
button will present error-seconds for the last 8 hours. If 10 streams for a page have been without signal
for the last 8 hours, the nosig will show as 80hours.
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The following parameters are presented (note that the error second values are accumulated from probe
boot time, and they will only be cleared by reboot or by clicking the Clear all counters button in the Main
view):

‘Bulb’: The bulb indicates the most severe active alarm for any of the streams on the page. Active
alarms are located on top of the alarm list. The alarm severity is reflected by the color of
the associated icon.

Next to the bulb is a link that will lead to the Monitoring page if pressed. The Monitoring
page will present error-second statistics for each stream individually.

OK: Shows how many of the streams monitored on this page are without active alarms

ES(MLR): Number of seconds in selected period with continuity counter errors in the MPEG2
transport stream (which corresponds to the number of seconds with non-zero Media
Loss Rate).

ES(RTP): Number of seconds in selected period with RTP packet-drop

ES(overfl): Number of seconds in selected period with bitrate overflow

ES(nosig): Number of seconds in selected period where no signal (i.e. no data) was received

Multicasts — History

Parameters || Summary || History || Detect || 4P || Join || Streams || Ethemet thresh.
Alarm and event history
Range: 22h4am Histary over 24h - sach bar is 15m r Available graphs -
1 Mo signal
CCetr
Mo signal -
RTPdrop I
RTPdup [}
141 RTPooo ]
Tat bitr O
CCerr —
L | I| tdan hitr I
- e 1 I | RIC errs [l
13:005u 16:005u 15:005u 22:005u 000K o 04:00Mao 07:00Mo 1 0:00Mo 11:45Mao —
Apply
[~4 days |[~24 hours|[~8 hours|[~90 min | [Clear pistary |

The probe keeps statistical Ethernet information for the last 4 days for visual inspection in the history
timeline view.

Each bar in the histogram corresponds to a number of events that occurred within a certain time interval.
The interval that each bar represents depends on the scale, from 1 minute (when 90 min is selected) to 1
hour (when 4 days is selected).

Clicking the Clear history button will reset all history graphs.

Tool-tip information is available for each bar and shows the time-interval for the bar and its exact value.
For example, the tool-tip information ‘1315-1330:2° means that within the time interval 13:15-13:30
there were 2 occurrences.

The histogram is updated every minute.

Any subset of the following parameters can be selected, click the Apply button for changes to take effect:
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No signal: The number of streams that reported the ‘No signal’ alarm during the interval represented
by the bar.

CCerr: The number of times a discontinuity has been detected for all the MPEG-2 Transport
Stream continuity counters in the interval represented by the bar. This parameter corre-
sponds to the sum of CC errs reported by all streams.

RTPdrop: Accumulated number of dropped IP-frames due to network errors in the interval repre-
sented by the bar. This parameter corresponds to the sum of RTP drops reported by all
streams.

RTPdup: Accumulated number of duplicate IP-frames in the interval represented by the bar. This
parameter corresponds to the sum of RTP dups reported by all streams.

RTPooo: Accumulated number of times a packet has been found to be out of order in the interval
represented by the bar. This parameter corresponds to the sum of RTP ooo reported by
all streams.

Tot bitr: Bitrate sensed on the data/video interface(s).

Mon bitr: Bitrate on the data/video interface(s) corresponding to joined multicasts.

NIC errs: Detected NIC errors. NIC errors are most likely caused by a bad cable or a misconfigured
router. A NIC error may impact packet loss measurements such as CC errors and RTP
errors.

Note that the history graphs show the sum for all streams being analyzed across all pages. So for example,
if two streams experience No signal at the same time the No signal graph will increase by 2.

7.4.5 Multicasts — Detect
Please see chapter 7.7.2 on page 121.

7.4.6 Multicasts — SAP

Parameters | | Summany || History || Detect || SAP | [ Join | [ streams | | Ethemet thresh |
239.255.0.2 1008113 FEM HD eth no | SAP TSRTP
239.255.0.3 1008113 WOX HD ethi no | SAP TSRTF
239.255.0.4 1008113 TwNorge HD eth ves | SAP TSRTP
239.255.0.5 1008113 TV 2 News HD ethi no | SAP TSRTF
239.255.06 1008113 C Mare Golf HD eth no | SAP TSRTP
239.255.0.8 1008113 Mat Geo HD (M) ethi no | SAP TSRTF
239.255.0.10 1008113 239.255.0.10:5500 Mot Present(7:B (TP C13):7007) eth no | SAP TSRTP
230.255.012 1008116 Music sthi no | SAP TSRTP
239.255.0.20 1008116 CNBC Europe eth no | SAP TSRTP
239.255.0.23 1008113 TLC Sverige HD ethi no | SAP TSRTF
239.255.0.24 1008113 239.255.0.24:5500 Mot Present(7:B (TP C131:.7054) eth no | SAP TSRTP
233.255.0.26 1008113 239.255.0.26:5500 Mot Present(7:B (TP C131:.7006) ethi no | SAP TSRTF
239.255.0.27 1008113 TLC Norge HD ethil no | SAP TSRIF |~

Live vigswe |[view list offine | [Add selected to stream list| [ Add allto stream list|

The SAP view displays streams announced using the Session Announcement Protocol, detected by the
VB330.

As long as Enable SAP discovery is enabled in the Setup — Params view, the VB330 will continuously
try to detect streams. Click the View list offline button to view the stream list in offline mode. Click the
Refresh button to update the stream list in offline mode.
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The source address makes it possible for the 10G Probe to distinguish between multicasts with the same
destination IP address and port, provided that Source specific multicasts has been enabled in the Setup —
Params view.

If the stream is currently joined by the 10G Probe (i.e. the VB330 is currently monitoring the stream), the
Joined field is set to yes.

Detected streams can be added to the VB330’s stream list by selecting streams and clicking the Add
selected to stream list. To add all detected streams the Add all to stream list button can be pressed.

7.4.7 Multicasts — Join

Parameters || Summary || History | Join | Streams || Ethemnet thresh.

Selection of multicasts and unicastiin menitor (multicasts are joined)
r Available multicasts/unicasts r Multicasts/unicasts to monitor

NRK_2 (239.255.0.2:5500) NRK_1 (239.255.0.1:5500) Pote: [Pl
STAR@MCAST (239.255.0.6:5500) TV2_NORWAY (239.255.0.3:5500) Poz2lez [P12]
ANIMAL_PLANET (239.255.0.14:5500) TVNORGE (239.255.0.4:5500) Fos|  [P13)

BBC_LIFESTYLE (239.255.0.15:5500) SHOWTIME (239.255.0.7-5500) Foa]  [PW)
BBC_ENTERTAINMENT _> | | CNN_EUROPE (233.255.0.10:5500) [Pos| [PLs)

s | MTV_NORDIC (239.255.0.12:5500) [Pos|  [PLg]
BLOOMBERG_TV (239.255.0.17:5500) | == | | DISCOVERY_WORLD (239.255.0.13:5500) [PO7]inio [PL7]

BBC_WORLD (239.255.0.19:5500) TVZ_NYHETSKANALEN [Fos] [Pig]

CNBC_Europe (239.255.0.20:5500) (239.255.0.58:5500) Pos] [P
NAT_GEOGRAPH (239.255.0.21:5500) TV2 Sport (239.255.0 5:5500) P10

BOOMERANG (239.255.0.22:5500)

TCM_NORDIC (239.255.0.25:5500) . [Flush page] [Fill page (+10/page)]

[Flush all]  [Fill all (+10ipage)|

In order for the defined Ethernet multicasts to be monitored by the probe, they must be joined. The
Multicasts — Join view and the Multicasts — Streams view allow the user to select which multicasts
that are joined by the probe.

Streams defined in the Multicasts — Streams view will appear as available streams on the left hand side
of the arrows in this view. Select streams to be monitored by clicking them and moving them to the right
hand side of this view using the arrow. Changes should be confirmed by clicking the Apply changes
button.

Joined streams may be freely associated with the 30 probe pages.
The streams will be presented in the Joined multicasts list in the Multicasts — Parameters view.

It is possible to flush or fill the multicasts/unicasts to monitor list by clicking the corresponding button.
Note that these operations will take effect immediately; it is not necessary to click Apply changes for
multicasts to be joined or unjoined.
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7.4.8

Multicasts — Streams

Parameters || Summary || History H Detect| SAP || Join | | Streams || Ethernet thresh.
Multicasts ol
: thermet thresh [V thresh
FEM HD Edit W W 2. 0.2 5500 SFP+ A Default Detault Defautt Default
WOR HD Exiit v v 23823503 =500 o SFP+ & Detfaul Detautt Detautt Defautt Defautt
TMorge HD Edit W W 23925504 5500 a SFP+ & Default Detault Default Default Default
T4 2 Mewws HD Eclit v v | 239295035 5500 a SFP+ A Default Drefauitt Drefautt Default Default
i More Golf HD Eciit W ¥ | 23925508 5500 [u} SFP+ & Default Dretauitt Drefautt Default Default
Mt Geo HD (M) Eciit W W | 23925508 5500 o SFP+ A Default Dretauilt Drefaultt Default Default
239.255.0.10:5500 Mot P Exclit v v 238255010 5500 1] SFP+ A Defauk Detautt Defautt Default Default
Ahduzic Ediit v v 238255012 =500 o SFP+ A Defaul Detautt Defautt Defautt Defautt
CNBC Europe Exiit v ¥ 239255020 5500 o SFP+ & Defaul Detautt Detautt Defautt Defautt
TLC Sverige HD Eciit W W | 239295023 5500 a SFP+ A Default Drefault Default Default Default
239.255.0.24:5500 Mot P... Ediit v ¥ 239255024 =500 o SFP+ & Defauk Detault Default Default Default
239.255.0.26:5500 Mot P... | Edlit v v 238255026 =500 o SFP+ A Defauk Detault Default Default Default o
T Wl P [ i aenacc AT oo A cona (RS Frctra b ot Frmboa b Frrboa b

»

Streams: 128
[#chd newe| [Edit selected| [Delete selected| N0 £dd M| [Distribute ETR engines| Startjoin | Page1 ¥
|Join seleded| \Unjoin selected| |Fi|| pages| |Unjoin all‘ |Fie|ds. ‘

In this view the operator can define multicasts available to the probe and associate a name with each
multicast address. This name will be used by the probe when referring to the multicast. If no name has
been defined the probe will use the multicast address:port notation.

It is possible to add, delete or edit several entries simultaneously. Several entries are selected by using the
regular Ctrl + click or Shift + click functionality. When adding new entries the current dialogue values
will be used as the template with the values for Name and Address incremented for each.

Note that both multicast and unicast addresses can be entered here.

The Distribute ETR engines button will distribute the selected streams, with ETR disabled, on the unused
ETR engines. An ETR engine is considered unused if no stream with ETR enabled is assigned to it.

The search field in the upper right corner of the view allows the user to type a text string, and the multicast
list is updated to display only streams matching the specified text.

Clicking Add new or selecting one or more multicasts and clicking Edit selected will open the Multicast
— Streams — Edit pop-up view. When multicasts have been defined, clicking Join selected will join the
selected multicasts and enable monitoring. The probe will only analyze joined multicasts. Clicking Join
all will join all multicasts in the list (up to the licensed maximum number of channels). Unjoining one or
more multicasts is done by selecting multicasts and clicking Unjoin selected or by clicking Unjoin all.

When the Edit button is clicked it is possible to define the following multicast parameters (note that some
parameters are only relevant and selectable when the probe is equipped with the correct options):

Edit Multicast X

General |[ sourcesissm || ETR || Content || T2mi| [srT | [ advanced |
Property Value Description
Mame [Masa UHD | Iclertifier for referring to this stream
Group Names |Group names, separated by c| Groupz that thiz stream helongs to
Address [z39.2s5.0.26 | hulticastiunicast address
Port Multicastinicast port
Ethernet thresholds Defined in MulicastsEthernet thresh,
WBC thresholds Defined in Setup/vBC thresh
Join stream _ Check to monitar stream
Extract thumbnails Check to extract thumbnails
Join interface On which interface to monitor stream
Page On which page to display stream

Apply changes
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General

Name:

A name should be assigned to each unicast/multicast. The name will be used
throughout the VB330 user interface when referring to this stream. It may
also be used by an external management system like the VBC Controller.

To enable SMPTE ST 2022-7 monitoring, create two streams with the same
name, but with a different class name, for each of the paths, and enable
SMPTE ST 2022-7 monitoring on the Advanced tab. The class name is
everything added after @ in the name.

Group Names:

A comma separated list of groups this stream belongs to.

Address:

The IP address of the unicast or multicast. For a SRT, T2MI inner or SMPTE
ST 2022-7 combined stream, enter a dummy address that falls within the
range 224.0.0.0 to 239.255.255.255.

Port:

The port number of the unicast or multicast. For a SRT, T2MI inner or SMPTE
ST 2022-7 combined stream, enter a dummy port number.

Ethernet thresholds:

The Ethernet thresholds specify various error limits. Selectable Ethernet
thresholds templates are defined in the Multicasts — Ethernet thresh. view.
For a T2MI stream select a dummy threshold template.

VBC thresholds:

The VBC thresholds specify various error limits to be used by VBC Controller
to generate alarms. These thresholds are only relevant if the VBC Controller
is used. VBC threshold templates are defined in the Setup — VBC thresh.
view.

Join stream:

Check the ‘Join stream’ check box to join a multicast or unicast. Only joined
streams are analyzed. A stream may also be joined from the Multicasts —
Join or Multicasts — Streams views, and the status of this check box will be
updated accordingly.

Extract thumbnails:

When enabled, the probe will generate thumbnails for this multicast. In order
to enable this option, Extract thumbnails also needs to be enabled in the Setup
— Params view

Join interface:

Select which interface to join the selected multicast. The data interface(s) are
listed, as well as any enabled VLAN interface (defined in Setup — VLAN:S).

Page:

For easy navigation, each stream can be assigned a specific page. The names
of the pages are defined in Setup — Pages.
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Edit Multicast x

General || SourcesiSSM || ETR || content || Tami || srT || Advanced |

Property Value De=zcription
Source 1 |1 0.0.2067 Uszername Source address
Source 2 |1 0.0.20.65 Username Additional zource (use 0.0.0.0 for none)

Source 4 |D.D.D.D Username |Mame of this souw| Additional source (use 0.0.0.0 for none)
Source 5 |D.D.D.D Username |Mame of this sou| SAdditional source (use 0.0.0.0 for none)

The multicast wil be joined with any nonzero source-address.
For any source address match the Mon page's Sre address column will display the Username.

Source 3 |D.D.D.D | Username |Mame of this sou| Addtional zource (use 0.0.0.0 for none)

Sources/SSM

Source 1: If a zero source address is specified for a multicast it will be joined without a source.
This allows both source specific multicasts and non-source specific multicasts to co-exist
in the same network and be joined by the VB330.

Source 2-5: Additional SSM source addresses may be specified to enable back-up solutions. Note
that it is the operator’s responsibility to ensure that a multicast is only transmitted by
one SSM source at any time.

Username: For each of the sources listed it is possible to specify a name for this source. In the
Multicasts — Parameters view, this name will be displayed in the Src address column
instead of the source IP address. This can be used to easier distinguish between the
main and backup transmitters etc.

Edit Multicast x
General || Sources/SSM ”ﬁ“ Content || T2Ml || SRT || Advanced
Property Value Description
Enahble ETR Check to monitor ETR for this stream
Select ETR engine (1400 Select which ETR engine shauld monitor this stream
ETR thresholds Defined in ETR 200/ETR thr.
PID thresholds Defined in ETR 23010 thr.
Service threshalds Defined in ETR 280/Service thr.
Reference table set Defiried i ETR 280/Ref thr

ETR (ETR290 Option)

Enable ETR: ETR monitoring of a stream will not take place unless it is enabled by this
setting. This parameter is only relevant if the probe is ETR enabled.
ETR monitoring is not supported for SMPTE ST 2022-7 combined streams.
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Select ETR engine:

If the probe is licensed for several Ethernet ETR engines the user may select
which engine should be used to analyze the stream. The default ETR engine
selection is IPTV1. It is also possible to use the Distribute ETR engines
button described above to assign streams to engines.

ETR thresholds:

The ETR thresholds specify various error limits and alarm conditions. Se-
lectable ETR thresholds templates are defined in the ETR 290 — ETR thresh.
view. The round-robin cycling time is also defined by this threshold template.
This parameter is only relevant if the probe is ETR enabled.

PID thresholds:

The PID thresholds specify various error limits and alarm conditions. Selectable
PID thresholds templates are defined in the ETR 290 — PID thresh. view.
This parameter is only relevant if the probe is ETR enabled.

Service thresholds:

The Service thresholds selection defines various error limits and alarm con-
ditions. Selectable service thresholds templates are defined in the ETR 290
— Service thresh. view. This parameter is only relevant if the probe is ETR
enabled.

Reference table set:

The Reference table set selection is used to compare the tables in the transport
stream with a set of stored tables. These tables are defined in the ETR 290 —
Gold TS thresholds view.

Edit Multicast x
General || Sourcesigsm || ETR || Content |[Tami || RT || Advanced
Property Value De=cription
Group reference I:I Select as reference stream for EBP group jitter measurements.
Cortert threshalds | Freeze-frame v | Defined in Cortert/Cortent thresh.
Service thresholds | MRK service threshaold b | Defined in Content/Service thresh.
Content schedule ‘Wwhen not to generate content alarms; defined in SetupiScheduling
Content
Content thresholds: The Content thresholds specify content alarming options. Selectable Content

thresholds templates are defined in the Content — Content thresh. view.

Service thresholds:

The Content service threshold group that should be assigned to the multicast.
Content service threshold groups that have been defined in the Content —
Service thresh. view are available for selection from the drop-down menu.

Content schedule:

The scheduling scheme that should be assigned to the content monitoring for the
multicast. Scheduling schemes that have been defined in the Setup — Schedul-
ing view are available for selection from the drop-down menu. Scheduling
allows masking content alarms at predefined time periods. The schedules can
be overridden for specific services using Content service thresholds.
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Edit Multicast x

General || Sourcesissm || ETR || content || T2M1 || srT || Advanced

Property Value De=scription

Cortainer stream | HatBird 4k:1 b | Container stream for thiz T2Ml inner stream
Data PID PID of container stream

PLP IC | Use first PLP_ID detected w | PLP IC of thiz inner stream

Up to 25 T2MI streams can be monitored in parallel (simultaneously by different ETR engines). f more streams are
added they will not get TS Sync.

Inner T2Ml streams are presented in the ETR290 menus of thiz device and not in IP specific views such as Mulicastz/Parameters
or M. IP seftings are ignored for these streams.

‘When Data PID or PLP ID iz changed the streams need to unjoined and then joined agsin for the sefting to take effect.

T2MI (T2MI Option)

Container stream: For a T2MI inner stream the container stream (outer stream) must be specified.
Select the container stream from the drop-down menu. For streams other than
T2MI inner streams (none) should be selected.

Data PID: The container stream PID carrying the inner stream

PLPID: The PLP ID for the inner stream. Select a fixed PLP ID value from the drop-down
menu or specify that the first detected PLP ID should be used.

Edit Multicast X

Genaral || SourcesiSSh || ETR || Contentl SRT |Advanced

Property Value Description

Enahle Check to manitar
Moce: Listener ~ Mode of operation
Port 1024 SRT port

Host Host to call Host to call
Passphrase [Encryption key Encryption key
Latency 120 ms Receiver-zide latency
Stream D0 |Stream 1D Stream D

SRT streams are monitored az if they were received as regular multicasts with zome additional measurements.
The IP and port settings under the 'General' tab are ignored for these streams.

Caller: The probe sends the connection request to the peer, which must be listener, which initistes the connection.
Listener: The probe waits to he contacted by any peer caller.
Rendezvous: & connection where both parties are equivalent and both sttempt to intiste 2 connection simuttaneously.

SRT

Enable: Enable to monitor SRT stream

Mode: The mode of operation the probe should use; either a Listener, a Caller or Rendezvous.

Port: The port number to receive the SRT stream through.

Host: The host address of the SRT stream source. (ignored for Listener mode)

Passphrase: In case the SRT stream you want to receive is encrypted. If left blank the stream is
assumed to be unencrypted.
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Latency: Defines the minimum receiver buffering delay before analyzing the video content in an
SRT data packet. A larger value gives a larger window of time for the SRT protocol to
retransmit lost packets, and vice versa.

Stream ID: A free-form string sent by a caller to the opposing listener during connection initiation.
Will have no effect if set on Rendezvous or Listener mode.

The probe currently supports up to 10 concurrent SRT receive sessions. When operating SRT in Listener
mode the probe will await an external caller to connect to the specified UDP port before data reception
occurs. Select the network interface to listen on under the General tab.

More information on SRT streams can be found in D Appendix: SRT Streams.

Edit Multicast

General || Sourcesrgsm || ETR || content || T2mi || gRT || Advanced

Property

Haz FEC

SMPTE ST 2022-7 monitoring
L2TP Session ID

MABR Type

current stream.

To monitar SMPTE ST 2022-7 Seamless Protection Switching, enable the checkbox above and configure two paths as separate
streams with the same name, but qualified with class names ("@" sign followed with @ name). The IP settings are ignored for the

Value Description

[} Enable FEC monitaring for this stream

I:I Enable Seamless Protection Switching monitoring
L2TP Ses=ion ID for Remote PHY

MSYNC v MABR Type

ﬂ

Advanced

Has FEC:

The stream carries COP3 (SMPTE ST 2022-5) Forward Error
Correction. If enabled, statistics about FEC drops and correctible
errors will be reported for the stream.

SMPTE ST 2022-7 monitoring:

This is a Seamless Protection Switching (SMPTE ST 2022-7)
combined stream.

Session ID:

The session ID of the L2TP stream is specified here (or O if not
used). It is used together with the multicast address to identify the
L2TP stream.

MABR Type:

The MABR kind. Possible values are: Disabled and MSYNC.
When the setting is Disabled, the stream is decoded normally.
When set to MSYNC, the stream is interpreted as MSYNC. If the
stream may be decoded as MSYNC, the MSYNC objects received
are stored and listed in Detailed Monitoring — MSYNC.

Seamless Protection Switching (SMPTE ST 2022-7) monitors the same stream transmitted twice. The
probe verifies that the two streams combined do not have packet loss and the jitter between the two
streams. When two multicast/unicast streams are selected, the probe will report errors report errors if the
same RTP packets are missing from both streams. Errors are also reported if the timing between the two
stream exceeds the threshold settings.
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7.4.9

To enable SMPTE ST 2022-7 monitoring, set up a combined stream with the SMPTE ST 2022-7
monitoring checkbox enabled. The IP settings are ignored for this stream. Then set up the two path
streams, giving the same name, but with different class names. The class name is everything added after
@ in the name.

The VB330 supports monitoring as a receiver class C for SBR streams, as defined in SMPTE ST 2022-
7:2019.

L2TP (remote PHY) streams are mapped into multicasts. In order to identify the correct stream the
multicast address is entered in the General tab and the session ID of the L2TP stream is specified here.
The port number is not used, and will be shown as 0.

To identify available L2TP session IDs, join the stream first and then use the Multicasts — Detect view
to see the session IDs that are available. Both IPv4 and IPv6 is supported.

If the L2TP stream carries valid sequence numbers, dropped or duplicated frames will be analyzed by the
10G Probe in a manner similar to RTP streams.

Multicasts — Ethernet thresh.

Parameters  Summary  History  Detect SAP  Join  Streams  Ethernet thresh.

Threshold presets
These thresholds are used to scale graphs, generate probe alarms and to determine when an error-second has occurred
Refs |&T-MLR er .. |IATMLR we . |Max bitrate (Mo bitrate Mo signal ms |RTP drops [SRT drops m
Defautt a S0:5 4501 1000 1 Eddit
™ 27 05 431 1000 1 v Edit
Racdio g 150:58 13001 1 01 1000 1 J Eddit
HDTY 1 306G 201 a0 1 1000 1 v Edlit

Thresholds: 4

[ newe threshold| [Duplicate selected | [Delete selected | [Edit selected|

Thresholds are used to determine when to actually raise an alarm upon detection of an error. The Ethernet
thresholds are used for generating Ethernet probe alarms as well as for calculating error-seconds. Error
seconds and ETH probe alarms are issued whenever measurements exceed the defined threshold levels for
a parameter. Ethernet thresholds are also used to scale some graphs like the MediaWindow graphs. The
alarm level of each of these alarms is set in the Alarms — Alarm setup view. Note that it is also possible
to disable alarms in the Alarms — Alarm setup view.

The Multicasts — Ethernet thresh. view makes it possible to define threshold values that operate at
stream level. Thresholds are associated with each stream in the Multicasts — Streams — Edit view.
There are two different ways of creating user-defined thresholds. To create a new threshold template
from scratch the operator should click the Add new threshold button. A pop-up window will appear
allowing the user to define alarm conditions. Another way of creating a user-defined threshold template is

by highlighting one of the threshold templates already defined and then click the Duplicate highlighted
button.

Deleting a threshold template is done by highlighting the threshold template that should be removed and
clicking Delete selected. It is possible to delete or edit several entries simultaneously. Several entries are
selected by using the regular Ctrl + click or Shift + click functionality. Click the Edit button to edit one
or more selected threshold templates. Note that the predefined ‘Default’ threshold template cannot be
deleted or changed.
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In the threshold presets list the ‘Refs’ column displays how many streams are associated with each stream
threshold template.

Edit Threshold »
Hame [T%-vER |
Parameter Threshold Format Corresponding probe alarmis)
|&T:MLF: error n.rn |&T == grr-thresh, MLR == err-thresh
1&T:MLF wearning n.nn IAT == warn-thresh, MLR == warn-thresh
Mla: bitrate Tolboit Sz Bitrate over flow:
hofiry bitrate holbait = Bitrate underflow
hla sigral 1000 ms ha sigral
RTP cirop limit n RTP packet drop
SRT drop limit n SRT packet drop
lgnore PID loss pl p2,... CCskips, MLR ==thresh
Store in timeling

PIDs listed in lgnore PID loss wil have packet loss ignored in the Medisindowy, Bthernet History araph and
Ethernet slarms.

If IAT ot bitrate thresholds are set ta 0, they will be ignored.

|Close| |Apply changes

Ethernet thresholds
Name: A text string that identifies the Ethernet threshold

IAT:MLR error: This threshold contains error limits for IAT (Inter-packet Arrival Time) and
MLR (Media Loss Rate).
The IAT limit, in milliseconds, is the first parameter (before the colon), the
MLR limit, in number of TS packets, is the last parameter. If the IAT limit
is exceeded the alarm ‘IAT >= err-thresh’ will be raised. If the MLR limit
is exceeded the alarm ‘MLR >= err-thresh’ will be raised. The severity (and
hence the color used in the MediaWindow view) for IAT:MLR errors depend
on the severity assigned to these alarms in the Alarms — Alarm setup view.
Note that error seconds based on MLR are counted regardless of this threshold
if one or more packets are missing.

JAT:MLR warning: This threshold contains warning limits for IAT (Inter-packet Arrival Time) and
MLR (Media Loss Rate).
The IAT limit, in milliseconds, is the first parameter (before the colon), the
MLR limit, in number of TS packets, is the last parameter. If the IAT limit is
exceeded the alarm ‘IAT >= warn-thresh’ will be raised. If the MLR limit is
exceeded the alarm ‘MLR >= warn-thresh’ will be raised. The severity (and
hence the color used in the MediaWindow view) for IAT:MLR errors depend
on the severity assigned to these alarms in the Alarms — Alarm setup view.

Max bitrate: The maximum bitrate in Mbit/s. An alarm will be raised if the stream bitrate
exceeds the maximum bitrate.

Min bitrate: The minimum bitrate in Mbit/s. A value of O will never generate an alarm. A
value of 0.1 Mbit/s will generate an alarm if the minimum bitrate threshold is
less than 0.1 Mbit/s.

No signal: Number of milliseconds without receiving any signal before the ‘No signal’
alarm is raised
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RTP drop limit:

If the number of lost RTP packets exceeds the RTP drop limit an alarm will be
raised. Note that error seconds based on packet drops are counted regardless of
this threshold.

For RTP MSYNC streams this threshold is also used to raise the ‘MSYNC
data missing’ alarm. If the MSYNC stream is not RTP encapsulated then
the ‘MSYNC data missing’ alarm will be raised if the number of IP packets
received for the MSYNC object is less then the number of packets signaled by
the MSYNC protocol.

SRT drop limit:

If the number of lost SRT packets exceeds the SRT drop limit an alarm will be
raised. Note that error seconds based on packet drops are counted regardless of
this threshold.

If the SRT stream is also using RTP signalling, SRT packet drops will also
cause RTP drops.

Ignore PID loss:

A comma separated list of PIDs for which the probe should ignore packet loss.
Packet loss that affects these PIDs will not result in an error-second count, and
the ETR monitoring engine will not count these errors.

7.5 MW (Media Window)

Main  Alarms  Multicasts MW RDP Traffic  Ethernet  ETR 290 Content  Setup  Data  About
Py Mame History: Running ESIIAT)  ES(MLE] ESIETP1 ES(owvetflES/nosiglESISRET
1 MRK1HD@A, = TrRet 25 15 0 o 0 g a
1 MNRKZ HD@A, = i 28 13 ] o ] o
I&T: 405
1 MRK3Super HD@A = MR 25 13 0 0 0 0
1 JPEG XS l Mo-sigral ] ] 0 ] 20h ]
1 Deluxe MusicEs = e ] 2s 0 ] 0 ]
1 Cam@a - i o o ] o ] o
1 HyperDeck - R 0 0 o 0 o 0
: ' IAT: 304
1 Dizrney Juniori@Lo, = MLR D u] u] 1] u] 1] u]
) IAT: 1 36
1 Dizney Channel&n.s, = MLR D 1] Bs u] 1] u] 1]
' AT 5 56
1 Mickeladenn (MEE = MR D u] 1z i} u] i} u]
1 v et Y P
T 1am 2m
1 MTY D0sg@s : 20h 9z 0 0 0 0
MLF 0
e e — =
1 MIYV B0s@s iean] 20h 10s 0 ] 0 ]
1 Matkanalen i 20h 9s 0 ] 0 ]
! — )
1 Discovery Sciencegd, fRa 2h 12 0 o 0 o
T AT 21.7
1 I Investination Discovery B MR O 1] 1] u] 1] u] 1]
. IAT: 215
1 MREH Tegnsprak — = MR D 1] 1= u] 1] u] 1]
1 TVE (@A " i i) i) 0 i) 0 i)
' AT .14
1 MickToons = MLR D 1] 35 u] 1] u] 1] -
130050 18:005u 01 :00Mo 0i5: 30Mo Graph: Range:13h30m Resolution:45m
[Cur page] [21] [amMiR] [Evenir laTRTR|[RTTSRT] (1w [ew|[e]  [~ad][~24 k][~ h][~20m o] v
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7.5.1

L
&

The Media Window in Expert view is very similar to the one in the MW view. This view also contains
support for SRT and the measurements can be cleared from this view. By clicking the clear button the
measurements are cleared from this view only.

The user determines whether only multicasts associated with the currently selected page should be
displayed (by clicking the Cur page button), or if all joined multicasts should be presented in one list (by
clicking the All button). The time window buttons allow selection of x-axis resolution in the graphs, and
by using the arrow buttons it is possible to move the timeline to view an error incident more accurately.
Clicking Clear will clear all graphs. Note that clearing graphs cannot be undone. Clicking the +1 button
will display the next page. Clicking the —1 button will display the previous page.

BBC_ENTERTAINMENT X|

Media Window - selected channel
BEC_ENTERTAIMMENT(23%.255.0.16:5500) - Range:Fh40m Resolution: Sm

AT ES(OF): O
(ms) o ES(MLR): 3s
. -
0915-0520 No-zignal ES(RTP):. 0O
& | 3

ES{overfl): 0
ESinosig). 60s

- IAT: 3.3
MLR: 0

MLR

(#=)

06:00Th 07.00Th 08:00Th 08:00Th 10:00Th 11:00Th 12:00Th 13:00Th 13:40Th

[Close] [BTnR] [Bwnir| [wTATP] [-4days| [~24nours| [-Bhours| [~somin| [Running]

This view includes the following time-span options: 4 days, 24 hours, 8 hours, 20 minutes, and Now.
When Now is selected, the view shows the most recent 96 seconds.

Note that with Now active, the interval tooltip displays minutes and seconds (rather than hours and
minutes). Consequently, a timestamp such as 0827 — 0830 refers to the current hour, specifically from 8
minutes 27 seconds to 8 minutes 30 seconds past the hour.

By zooming and panning the user can pinpoint more accurately when errors occurred. In the above
diagram tool-tip reveals that ‘No signal” occurred between 9:15 and 9:20.

Media Window — Selected channel

NRE1 HD@A x
Media Window - selected channel
MRKA HDEA (239,255 2 1:5500) - Range: 23k Resolution: 15m ES(IATY 23
14T ES(MLRY 1=
sl o ES(RTP): O
ES(SRTE O
20 ES(overfly 0
ES(nosigy 0

MLR: 0

-

MLR
thiz) B
10:005u 13:005u 1E:0050 19:005u 22:0035u 01 :00ko 0d: 00k 07:00Ma 05: 00k
[1&T MR | [Eve wLR | |AT-R TP |[RTT.SRT RS [~4 davy=|[~24 hours][~5 hours |[~50 min|[Running]

The Media Window — selected channel view is activated by clicking a multicast label in the MW page.
Clicking anywhere in the running graph will zoom in, unless you already are at the maximum zoom level.
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7.5.2

7.6

This high-resolution version of the Media Window reveals more details than the compressed version.
There are 3 times more samples along the X-axis, and the graph indicates visually the error and warning
thresholds. Note that the time windows of the regular Media Window and Media Window — selected
channel are not exactly the same, even if the same time window has been selected for both views.

[ mdiChannelDoc

— O X
[ (i) Mot Secure 10,030,122 N
Media Window - selected channel
MR HD@A (239.255.2.1:5500) - Range:23h Resolution: 15m ES(IaTY - 2s
T ES(MLR): s
(ms) ES(RTPY: 0O
ES(SRT: 0
20 ES(overfl): 0
ESinosigy 0
BTt = T
4 MLR: D
8
WL
(#iz) N
10:005u 130050 16:0050 19:005u0 220050 04:00Mao 0d: 00k 07:00mao 05:00mo
[laTMLR | [BvuMLR [[IATRTR|[RTT:SRT| [ ][] -l [~4 days |[~24 hours][~8 hours |[~30 min| [Running]

By clicking the Popup button will open a pop-up with similar features as the MW view pop-up.

The BW:MLR and IAT:RTP buttons will open a graph with the same information as MW BW/MLR
and MW JIAT/MLR, respectively.

Media Window — SRT Round-Trip Time Graph
SRTRDP A x
Media Window - selected channel
SRTROP & - last 95 samples (last 2853) ES(1aTY 0
BTT ES(MLR). O
) oo ES(RTF): O
ES(SRTL O
102 o ES(overtl)y O
E=(nosigy 0
RTT: 8252
1 _ _ _ _ SRT:0
1 | | | |
SRT
[z
10:18M0 10:1 8o 10:20M0 10:21Mo 2203
[lemLr][Envemir | lATRTP[RTTSRT) [ ][ w|[wwe|[wm]|  [~4 days|[~24 hours |[~8 hours][~80 min|[Running

By clicking the RTT:SRT button the graph displays the SRT round-trip time as a function of time. The
negative part of the composite graph displays unrecoverable SRT packets. If the monitored stream is not

using an SRT encapsulation, both graphs are shown in grey and the text ‘Not SRT’ is shown for the live
data.

RDP (Return Data Path)

The Return Data Path feature enables forwarding of streams from any probe interface to another destination
IP address. Stream may also be recorded to file, either directly or triggered by alarms. The probe supports
forwarding or recording of two streams in parallel.
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7.6.1

7.6.2

Qs
’\

RDP — Control

[Main || Alarms || 07T || Mutticasts || v || ROP || Trafiic || Ethemet || ETR 280 || As1 || coFDmiaam || saT || content || Setup || Data || About |

Control || Setup RDP1 || Setup RDPZ |

RDP status and control

ination
Recording: recording] t=

Record ProtocalIPTY Buffer: 0 overruns
Idle MR HD Metarats, i 2 Bitrate: 0.00 kbps

1 Recording size; 39M
|_| Relay Buffer: 0 overruns
| REL AING Protocol: COFDMIGIAN 1020030 40:1234 Bitrate: 0.00 khps

Duration: 12s

Click the icons in the Control view to activate or de-activate an RDP engine. There are different icons for
controlling RDP engines depending on whether they are configured to relay or record. The state of each
RDP engine is restored after a reboot.

For recordings and triggered recordings the last recording is made available in the Destination column
along with the metadata file. The metadata file contains basic information about the recording such as
the recording size, list of PIDs and CC-errors for each PID. In the case of triggered recording, the alarm
causing the recording is also included. Pressing the Delete button deletes the recording. For triggered
recordings the number of recordings is stated in the Status column. Pressing the Delete button resets
this counter. The buffer utilization is stated as a percentage and should never approach 100% for correct
relaying or recordings.

RDP — Setup
Cantral || Setup RDP1 || Setup RODP2
~Mode ~ Relay
Mode: IPvd-scdress: 10.0.30122
Port: T
rinput L B
Source interface @l Timeout (minutes). |0
Source stream | NRK1 HD w Encapsulation: SRT w
Cortert W Relay via interface:  ethl - Data R4S W
Selected PIDs [ |
~Record
Rec timeolt (sec:

Rec size (MB):
Protect: Donct protect . w

Alarm tricoer 1: TS sync bl

Alarm trigger 2: Syvnc byte W

Alarm tricoer 3: Cortinuity bl
~SRT Transmit

Mocle: Listener bt

Pazzphraze:

Latency setting (ms) 120

For some parameter changes to take effect, RDP must be restarted

Apply changes
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Each of the RDP engines is configured separately. First the Mode is selected. Depending on the mode
either the Relay or Record settings needs to be configured. The Input selects the stream or interface to
relay or record.

These are the settings:

Mode and Input

Mode: Select whether this RDP engine should relay, record or trigger-record.

Source interface: The source interface drop-down menu allows selection of available input signals.

Source Stream: When Ethernet input is selected the user selects the stream to forward or record.
Ethernet streams being joined/monitored by the probe are available for selection.

Content: The user selects the service to be relayed or recorded, or alternatively selects that
the complete stream should be used. The PIDs associated with the service are
automatically displayed in the ‘Selected PIDs’ field, and these may be edited if
required.

Selected PIDs: The user can specify the PIDs to be selected, default is all PIDs. Typically PAT
and PMT PIDs should be forwarded in addition to video and audio PIDs, however
this depends on the equipment receiving the forwarded stream.

When mode Relay over IP has been selected, the RDP parameters are:

Relay

IPv4-address: The unicast address or multicast address to forward to. Multicast addresses are
in the range 224.0.0.0 — 239.255.255.255.

Port: The port to forward to. The combination of IP address and port fully describes
the destination address.

TTL: The Time-To-Live flagging of the relayed signal. The default value is 64.

Timeout: The relaying period in minutes. If the value 0 is selected, no timeout applies,
and relaying will continue until it is stopped manually.

Encapsulation: The encapsulation format of the relayed stream. UDP, RTP or SRT may be
selected.

Relay via interface: The available interfaces for forwarding the stream are listed.

When mode Record or Trigger recording has been selected the options are:

Record

Rec timeout: The maximum recording time in seconds. This setting enables the user to limit
recordings of low-bitrate streams.

Rec size: The total file size of the recording. When in alarm trigger mode the resulting
recording will consist of a fixed sized portion of data before the alarm is raised
and the remaining recording from data after the trigger occurred.

Protect: When in alarm trigger mode the user may select to protect a recording from
being overwritten due to a new alarm occurrence. The user may select between
‘Never overwrite’, ‘Do not protect’, ‘30 seconds’, ‘60 seconds’ and ‘5 minutes’.
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Alarm trigger 1-3: Select a maximum of three different alarms that should trigger recording. Note
that a recording will start upon a transition from status OK to status alarm.
Alarms that have been disabled in the Alarm — Alarm setup view will be
shown in brackets — these will never trigger a recording.

The maximum recording size depends on the amount of free disk on the probe, up to a maximum of

1500 Mbyte.

When encapsulation SRT has been selected the SRT Transmit options are:

SRT configuration options

Mode: SRT can be connected using one of three connection modes: Caller: the probe
sends the connection request to the peer, which must be listener, to initiate the
connection. Listener: the probe waits to be contacted by any peer caller. Ren-
dezvous: the probe and the peer (which must be in rendezvous mode as well) both
attempt to initiate a connection simultaneously.

Passphrase: Specifies a passphrase to encrypt the forwarded stream.

Latency setting: The latency value (milliseconds) insisted upon by the sender side as a minimum
value for the receiver.

Please refer to appendix D for more details on SRT.

7.7 Traffic

7.71 Traffic — Protocols

wain | [ Alarms | [ oTT | [Mutticasts | [ wii | [ ROF || Traffic | [ Ethernet || ETR 200 [ Setup | [ Data | [ Anout |

Protocols || Detect || Filter statistics || Filter setup | | Microbitrate |

Cur bitrate

= [JProtocols 6.225 Chps
B [1Pva 6226 Chps | 6.233 Ghps
B [JuoP 6225 Chps | 6233 Ghps
[ maritared B.226 Ghps 6233 Ghps
 [poHce 5472 kops
H lGMP 504 bps
T 2656 Kbps
[ 0ther 480 bps 77524 kbps
[ JECN marking
[=)- [ 1DiffSery marking B.226Chps | B.233 Ghps
- [DEcP 4 5472 kbps
- [JDScP 25 B2 Gbps | 6233 Ghps
- [DECP 48 504 bps

- [1802.15 marking

Interface | ethz - SFP+ A v |Statistics | Bitrstes | [Frames |

|Clear statistics |

539 696
539 696
538 B9E

1}
1}
1}
1
o

539 696
o
539 696
a
o

45200 7ED 486
45208 755 999
45208 752 623
33N

4457

5584

2818

o

45 209 7ED 486
3371

45208 752 628
4 487

1}

100.00 %
100.00 %
100.00 %
0.00%
0.00%
0.00%
0.00%
0.00%
100.00 %
0.00 %
100.00 %
0.00 %
0.00 %

1442

1442

1442

1442
B0

SFP+ A (eth?)
Link status:

Link speed:

Link duples:

LDP unicasts:
UDP mutticasts:
COP3 Correctable:

g
10000
full

0

2

0

COP3 Uncorrectable: 0

COPS Late:
COP3 Errors:

0
0

The Protocols view allows monitoring of IP traffic on the selected port in terms of the protocols used.

The interface can be selected using the drop-down at the bottom of the page. Clicking the Clear statistics

button will reset displayed values.

The following measurements are presented, depending on which statistic is selected:
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Statistics

Statistic:  The protocol for which the following measurements apply
Cur bitrate: The current total bitrate for this protocol (measured over the last 1s period)
Max bitrate: The maximum bitrate during any 1s period
Min bitrate: The minimum non-zero bitrate during any 1s period
Frames/sec: Traffic speed in number of IP packets per second
Frames: Number of Ethernet frames

Frames %:

Percentage of total number of frames

Min flen: Minimum Ethernet frame length
Max flen: Maximum Ethernet frame length
Bitrates
Statistic:  As above
Cur bitrate: As above
Bitrates: A graph displaying the bitrate over time, displaying the last five minutes
Bitrate graph: Click the bitrate graph button to display a detailed bitrate graph for the specified
protocol
Frames
Statistic: As above
Frames/sec: Traffic speed for this protocol expressed in number of IP packets per second
Frames: A graph displaying frames per second over time, displaying the last five minutes

Frames graph:

Click the frames graph button to display a detailed frames per second graph for the
specified protocol

Interface statistics

Link status: Displays whether the interface is up or down

Link speed: Displays the interface speeds, as bits per second

Link duplex: Indicates whether the interface is operating at full or half duplex

UDP unicasts: The number of detected UDP unicasts

UDP multicasts: The number of detected UDP multicasts

COP3 Correctable: Total count of dropped payload IP packets that are correctable by the FEC

COP3 Uncorrectable: Total count of dropped payload IP packets that cannot be corrected by the

FEC

COP3 Late: Payload or FEC packets are received slightly too late according to the buffer

model and may result in errors in another implementation of the specifica-
tions. The number of packets with this error.

COP3 Errors: FEither the L/D parameters are not consistent across the streams or payload-

/FEC packets are received too late or too early according to the buffer model.
The number of packets with these errors.
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7.7.2

Traffic — Detect
Protocals | Detect | Filter statistics || Filter setup || Microhitrate || Multicast scan |
Detected UDP traffic
| |Dst address =z Iame face =sion ID Signal C errors
@ | 239.2552.1:5500 10.0.76:119:5500 MRK1 HD ethi yes TTSRTP 44h 24025 39557 T.E24M.. 2
239.2552.1:5502 10.0.76:119:5500 ethi no nia - - - - 2
@ 239255225500 10.076:119:5500 MRK2 HD ethi yes ITSRTP 44h 24509 40073 3513 M 2
2392552 25502 10.0.76.119:5500 ethi no nfa - - - - 2
239255225504 10.0.76.119:5500 eth no nfa - - - - 2
@ | 239.2552.35500 10.0.76.119:5500 MRK3Super HD ethi YEs TTSIRTP | 44h 22192 38353 To42m.. 2
@ 239.2552.50:5500 10.0.76.119:5500 Hyperdeck_p1 ethi YEE TTSIRTP 44h 25123 25654 G358 M... 2
@ | 239.2552.51:5500 10.0.76.119:5500 CamHD ethi YEs TTSIRTP | 44h 24566 22958 E291M.. 2
8 detected streams
[Live view | [view list offine | | (A1) v| Include source address [ | [Add selected to stream list| [Add all to stream list] [Export...|

The Traffic Detect view displays all UDP traffic sensed by the probe. Note that generally the upstream
switch or router will not output streams that are not joined by downstream equipment, i.e. usually only
joined streams will be available for monitoring.

If the unicast/multicast destination address is known to the probe (i.e. listed in the Multicasts — Streams
view) the stream’s Name is looked up, otherwise a generic name is used.

When the Traffic — Detect view is entered after probe booting, the probe will continuously try to detect
streams. Click the View list offline button to view the stream list in offline mode. Click the Refresh
button to update the stream list in offline mode.

The source address makes it possible for the probe to distinguish between multicasts with the same
destination IP address and port, provided that Source specific multicasts has been enabled in the Setup —
Params view.

If the stream is currently joined by the probe (i.e. the probe is currently monitoring the stream), the Joined
field is set to yes.

Detected streams can be added to the probe’s stream list by selecting streams and clicking the Add
selected to stream list. If the checkbox Include source address is checked, the detected source address
is added to the configuration, which will instruct the probe to request the stream as a source specific
multicast; this setting can be configured globally in Setup — Params. To add all detected streams the
Add all to stream list button can be pressed. Only streams not already in the probe’s stream list are
considered. Clicking the Export button will generate an XML-file that opens in a new window.

A drop down menu allows filtering of detected streams, making is possible to view streams of a specific
type only. Stream types are defined in the Traffic — Filter setup view. If the AEO option is enabled for
the probe the Detect list will contain the following additional columns: Mapping, signal, RTP drops, CC
errors and Bitrate. These parameters are the same as on the Multicasts page.

(@: Click the blue information icon to pop up the detailed stream info if the stream is
already monitored.

Dst address: The multi- or unicast address

Src address: The stream source address

Name: The stream name, as defined in the Multicasts — Streams view. A generic name will
be used for multi- or unicasts not defined by the user.

Interface: The stream source network interface (physical or VLAN)

Joined: If the stream is joined by the probe this field will read ‘Yes’.
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Session ID: The session ID of the L2TP stream is specified here (or 0 if not used). It is used together
with the multicast address to identify the L2TP stream.

Mapping: The transport stream to IP mapping. Typically seven transport stream packets are
mapped into one IP packet.

Signal: The duration of stream availability

RTP drops: The number of detected RTP drops for the stream. This is only valid if the stream is
RTP encapsulated.

CCerrors: The number of detected continuity counter errors for the stream.

Bitrate: The stream bitrate
CPU: The probe CPU used to analyze the stream (1-7)

Please note that the Multicast scan and the Detect features are mutually exclusive, so it is necessary to
click the Exit scan mode in the Multicast scan view to resume population of the Detect list.

7.7.3 Traffic — Filter statistics
Protocols - Filter statistics | | Filter setup | | Microbitrate |

Filter statistics

Filer " Syeams | Jeiate | [RTPloss% | MIR% | JAvgsubir | |gsvduad

Filter1222 [} ol | 0.00 kbps 40 [0 ol 0bps ] K

RTP only (1] ol | 0.00 kbps 0 J 0 o |0bps 4 |

0DD 46 ol 22899 Mbps| 4 |0 o | 00011 ol (4.906Mbps | g | 35h K

EVEN 43 o |215.86 Mbps| g} O Ll | 0.0000 o [4905Mbps | )  35h |

239.255.0.15 0.99 G 414 Mbps 40 [0 Jf (4149Mbps | g | 35h K

Coolstuff 90 o |444.86 Mbps| ) O ol | 0.0006 o | 4906 Mbps | _gf | 35h | k

Last 4d||Last 24h || Last Bh||Last 90m||Last 20m||Last 1m Trending last 60m Clear stafistics

The Traffic — Filter statistics view makes it possible to view statistics for different stream types. Stream
types are defined by the user in the Traffic — Filter setup view.

Statistics is displayed for a time period selected by clicking one of the time duration buttons.

Filter statistics:
Filter: The filter name, as defined by the user in the Traffic — Filter setup view.

Streams: The number of streams matching the associated filter, averaged over the selected
time duration.

Bitrate: The total summed bitrate for streams matching the associated filter.
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RTP loss %:

Percentage of time an average stream that matches the filter experiences RTP
packet loss inside selected time period.

Example: If the Last 1m period is selected and there are totally three streams
caught by filter:

* stream A: present for 60 seconds, 4 RTP error seconds
* stream B: present for 30 seconds, O RTP error seconds

* stream C: present for 30 seconds, 5 RTP error seconds

RTP loss % = 9ES / 120s
RTP loss % = 9ES / 3streams / 120s *100% = 7.5%

MLR %: Percentage of time an average stream that matches the filter experiences MLR
inside selected time period.
The calculation is similar to that for RTP loss %.
Avg str bitr:  The average bitrate for streams matching the associated filter.

Avg str duration:

The stream duration is calculated for each stream by identifying the stream’s
average stream alive counter inside the selected time period, then multiply by 2.
The stream alive counter is the number of seconds the stream has existed.

This gives accurate results for streams that begin within the selected time period,
but may give up to twice the real bitrate for streams that begin (long) before the
selected period.

Examples: a stream exists for 100 seconds, and begins within the selected period.
The calculation becomes:

Stream duration = (1+2+...+100)/100%2 = 101

If the same stream started 50 seconds before the selected period, the calculation
becomes:

Stream duration = (51+52+...+100)/50*%2 = 151

Clicking the icon next to each value brings up the detailed graph window.

Percentage of seconds with MLR errors - averaged per minute »

Zoom | 4d | 24h |60m

0.02

From: Apr 17. 201! To: |ADr 18. 201!

:

12:00

16:00 20:00 18. Apr 04:00 08:00

(

The detailed graph window displays up to 4 days of history.

Trending
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Clicking the Trending last 60m button will present at-a glance trending graphs for each parameter for the
last 60 minutes.

Protocols - Filter statistics || Filter setup || Microbursting |

Filter statistics

Filer ———[Sreams | [wate | [RTPloss% | MIR% | Javosrbw | JAwgsrdum |
Fiterl B . . al || | ol D B
RTP oy . . a o i
opp I a | || o NN « BN
EVEN BN . N o ||l D i D i
2255015 N . B r i I i .
| Last4d || Last24h || LastBh || Last30m || Last20m |[ Lastim |  [Trendinglast60m | [ Clearstatistics |

Clicking a graph icon displays the corresponding detailed graph for the selected filter. Clicking the trend
graphs itself will bring up the same detailed graph but will plot all the filters so that they can easily be

compared.
Percentage of time with MLR errors (sum of MLR error seconds as percentage of total time) ®
Zoom | 4d [24h[60m| From: |Apr 17. 201! To: [Apr 18. 201

— Filterl
— RTP only

— 0ODD
— EVEN
— 239.205.0.15

0.2 h

0 . A '™ sase Mod i“a smk
12:00 16:00 20:00 18. Apr 04:00 0B:00
15. Apr 16. Apr 17. Apr @ 18. Apr W
© [ D

The detailed trending graph above displays MLR errors for all filters.

7.7.4 Traffic — Filter setup

Protocols || Detect | | Filter statistics | | Filter setup | Microbitrate

Statfilter settings %

Name " Enabled steams [Cast__ |RTP VAN [Pdst___[Pst__[UDPdst_[UDPsicUDP payioad [edt |
Filter1222 ' 0 Only unicasts | - - - - - - - Edit
RTP only v ] - Only with RTF - - - Edit
0ODD v 47 - - Require matct - - Edit
EVEN v 44 - - - Require matct - - Edit
239.255.0.15 s 1 - - Require matct - - Edit
Coolstuff v 91 - Require matct - - Edit
Filter7 0 Only untagget - - - Edit
Filterd 0 - - - - Edit
Filterd 0 - - - - - Edit
multicast_maonitorin 1] Only multicasi - - - N TS/UDP Edit

Filters:10
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The Traffic — Filter setup view makes it possible to define stream filter requirements affecting the
Traffic — Detect and Traffic — Filter statistics views. Ten filters can be defined and enabled by the

user.
Statfilter settings:
Name: A text string defining the filter
Enabled: Only enabled filters are in use
Streams: The number of streams matching filter requirements
Cast: The type of stream: No filtering, Only unicasts or Only multicasts
RTP: The RTP mode: No filtering, Only with RTP header or Only without RTP header
VLAN: VLAN selection mode: No filtering, Only tagged traffic, Only untagged traffic or
Require matching specified value (a specific VLAN ID).
IP dst: The IP destination address mode: No filtering or Require matching specified value (a
specific IP address/netmask)
IP src:  The IP source address mode: No filtering or Require matching specified value (a
specific IP address/netmask)
UDP dst: The UDP destination mode: No filtering or Require matching specified value (a
specific UDP port number)
UDP src:  The UDP source mode: No filtering or Require matching specified value (a specific
UDP port number)
UDP payload: The UDP payload mapping type: No filtering, 7 TS/UDP or N TS/UDP (any integer
number of TS to UDP mapping)
Edit: Click the Edit link to edit filter settings.
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Edit filter
Name |239.255.0.15 Enable [/

Test Settings

Traffic type Mo filtering = h‘

RTP presence [ Mo fitering =

WLAN presence [ Mo fitering ~
VLAN id 0

IP destination | Require matching specified value j
IP destination address 239.255.0.15
IP destination mask 255.255.255.255

IP source [ Mo fitering |
IP source address 0.0.0.0
IP source mask 0.0.0.0

UDP destination [ Mo fitering M|
UDP destination port 0

UDP source [ Mo fitering |
UDP source port 0

UDP payload Mo fitering |

Ethernet input Mo fittering |

* (Dnly streams that pass all the tests are associated with the filter
* |lse No filtering to ignore one or more tests

#* For |P addresses the subnet given by the address/mask must match

Apply changes
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7.7.5

Traffic — Microbitrate
Protacols || Detect || Filter statistics || Filter cetup || Microbitrate || Multicast scan
Zoom 25m  Smo 2m
0. 1ms
— lms
10ms
1ag O.1s
— s
= — user
b
7EG =
a
2
7
5C o
=
o
i
2.50
il
091415 0%:14:30 091445 081500 0%1515  0%1530 091545 09:15:00

gk ditrate k

0.4ms g9 a0 9655 Ghps 9763 Ghps
1ms g20 g24 §.695 Ghps 8939 Ghps
10ms 8136 140 8626 Ghps 8830 Ghps
0= 80286 80635 8.709 Ghps 3747 Ghps
1= 801623 02142 8696 Ghps 8701 Ghps
user 2043 2044 5.865 Ghps 5.869 Ghps

Interface Enable Microbitrate Lser-irteryal |2.5rn3 vl [&pply] [Clear peaks |

The Microbitrate feature allows sampling of bitrate at various sampling intervals. When enabling this
feature, each Ethernet frame is timestamped in hardware on probe ingress. This timestamp is used to
calculate bitrates at various sampling intervals. Due to quantisation error, the 0.1ms interval may show
higher peak values than the theoretical maximum.

The Interval is the sampling interval of each bitrate calculation. There are six intervals tracked simultane-
ously, the five pre-defined intervals and the user-interval. The User-interval is a user-given sampling
interval shown in the graph and used for microbitrate alarming.

The Max interval frames is the max number of frames within one interval last second. The Max interval
bitrate is the max sum of Ethernet frame sizes inside one interval last second converted to bits per second.
This number should always be bigger or equal for shorter intervals.

Click the legends in the graph to show or hide graphs.
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Figure 7.1: OTT traffic example

Figure 7.1 is a typical OTT traffic graph where the client periodically requests limited amounts of data at
maximum speed resulting in traffic that is bursting near line-speed for short intervals while the average
bitrate for larger intervals is only a fraction. This traffic shape is challenging for network equipment since
it demands all remaining capacity up to line speed.

Zoom 5m 2m

1ms

— 10ms
0.1s
1s

300M

200M

S3JeIN [BAIDIUI X

100M

oM
12:48:00 12:48:15 12:48:30 12:48:45 12:49:00 12:49:15 12:49:30 12:49:45

Figure 7.2: Multicast traffic example
For multicast type traffic the traffic pattern will look more like the graph in figure 7.2. Here the bitrate is

much more steady even for short intervals. The network never experiences near line-speed bursting since
each stream is bitrate controlled by the sender.
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7.7.6

Microbitrate Setup

Protocols || Detect || Filter statistics || Filter setup || Microbitrate || Multicast scan

—Microbitrate bursting alarm setting

Burst threshold — |[g000 Bitrate required (Mbps) to trigger alarm

—Microbitrate excessive ES bursting alarm settings

ES Alarm window 3600 Error second window [seconds) to count burst errors

E= threshold 10 Mumber of ES required in window to trigger alarm

These alarms are bazed on the zampling interval specified for the user-graph.

Apply changes

There are two alarms defined for Microbitrate:

* Microbitrate bursting

* Microbitrate excessive ES bursting

These alarms are both associated with the user-interval, which is a user-specified graph sampling interval.

If the bitrate of the user-interval exceeds the Burst threshold setting, the Microbitrate bursting alarm
will be raised.

Sometimes this will yield a lot of alarms, so a second alarm has been defined. Whenever the bitrate of the
user-interval exceeds the Burst threshold for ES threshold number of seconds during the last ES Alarm
window seconds, the Microbitrate excessive ES bursting alarm is raised.

Traffic — Multicast scan
Protocols | [ Detect || Filter statistics | | Filter setup | [ Micrabitrate || Multicast scan
Results || Setup
@ 239255025500 100081 135500 2
@ 239255035500 100051135500 2
@ 239.255.0.4:5500 10.0.51.13:5500 ethd no 2
@ 239.255.0.5:5500 10,051 1355500 ethl no 2
@ 239.255.0.6:5500 10,081 135500 ethl no 2
@ 238.2550.7:5500 10081 135500 ethl no 2
@ 239255085500 100051 135500 ethd no 2
@ 239255095500 100051135500 ethd no 2
@ 239.255.0.10:5500 10.0.51.14:5500 ethd no 2
@ 239.255.0.12:5500 10,051 .16:5500 ethl no 2
@  239.255.0.20:5500 10061 161234 ethl no 2
@ 239.235.0.23:5500 10,051 .14:5500 ethl no 2
@  239.255.0.24:5500 100051 .14:5500 ethd no 2
@ 2392550275500 100051 .14:5500 ethd no 2
@ 239.255.0.33:5500 100081 .13:5500 ethd no 2
@ 239.255.0.39:5500 10.0.51.13:5500 eth no 2
@ 239.255.0.38:5500 10.0.51.14:5500 ethl no 2 -
Multicasts detected: 105 Range complete: 791 % Currert: 239.2550.202
[Begin scan|[Stop scan| [Exit scanmode| [&dd selected to stream list| [Add all to stream list] [Export...|
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The Multicast scan feature is useful for scanning an IPv4 multicast interval to see which multicasts are
available in the network. Detected multicasts can easily be added to the stream list. The parameters
displayed are the same as in the Traffic — Detect view, please see chapter 7.7.2 for details.

Configure the scan interval and other scan parameters in the Setup view.

Protocols || Detect || Fiter statistics | | Filter setup | | Microbitrate || Multicast scan

Results || Setup
hdutticast ranoe 239.255.041 to |239.255.0.255
Al LUDP ports L
UDP part rangs 1024 to 65535
Simuttaneous joins il

Expect traffic within (=) |3

Select input ethl - Data RJ45 v
Apply settings
Setup

Multicast range: The multicast range to scan (IPv4 addresses).
All UDP ports: Check this to disable filtering on UDP port.
UDP port range: Filter to be used for UDP port unless All UDP ports is checked.

Simultaneous joins: Number of joins performed simultaneously.

Expect traffic within (s): The probe will wait this long to determine if the multicasts joined actually
exist.

Select input: Input interface to scan.

In fast networks it is useful to increase the Simultaneous joins to a larger number.

Please note that the Multicast scan and the Detect features are mutually exclusive, so it is necessary to
click the Exit scan mode to resume population of the Detect list.

7.8 Ethernet
7.8.1 Ethernet — FSM

Full Service Monitoring (FSM) allows easy validation of any server reachable by the probe via Ethernet.
The servers may be probed by either sending an ICMP Echo Request packet (also known as Ping) or
performing an HTTP Get request.

Up to 10 services may be defined and each service will be checked at regular intervals. Any errors will
be logged. An error is defined as no reply within 5 seconds for the Ping option or no, or incorrect, reply
within 5 seconds for the HTTP option. If there are more consecutive errors than a fails threshold value an
alarm will be raised.
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7.8.1.1 Ethernet — FSM — Monitor

Wain | | Alarms || oTT || Mutticasts | | miwv || RDP | Tramic || Ethernet || ETR 260 || Setup || Data || About |
FSM || IGMP || PCAP
Monitor || Setup || Syslog
S Protocal |Device % M
Jenking ethi PING etk 1724601 a0 | 0 25ms 01 ms 03ms Wsiting to se...

-] Jenkins ethd FING | etho 10.0.31.142 180 | 0 16ms 01 ms 03ms Wisiting to se...
] Slave! ethi PING ethi 172.16.0.2 190 0 32ms 0.4 ms 0.3ms Vyaiting to =e...
] Slave! ethd PING ethl) 10031143 190 | 0 20ms «0.1 ms 02ms Yaiting to se...
[ ] Slave2 eth1 PING | et 172.16.0.3 190 0O 12ms 01 ms 03 ms Wiaiting to se...
] Slave2 ethl PIMG ethil 10.0.31.144 a0 | 0 27 ms 01 ms 03ms Wsiting to se...
[ ] VB288 eth1 PING | et 172.16.0.4 190 0 13ms =01 ms 01 ms Got reply
] WB288 ethl PIMG ethil 10.0.30.144 183 | 0 1.1ms <01 ms 04 ms Yaiting to se...
] M host FING | Default 10.0.31.140 183 0 30ms =01 ms 01 ms wisiting to se...
o CIMC hast PING | Default 10.0.31.141 - - Disabled

Clearal| [Ping|[172.20010 Response: 0.5 ms

The following parameters are continuously monitored for each service:

Status: Red = active alarm, Green = no alarm
Name: User defined service name
Protocol: Type of protocol. HTTP or Ping
IP address: [P address. Must be numeric, host name is not accepted
OK: Total number of valid checks
Fail: Total number of invalid checks
Max: Maximum response time recorded
Min: Minimum response time recorded
Current: The current (most recent) response time
Timer: Button to reset and immediately restart the service
State: Current state of the service. The states are: ‘Disabled’, “Waiting to send’, ‘Waiting for

reply’, ‘Got reply’ and ‘Reset’.

For convenience a manual ping field is located below the status table. By entering a valid IP address or
host name and clicking the Ping button an arbitrary server may be pinged.

The Clear all button will clear accumulated data for all enabled FSM services, but active alarms will not

be removed.

Clicking the Traceroute button will open a new window, allowing the user to trace the network route to a
specified IP address.
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FSM || |GMF || PCAP

Traceroute

Provide argumerts (--help for help): [3.5.858 [Execute|

raceroute to 8.8.9 % (8.8.8.8), 30 hops max, 38 bywte packets
11002051 (10.0.208.1) 1,405 ms 1.379 ms 1.39% ms
2

7.8.1.2 Ethernet — FSM — Setup

Manitar | | Setup || Syslog

Full Service Monitoring Setup

Mame: Protacal Hoztriame: 3 Enabled |[Edit |
Jenkinz ethi PING 172.16.01 ethi v Edit
Jenkinz ethd PING 10.0.31.142 ethl W Edit
Slave! ethl FING 172.16.02 eth1 v Ediit
Slave! ethl PIMNG 10.0.31 143 ethi v Edlit
Slave? ethl PING 17216.03 ethl v Edlit
Slave2 ethi PING 10031 144 ethl W Edit
WHB255 ethi PING 172.16.0.4 ethi v Edit
WB285 ethl FING 10.0.30.144 ethl v Edit
WM host PING 10.0.31.140 Default v Edlit
CIMC host PING 10031 141 Default Edlit

Each of the 10 FSM services may be defined or edited by clicking on the corresponding Edit button in the
left hand table.

The probe supports ping and generic HTTP GET protocols for online status verification of arbitrary targets.
After completing configuration of the selected service Apply changes must be pressed to save and apply
the changes.
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Edit Service

Enahle L4

Mame Git ping

Protocal PlING ¥

Desvice Defautt interface ¥

Probe cycle 50 seconds

Fail= threshold 4 successive failures
Hostname 10.0.3010

Comment

Protocol specific parameters
ICWP echo request: If reachable, the target senvice will respond

Apply changes

Edit Service

Enahle L4

Mame it

Protocal HTTF *

Device ethD -DataRJ45 ¥

Probe cycle 300 seconds

Failz threshold 4 successive failures
Hostname 10.0.30.10

Commert Cuit brovwser

Protocol specific parameters

HTTP: “alidate presence and cortert of HTTP senver-based senvices.
Hitpe 100300 [iegi-binicgit.coi

Expect word reply ot

Last reply Showy content

Part an

Support cookies

These fields are common for both the ping and the HTTP GET protocols:

Enable: Enable by checking toggle button.

Name: User-defined name of service

Protocol: Select between ping and HTTP.

Device: Ethernet interface to use for this service.

Probe cycle: Time interval in seconds to wait between each activation. A value below 30 is not

recommended.

Fails threshold: The number of consecutive errors needed to raise an alarm

Hostname: The IP address for the target. Host names are supported for HTTP.

Comment: Optional comment field — maximum 100 characters

These fields are specific for the HTTP GET protocol:

http://<IP address>: The request to send to the target, for example index.html

Expect word reply: A case sensitive word or sentence to be expected in the reply. To find a suitable
string, use the Show content link. Leave this field empty to let the probe ignore

the contents of the reply.

Last reply: The last reply Show content link points to the last HTML file that was generated

by this service.

Port: The port used by the target server, often 80 for HTTP requests

Support cookies: If enabled, the HTTP GET request will remember cookies returned by the
target and provide them in subsequent requests.
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7.8.1.3 Ethernet — FSM — Syslog
Monitor || Setup || Syslog

:
system info 2016-01-29 15:52:55 | localhost NetworkManager[1985] <info> domain name 'localdomain’

system info 2016-01-29 15:52:65 | localhost NetworkManager[1985] <info> nameserver '172.16.217.2'

system info 2016-01-29 15:52:55 | localhost NetworkManager[1985] <info> gateway 172.16.217.2

system info 2016-01-29 15:52:55 | localhost NetworkManager[1985] <info> prefix 24 (255.255.255.0)

system info 2016-01-29 15:52:55 | localhost NetworkManager[1985] <info> address 172.16.217.154

system info 2016-01-29 15:52:55 | localhost NetworkManager[1985] <info> (eth0): DHCPv4 state changed renew -> renew

system info 2016-01-29 15:52:55  localhost dhclient[5699] bound to 172.16.217.154 -- renewal in 712 seconds.

system info 2016-01-29 15:52:65 | localhost dhclient[5699] DHCPACK from 172.16.217.254 (xid=0x6e8707a5)

system info 2016-01-29 15:52:55 | localhost dhclient[5699] DHCPREQUEST on eth0 to 172.16.217.254 port 67 (xid=0x6e8...
clock info 2016-01-29 15:50:01 | localhost CRONDI[60342] (root) CMD (fusr/lib64/sa/sa1 1 1)

system info 2016-01-29 15:40:08 | localhost NetworkManager[1985] <info> domain name 'localdomain’

system info 2016-01-29 15:40:08 | localhost NetworkManager[1985] <info> nameserver '172.16.217.2'

system info 2016-01-29 15:40:08  localhost NetworkManager[1985] <info> gateway 172.16.217.2

svstem info 2016-01-29 15:40:08 | localhost NetworkManaaerf 19851 <info> prefix 24 (255.255.255.0)

[Newest|[Much newer|[Newer| [Older|[Much older|[Oldest| [Export...| Total messages: 1920 Position: 0%  Displayed: 100

The VB330 has a built-in syslog server which captures all incoming messages (UDP, port 514). Messages
are displayed in a pageable grid with the following columns: Facility, Severity, Timestamp, Hostname,
Agent and Message. Currently displayed page can be exported as an XML-document.

Since the syslog server typically stores about 100 pages of messages there is a group of buttons for a fast

navigation:

Newest

Move to the first page

Much newer

Move 10 pages backwards

Newer Move 1 page backwards

Older Move 1 page forwards
Much older Move 10 pages forwards

Oldest Move to the last page

Syslog server has a limited capacity which is usually enough to store the latest 10,000 messages depending
on the size of the syslog messages. When a new message arrives and no storage space remains the oldest
messages are removed.

Note that the syslog server is very sensible to time settings, so it is strongly recommended to have a time
synchronization enabled.
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7.8.2

Ethernet — IGMP
[Fam || 16MP | [pcap |

n
1]

(== - - -

po ___[Time

4833 Feb 01 092232872
4534 Feb 01 09:2324 646
4835 Feb 01 09:235 23 544
4836 Feb M 09:2329.576
4837 Feb M 09:23:31 192
4835 Feb M 09:24:24 659
4839 Feb 01 09:24:27 508
4840 Feb 1 03:24:25.016
484 Feb 01 03:24:32 360
4542 Feb 1 09:23:.24.732
4843 Feb 01 02,2527 400
4044 Feb 01 092330536
4845 Feb 1 09:2531 592
4546 Feb M 09:26:24 507
4547 Feb 1 039:26:29 605
4545 Feb 1 09:26:30.120
4849 Feb 01 09:26:31 304

e

10.0.31 145 flocal)
10.0.30

10.0.31 145 flocal)
10.0.31 145 flocal)
10.0.31 145 flocal)
10.0.30

10.0.31 145 (local)
10.0.31 145 flocal)
10.0.31 145 flocal)
10.0.30.1

10.0.31 145 flocal)
10.0.31 145 flocal)
10.0.31 145 flocal)
10.0.304

10.0.31 145 {local)
10.0.31 145 flocal)
10.0.31 145 flocal)

[Live wigwe | [Wiew list offling |

[Clear list| [Export...|

Jestination
239.255.0152
224001
239.255.0.151
239.255.0152
239.255.0150
224001
239.255.0152
239.255.0.151
239.255.0150
224.001
239.255.0152
239.255.0150
239.255.0.151
224001
239.255.0152
239.255.0.150
239.255.0.151

IGMPY2 host membership report (0187
IGMP host membership query (02117

1GMPY2 host membership report (0167
1GMPY2 host membership report (0167
1GMPY2 host membership report (0167
1GMP host membership query (02117

1GMPY2 host membership report (0167
1GMPYZ host membership report (0:16)
IGMPY2 host membership report (0x16)
1GMP host membership gquery (0:11)

IGMPY2 host membership report (0187
1GMPY2 host membership report (0167
1GMPY2 host membership report (0167
1GMP host membership query (02117

1GMPY2 host membership report (0167
1GMPY2 host membership report (0167
IGMPY2 host membership report (0x16)

JEigu ]
2392550152

2392550151
2392550152
2392550150

2392550152
2392550151
2392550150

2392550152
2392330130
2392550151

2392550152
2392550150
2392550151

The IGMP view shows all IGMP (version 2 or 3) messages detected by the probe. This includes IGMP
query messages sent by routers, IGMP reply messages sent by the probe itself and IGMP reply messages

sent by other probes and devices on the same subnet.

The live IGMP page can be paused by clicking the View list offline button. The IGMP messages can
be exported as XML by clicking the Export... button, and the list is cleared by clicking the Clear list

button.
(@: Click the blue information icon to open the IGMP record pop-up view
No: The message number since the list was cleared
Time: The probe time when the message occurred
Millisec:  The milliseconds timestamp
Source: The source IP address
Destination: The destination IP address
Code: The timeout code
Message: The interpreted IGMP message
Group: The IGMP group address
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7.8.3

Ethernet — PCAP

FSM || IGMF || PCAP

Filter settings: {packet captured if it matches any enabled filter) Status:
Capture only headers (first 64 bytes) |:| Statusz In Progress
Capture non TCPAUDP traffic ] Size 7aM
Capture TCP traffic FEEEE 32750
Capture LIDP traffic Ve (EEEEmEE) - &

_ Dropped packetz 0
Capture if IP DST|0.0.0.0 |and IP SRC|DO00 |1 Gisk fres B3
Capture if IP DST[0.0.0.0 |anet P SRClo000 [T capture reC pCan
Capture if IP DST(0.0.0.0 lardd 1P sRC[D0OD ||:| [Start recording | Stop recording]
Capture if IP DET(0.0.0.0 land IF sRC[0000 [
Capture if IP DST|0.0.0.0 |and IP SRC|DO00 7] Sort recorded frames on packet time |
Select input | ethd - Data R4S~ |

The VB330 can make PCAP recordings on the data interface of up to approximately 2 Gbyte (depending
on the amount of free disk) based on simple user configurable filters. If the FLASH option is available,
the recorded PCAP files can be moved to a 32 Gbyte flash card using the Data — Storage view. The
PCAP format supports microsecond timing accuracy.

Incoming traffic is recorded if it matches one or more of the enabled filters while outgoing traffic is always
recorded. So for instance, to record all OTT traffic on the data interface it is sufficient to enable the
“Capture all TCP traffic” filter (since OTT uses the HTTP protocol which is always TCP).

In order to be able to create a PCAP recording, the VB330 must temporarily enable extended analysis of
all incoming data. Under some circumstances, this might cause packet drops due to the system becoming
overloaded. If this happens, please try to reduce the load by temporarily unjoining multicasts and then try
again.

Filter settings

Capture only header If enabled, only 64 first bytes of Ethernet frame is captured. This allows
(first 64 bytes): higher bitrate traffic to be recorded and over longer time

Capture all Check to record non-1Pv4 traffic such as ARP, PIM or IPv6
non TCP/UDP traffic:

Capture all TCP traffic: Check to capture all IPv4 TCP traffic
Capture all UDP traffic: Check to capture all IPv4 UDP traffic

IP DST Check to activate test. Will capture stream if IP destination address
and IP SRC filters: matches. If SRC is specified it has to match too

Select input:  Chooses the network interface to capture traffic on

Status
Status: Show the current recording status

Size: Size of current recording

Packets: Number of packets in the recording
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Time (seconds): Duration of the current recording

Dropped packets: Number of dropped packets due, usually caused by running temporarily out
of buffer due to too high traffic. To allow higher bitrate recordings Capture
only headers may be enabled.

Disk free: Remaining disk size

Capture: Link to download the recorded capture. May be invalid if recording is still in
progress.

Start recording: Click to start a new recording. This will clear the current rec.pcap file.

Stop recording: Click to stop the current recording.

Sort recorded frames At high bitrates, some Ethernet frames may be recorded out of order as
on packet time: a result of the multi-core architecture. Click to sort frames in recording
according to time-stamp.

7.9 ETR 290 (Option)

The ETR 290 tab and all sub-views will only be present in the user interface provided that the probe is
licensed with the ETR 290 option.

The ETR 290 views show information as reported by the ETSI TR 101 290 monitoring engines.

If ETR 290 analysis has been configured for multiple Ethernet streams to be monitored by a particular
Ethernet ETR engine (refer to Multicasts — Streams — Edit), they will be analyzed in a round-robin
fashion by the engine. A maximum of 2000 Ethernet streams may be analyzed in total.

The number of ETR 290 analysis engines depends on the license. The SW currently support up to 400
engines. More engines make it possible to reduce the analysis round-trip time or allowing simultaneous
full-time ETR analysis of many multicasts. The ETR 290 analysis engines operate in parallel.

It is possible to hide disabled inputs from being displayed in the various ETR 290 sub-views. This setting
is found in the Setup — ETR view.

7.9.1 ETR 290 — Overview

Overview | | ETR Details | | PIDs | | Services | | Bitrates | | Tables | [PCR | [ Tami| [SCTE 35| [ Status | | Compare | [ ETR thr. | [ PID thr. | [ Service thr. |

RGN
R Men Leck Tuning setup microETR Men Leck Tuning setup microETR Men Lock Tuning setup microETR
= O 30 ¢ More FIRST@B [EE==S 50 DISCOVERY WORLD@A e 50 TCM_NORDIC@A BE=
239.255.0.60:5500 = 239.255.0.13:5500 === 239.255.0.25:5500 ==
= Qj 50 NRK_1@A E= 1 50 ANIMAL_PLANET@A E= 1 50 CARTOON_NORDIC@A
239.255.0.1:5500 E= 239.255.0.14:5500 === 239.255.0.26:5500
= 50 NRK_2@A 50 BBC_LIFESTYLE@A E= 1 50 Tv2 ZEBRA@A
239.255.0.2:5500 239.255.0.15:5500 E= 239.255.0.31:5500
= 50 TVZ_NORWAY@A 50 BBC_ENTERTAINMENT@A EE 50 SKY NEWS_INT@A
239.255.0.3:5500 239.255.0.16:5500 E= 239.255.0.36:5500
= 50 TVNORGE@A 50 BLOOMBERG TV@A E= 1 50 Nick Jr.@A
239.255.0.4:5500 239.255.0.17:5500 === 239.255.0.37:5500
= 50 sSTAR@A [EE==S 50 BBC_WORLD@A [EE==S 50 DISCOVERY SCIENCE@A
239.255.0.6:5500 === 239.255.0.19:5500 === 239.255.0.38:5500 ==
= 50 SHOWTIME@A E= 1 50 CNBC_Europe@A E= 1 50 TV4 Guld@A
239.255.0.7:5500 = 239.255.0.20:5500 == 239.255.0.43:5500
= 50 CNN_EUROPE@A 50 NAT_GEOGRAPH@A E= 1 50 TV4 Komedi@A
239.255.0.10:5500 239.255.0.21:5500 E= 239.255.0.44:5500
= 50 MTV_NORDIC@A 50 BOOMERANG@A E= 50 DISNEY CHANNEL@A
239.255.0.12:5500 239.255.0.22:5500 === 239.255.0.47:5500
4 »
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7.9.2

The ETR 290 — Overview view will show ETR 290 status for ETR 290 monitored streams. ETR 290
monitoring may be enabled for Ethernet streams in the Multicasts — Streams — Edit view.

The streams currently being analyzed are highlighted and a circular progress icon shows the monitoring
progress.

The analysis time for each stream is set as part of the ETR thresholds parameters list in the ETR 290 —
ETR thr. — Edit view.

The result of the different ETR 290 tests are shown as table entries in a condensed view called MicroETR,
a scaled down version of the regular ETR display, one icon representing one stream. Green color indicates
status OK whereas red color indicates an active alarm for that particular test. A white field shows that
a check has not yet been performed, usually due to lack of measurement data, and grey indicates that a
check is disabled. Tool-tip functionality allows the user to view the name of an individual check in the
MicroETR display. Let your cursor hover over the field for a moment to view the tool-tip.

When clicking one of the MicroETR icons the detailed ETR 290 status for that stream is displayed in
the ETR 290 — ETR Details view. By entering this view through the MicroETR, the view will remain
static irrespective of the round-robin looping, thus making it easy to examine one stream in detail without
interruptions. The round-robin looping and associated alarm handling will continue in the background.
Click the magnifying glass icon to open a search field, making it possible to filter the list of monitored
streams.

Note that it is possible to deactivate individual ETR 290 alarms by defining appropriate ETR thresholds.

To examine one particular Ethernet stream in more detail, lock the ETR 290 analysis to that stream by
clicking the lock field at that stream. The round-robin operation of the ETR 290 engine will then be
stopped and a lock icon will appear as an indication that the monitoring is locked to that stream. If a time
limit has been set for the time lock (Setup — ETR view), a clock icon will be superimposed on the lock
icon. To re-activate the round-robin cycling the lock icon should be clicked. Note that locking the ETR
290 processing to one stream will affect alarm handling and all ETR 290 views. Active alarms for streams
that are not currently being analyzed will freeze (remain active) until the processing lock is deselected
and ETR 290 analysis eventually shows that the error state is cleared.

The user can select one input to be displayed exclusively by clicking the corresponding Show only this
input button. This does not affect ETR 290 processing or alarming. Click Show all inputs to again
display information about all inputs.

ETR 290 — ETR Details
ETR Overview | ETR Details | | services || Bitrates || Tables || PID list || PCR || Status || ETR thresh. || PID thresh. |[ Service thresh. |
(et s [G0EOVE] TRV Q) (3 D3 .
~ETR 101 290 checks rInformation —
Priority 1 Priority 2 Priority 3 Other checks Interface checks Mon state Time locked monitoring
B TS sync I Transport T O ca system I Pre Viterbi BER Maon start: 20:17:06 (55 s aga)
B Sync byte: HEcRC M SI Rep Rate M PID min. bitr. M Pre Reed Solomon BER Mon end: 21:17:55 (in 59 m, 54 5)
EpPaT M PCcR H Unref PID M PID max. bitr. B MER Mon time: 555
M Continuity M PCR accur. W sDT M PID checks B sNR Tot bitrate: 22.112 Mbps
HpPMmT HrTs HeT M Service min. bitr. [ signal strength {1/ 1) Eff bitrate: 20.239 Mbps
M Missing PID HECAT ERsT M service max. bitr. I SFN meas. TSID: 210
ETDT M service checks M Centre frequency Num services: 19
Omip M Interiace overflow Num PIDs: 63
D Show additional measurements ST fieshold Ty
PID threshold: Default
| Clearstatus | | Show alarm graph
Service thresh.. Default
RF thresh.: TRYWANN-A
VBC threshold: Default
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The ETR Details view shows the ETR 290 status for the current stream of the user-selected input. The
name of the current stream is displayed in addition to the two round-robin indicator icons when relevant:
the time cycle icon and the lock icon. By clicking the lock icon the round-robin tuning process is stopped
(locked to the current frequency) or resumed. A DVB, ATSC or ISDB icon indicates the analysis mode.
The analysis mode is defined as part of the ETR threshold template.

The information displayed here is the same as in the ETR tab of the Streams details pop-up from the
Streams view.

The ETR threshold, PID threshold and Service threshold can be edited from this view by clicking
the blue gear. This makes it possible to adjust the threshold settings while at the same time viewing the
detailed measurement results. When the gear is clicked, three new options become available:

* Drop-down list — select another threshold from the list in ETR thresholds
* Edit — a pencil icon that opens the editor for the selected threshold
* Duplicate — a “+” icon that creates a copy of the threshold, which can be edited

All thresholds can be edited, except for built-in defaults:

ETR thresholds: ETSI TR 101 290, ATSC Default, Optimised, IP-SPTS, CMTS downlink,Analog carrier
and Default
PID and Service thresholds: Default

To modify a default threshold, use the + icon. The new duplicate is given a default name that appends a
numeric suffix to the original name. The name can then be changed, as well as the threshold parameters.

When clicking one of the ETR 290 parameters, details about the current status can be viewed for that item.

Details for PCR check x

Status: W ok
Last emor: Never
Current error count: 0
Total error count: 0

M PCR discontinuity check

“Last e | Errcnt Limit_| Laat discont. | Max discont. Hum mes. |
36 ms 2388

M | 601 (MPEG2 Video) | Ok Mever o 200 ms | 35ms

I PCR repetition check

| Status | Last e Emcnt | Limil | Last intv. | Max infv. | Num meas. |

M | 601 (MPEG2 Video) | Ok Mever o 200ms | 35ms 3T ms 2338

I PCR spacing check

| Status | Lastemr Emcnt | Limit | Last intv. | Min intv. | Num meas. |

M | 601 (MPEG2 Video) | Ok Never o 0s 35ms Os 2338

H PCR presence check

NLast e | Ement | Cur. pres.
Ves

M | 601 (MPEG2 Video) | Ok hever 1] Presence not required  0's

Enable the Show additional measurements checkbox to view additional measurements that are performed
but which are ignored when determining the alarm status. These will appear with a ‘half-bulb’ icon
indicating that the check is disabled whilst also showing the status of this element. As an example this can
be used to view the BAT section repetition interval and section gap, or to view a list of PIDs with CC
errors including the PIDs for which this check has been manually disabled.

Click a PID in a PID list to view PID details. Similarly you can click on a service to view service details.

If the Clear status button is clicked the error counts are reset and the ETR 290 analysis restarts.
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The details of the individual ETR 290 measurements are described in a separate document called Bridge
Technologies ETR 290 Details — Extended ETSI TR 101 290 Testing.

Clicking the Show alarm graph button opens the Alarm graph pop-up view.

%

Alarm graph for NRK_1
Creck —————[Tmoine

| 11:00m0 | 17:00m0 | 23:00m0 | os:00Tu

[ Alarm status

ETR Priority 1

= ETR Priority 2
PCR

[=1 ETR Priority 3
Sl Rep Rate
Unref PID
50T

|

|

18:00Mo-18:15Mao: : 256, 512, 576, 640, 8180

Show a\lchecks‘ |5nnwnnlyem:rs| |24nnurs| ‘Bhuurs‘ ‘90 minutes

The alarm graph shows the ETR alarm status over time in the form of a status timeline. The timeline bar
shows the stream status for a time span of 90 minutes, 8 hours or 24 hours as selected by clicking the time
selection buttons below the timelines. The stream bar reveals any alarm that has been present during the
selected time period. The bar color is either green for OK or colored in accordance with the alarm severity
if an alarm has occurred. Refer to section 7.2.2 for a description of the alarm color representation. Periods
of time when the stream has not been ETR monitored due to round-robin operation are represented by
grey. By using the arrow buttons it is possible to view alarm occurrences up to 24 hours back in time even
if the highest graph time resolution is selected.

If alarms have occurred during the selected time period, the status timeline will not be all green. In this
case it is possible to expand the timeline tree by clicking the plus sign at the timeline. Individual timelines
for different ETR priorities and for different alarms may be viewed as the tree is expanded into several
levels. Tool-tips reveals details about an error incident such as which PIDs have had CC errors.

By default the ‘Show only errors’ mode is selected, and only timelines that are not all green will be
displayed.

X

Alarm graph for CanalDigital_T2
i

[=lnterface checks

E
g
5
o

>

Pre FEC BER
Post FEC BER

MER

wgl
SNR
[23:455u-00:00Ma Minimum 3508, mexdmum 378

Signal strength

SFN drift
Pacicet erTor CoUNt |

Interface overflow

Shnwallcnecksl |Shuwunr,tarrors| |24nuurs| ‘Shuurs‘ |90mmutes|

|
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7.9.3 ETR 290 — PIDs

Overview | | ETR Details | | PIDs | [ Services | [ Bitrates | [ Tables | [PCR | [T2Mi| [SCTE35 | | Status | [ Compare | [ETR thr. | [ PID thr. | [ Service thr.

DISCOVERY WORLD@A /Ty .0
239.755.0.13.5500 D D3

‘Summary PIDs

TS e m P alipe Bwse MnBusie |MaxBiiale CCenors [Cames PCR _[Scrambing |
Bitrate: 2.70 Mbps 8 | 0 (0x0) PAT 5.03 kbps 4.94 kbps 6.50 kbps []

Effective bitrate: 2.70 Mbps 0 |17 (0x11) SDT/BAT 1.03 kbps 752 bps 2.05 kbps 0

Packet length 188 bytes 0 121 (0x79) PMT 5.03 kbps 4.94 kbps 6.50 kbps 0

Sync loss count: 0 © 1094 (0x446) | MPEGZ Video | 2.54 Mbps 2.53 Mbps 2.55 Mbps [ Yes

Sync byte error count: © 3089 (0xcll) | MPEG1Audio | 148.66kbps | 146.1Bkbps | 15042kbps |0

CC errors:

o
TS error count: o
o
PIDs: 5

This view lists the PIDs of the currently active stream of the selected input. The PID list can be sorted by
clicking a table column header.

The name of the current stream is displayed in addition to the two round-robin indicator icons when
relevant: the time cycle icon and the lock icon. By clicking the lock icon the round-robin cycling is
stopped or resumed. A DVB, ATSC or ISDB icon indicates the analysis mode. The analysis mode is
defined as part of the ETR thresholds.

By clicking the button Clear counters the minimum and maximum bitrates and the CC error counters
will be reset. Note that this cannot be undone.

When clicking the blue information icon associated with a PID details concerning that PID will be
displayed. All services referring to the PID are listed, and scrambling information is shown.

Detailed information X
PID 1185

Current bitrate: 276 Mbps

Minimum bitrate: 257 Mbps

Iaximum bitrate: 3.17 Mbps

Carries PCR: Yes

Scrambling: Even (0x3)

Number of CC errors: ]

References: MPEG2Z Video for service 73 Euronews

PCR for service 73 Euronews

The following PID details are displayed:

PID Details:
PID: The PID for which the following parameters apply

Current bitrate: The current bitrate measurement for this PID. The bitrate is averaged over 1
second.
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7.9.4

Minimum bitrate: The minimum bitrate measurement for this PID since the start of the mon-
itoring period. (I.e. when the probe tuned to the frequency or when the
monitoring of this frequency was restarted by the user clicking on Clear
status in the ETR 290 — ETR Details view.)

Maximum bitrate: The maximum bitrate measurement for this PID since the start of the moni-
toring period.

Carries PCR: If the PID carries Program Clock Reference information, this field will be
set to Yes. If PCR analysis is enabled in the ETR threshold template a link
will be shown to bring up the PCR histogram data for this PID.

Scrambling: If the PID is scrambled, this field will show if it is scrambled with Odd or
Even control word.

Number of CC errors: The number of CC errors for the specified PID. For the Ethernet interface
the number of CC errors is measured from when the probe started to monitor
the multicast or when the user clicked Clear counters in the Multicasts —
Parameters view.

References: All the references for this PID in the PSI/SI/PSIP tables. This will show
the reference type and the service that refers the PID (if applicable). The
service can be clicked to show the detailed service information.

ETR 290 — Services

ETR Overview || ETR Details || Services |[ Bitrates || Tables || PID list || PCR || Status || ETR thresh. || PID thresh. || Service thresh. |

[Ethernet|[Asi|[coFDmL] ~ TRYVAMN T2 @) © D3
E-iz3 Services -]
#-EJ 102 NRK2: 5.16 Mbps

#f 103 NRK Super / NRK3: 8.50 Mbps
#-[M 104 NRK Tegnsprak: 1.38 Mbps

[+ 6 105 NRK P2: 88.89 kbps

#-gn 106 NRK P3: 87.51 kbps

[+ 6 107 NEK Alltid Nyheter: 70.84 kbps
b

[

B

£

E:

[

(<[&[>)

H-.gm 108 NRK mP3: 84.72 kbps

]--6 109 NRK Klassisk: 86.12 kbps

f g 110 NRK Sami Radio: 87.51 kbps
]-6 111 NBK Folkemusikk: 87.51 kbps
]--6 112 NEK Stortinget: 68.00 kbps
t-@m 113 NRK Super: 88.89 kbps

#-§g 115 NEK Gull: B5.12 kbps L
#-gp 116 NRK Jazz: 83.34 kbps

121 SAGEM DTT BOOTLOAD: 113.90 kbps

=[] 122 Bootload: 175.01 kbps [~

The ETR290 — Services view lists the services and service components of the current stream of the
selected input.

The name of the current stream is displayed in addition to the two round-robin indicator icons when
relevant: the time cycle icon and the lock icon. By clicking the lock icon, the round-robin cycling is
stopped or resumed. A DVB, ATSC or ISDB icon indicates the analysis mode. The analysis mode is
defined as part of the ETR thresholds.

When tree nodes are selected, detailed information will be displayed on the right hand side of the view.

If the service tree ‘Services’ top node is clicked, a summary list of stream services and PIDs is displayed.
Each service’s service ID and each component’s PID value and bitrate are displayed together with
individual PID and service bitrates.
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ETR Overview || ETR Details || Services || pitrates || Tables || PID list || PCR || Status || ETR thresh. || PID thresh. || Service thresh. |
[Ethernet] [asi|[coFDmr| ~ TRYVRNN- 722 E)x D3 J
-] Services | 1 service list (4
@ 102 NRK2: 4.46 Mbps Service | PID | Type Bitrate
[]..@ 103 NRK Super [ NRK3: 4.14 Mbps 102 NRK2 MPEG4 HD 3.62 Mbps 3
#{i 104 NRK Tegnsprak: 1.38 Mbps é;i :‘:gi:ge:d_ géﬂ_'l_lﬁl\"ﬁgg_ i
] i (U NRE B2 .52 K 593 | AAC LATM Aﬁdg iﬁi.alkazs |4
®-@p 106 NRK P3: 85.52 kbps 576 | Teletert 300.76 kbps
#-gp 107 NRK Alltid Nyheter: 67.51 kbps | 502 i 4,04 ¥ops
g 108 NRK mP3: 85.52 kbps 3 603 il 39.11 kbps
[]..6 109 NRK Klassisk: 85.52 kbps 103 NRK Super / NRK3 MPEG4 HD 3.86 Mbps
%@ 110 NRK Sami Radio: 54.02 kbps éﬁé r:gﬁ:ﬁe;ﬁ_ﬁ.;%*%%
[]--6 111 NRK Fnlkt.amuﬂkk: 85.52 kbps 677 | AAC LATM Audio | 200,96 kbps
[]--6 112 NRK Stortinget: 66.01 kbps 576 | Teletext 360‘_?5;2‘6;.&'
Fgm 113 NRK Super: 91.52 kbps 604 | Subtitiing 4.04 Kops
g 115 NEK Gull: 88.52 kbps L 605 | Subtiting 4.04 kbps
[]..6 116 NRK Jazz: 87.02 kbps 104 NRK Tegnsprak MPEG4 5D 1.:-}-? Mbps
#[B] 121 SAGEM DTT BOOTLOAD: 115.53 kbps || Zet st ey LRI L
[ 122 Bootload: 175.48 kbps v e b

Services top node

Service: Service name and service ID

PID: Service component PID value

Type: Service and component encoding format

Bitrate: Individual current bitrate of services and components

When clicking a service, details about the service and service components will be displayed.

Overview || ETR Details || PIDs | | Services || Bitrates | | Tables || PCR || T2Mi || Status || compare || ETR thr. || PID thr. || Serv. thr. | [ Gold TS thr. |
RIKSTV-MUX3-CH46 L
[Ethernet| [COFDM1] [COFDM2] [COFDMA]  cn St Poie iﬂ' D3
B3 Services B
Service 307
Service name: TvNorge HD
Service ID: 307
Service type: MPEG 4 High Definition Digital Television
Tr 581 Teletext: 37.58 kbps Service provider name:  NTV
& 756 AAC LATM Audio: 70.65 kbps Current bitrate: 4.355 Mbps
X X Minimum bitrate: 3.343 Mbps
B AL e T T Maximum bitrate: 8.500 Mbps
) 209 BBC World News: 66148 kbps PMT PID: 307
- PCR PID: 561
- 310 P4 Lyden av Norge: 105.23 k 202
gm A A ECM PIDs: 122 (CA System: 0x0B00 Conax)
- 311 Frikanalen: 1.98 Mbps Components: 561 MPEG4 Video
[-{ll) 312 Eurosport: 2.67 Mbps 581 Teletext
. 756 AAC LATM Audio (Language: nor)
Gl 314 Fox: 2.27 Mbps EPG: 10:55: The Big Bang Theary
[]-- 315 C MORE LIVE 2: 551.73 kbps 11:20: The Big Bang Theory
(-] 380 Comedy Central: 1.68 Mbps Show full EPG
Show thumbnail
- 516 TVE: 1.07 Mbps
[#l-@m 3101 Radio 1: B4.18 kbps
[]--‘ 3105 Radio Morge: 84.18 kbps

If a PID is scrambled this is indicated in the service tree by the color green or blue (for even and odd
scrambling respectively). A missing PID is indicated by the color red. Click on the PID to show more
details.

Click the Show thumbnail button to view a thumbnail of the selected service. Thumbnails can only be
shown for services that are not scrambled. The pop-up window is identical to the one displayed in the
Thumbnails view. For more details, see chapter 6.4.1.

Service node

Service name: Name of the highlighted service, as signaled in SDT or VCT

Service ID: Service ID number
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Service type:

Service type as signaled in SDT

Service provider name:

The name of the service provider as signaled in SDT. Not applicable for
ATSC streams.

Current bitrate:

The current bitrate measurement for this service. The bitrate is averaged
over 1 second.

Minimum bitrate:

The minimum bitrate measurement for this service since the start of the
monitoring period. (I.e. when the probe tuned to the frequency or when
the monitoring of this frequency was restarted by the user clicking Clear
status in the ETR 290 — ETR Details view.)

Maximum bitrate:

The maximum bitrate measurement for this service since the start of the
monitoring period.

PMT PID:

The service’s PMT PID

PCR PID:

The service’s PCR PID

ECM PIDs:

The service’s ECM PID(s) and name of CA system(s). This information
will only be displayed if ECM PIDs are signaled in the PMT table, usually
only done when one or more service components are scrambled.

Components:

A list of the component PIDs and reference types. For PIDs which have a
language descriptor (typically audio PIDs) the language code is also shown.

EPG:

If DVB EIT is present in the stream, the EIT check is enabled in the ETR
template used by the stream and EIT table IDs are configured in the Setup
— ETR view, EIT present/following is displayed. For ATSC streams, EIT
present/following is displayed if there are EITSs present in the stream. If EIT
schedule is present in the stream, a blue ‘Show full EPG’ link is displayed.
By clicking the link it is possible to view the EIT schedule information.

Show thumbnail

Opens the Thumbnail view for this service. Thumbnails are only decoded
automatically if the Extract thumbnails option has been enabled in the
associated multicast setup.

The same pop-up details are displayed as when opened from the Content
— Thumbnails view.

When clicking a service component, associated key parameters and references will be displayed.

Overview || ETR Details || PIDs || Services || Bitrates | | Tables || PCR || T2MI || Status || Compare || ETR thr. || PID thr. || Serv. thr. | | Gold TS thr. |

[Ethemet| [COFDM1| [COFDMZ| [COFDNMA]

RIKSTV-MUX3-CH46 P
674.00 MHz, DVB-T @ i D3

]-- 308 National Geographic: 1.99 Mbps
]-- 309 BBC World News: 1.24 Mbps
]--6 310 P4 Lyden av Norge: 71.52 kbps
]-- 311 Frikanalen: 1.57 Mbps

-] 312 Eurosport: 1.38 Mbps

-] 314 Fox: 1.70 Mbps

]-- 315 C MORE LIVE 2: 551.33 kbps
]-- 380 Comedy Central: 582.63 kbps
-] 516 TV6: 1.72 Mbps

{3101 Radio 1: 71.52 khps

]--6 3105 Radio Morge: 55.12 kbps

BRE ] == PID 561
[ 205 FEM: 806.15 kbps
HE 307 TWNarge HD: 4.11 Mbps Current bitrate: 4,016 Mbps
— Minimum bitrate: 629.424 kbps
([ 561 MPEGA Video: 401 Mbps | Maximum bitrate: 9.176 Mbps
. TT 581 Teletext: 28.31 kbps Carries PCR: Yes
g%, 756 AAC LATM Audio: 59.60 kbps Scrambling: Odd (0x2)

Number of CC errors: 29871
References: MPEG4 Video for service 307 TVNorge HD
PCR for service 307 TVNorge HD
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For PIDs carrying PCR it is possible to view a PCR jitter histogram by clicking the blue ‘show histogram’
link. If one of the blue service links is clicked, service details are shown.

Service component node

Current bitrate: The current bitrate measurement for this PID. The bitrate is averaged over 1
second.

Minimum bitrate: The minimum bitrate measurement for this PID since the start of the mon-
itoring period. (I.e. when the probe tuned to the frequency or when the
monitoring of this frequency was restarted by the user clicking Clear status
in the ETR 290 — ETR Details view.)

Maximum bitrate: The maximum bitrate measurement for this PID since the start of the moni-
toring period.

Carries PCR: An indication of whether the PID carries PCR or not. The value may be
‘Yes’ or ‘No’. If PCR is carried by the PID, a blue ‘show histogram’ link
is displayed. By clicking this link it is possible to view the PCR jitter
histogram.

Scrambling: An indication of whether the PID is scrambled or not. If the PID is not
scrambled, the value will be ‘No’. If the PID is scrambled, information
about the current control word is displayed: ‘Even 0x3” or ‘Odd 0x2’.

Number of CC errors: The number of CC errors detected during the monitoring period

References: A list of PSI/SI references to the component PID. When one of the blue
service links is clicked, detailed service information is displayed.

ETR Overview || ETR Details || Services || pitrates || Tables || PID list || PCR || Status || ETR thresh. || PID thresh. || Service thresh. |

[Ethernet] [asi|[coFDmL|  TRYWUNN- 722 Ob Ds3
3

- Tp YD Teletext: 301.53 Kbps [~] 500 500
H-@n 105 NRK P2: 84.24 kbps 184
H-gg 106 NRK P3: 87.20 kbps s Mau jitter (ns): 9
H-@g 107 NRK Alltid Nyheter: 66.50 kbps s
+-@@ 108 NRK mP3: 85.72 kbps 110
]--6 109 NRK Klassisk: 84.24 kbps Bin resolution (ns): 37
H-gg 110 NRK Sami Radio: 85.72 kbps 4 )
f@n 111 NRK Folkemusikk: 87.20 kbps o e hnestiokss ()
=k 6 112 NRK Stortinget: 66.50 kbps i Out of view: 0
+-g@g 113 NEK Super: 84.24 kbps S —— | —

Jitter(ns)-592 286 0 296 592

f-@m 115 NRK Gull: 85.72 kbps

+-@@m 116 NEK Jazz: 87.20 Kbps

]-- 121 SAGEM DTT BOOTLOAD: 115.28 kbps -
+[i] 122 Bootload: 177.36 kbps

¢ 1001 NRK1 @stnytt: 3.59 Mbps

]-- 1002 NRK] @stlandssendingen: 3.59 Mbps

]--6 1102 NRK P1 Oslo/Akershus: 87.20 kbps

E
B
B
B
B
B
B
B
B
B
B
E
B
B
B
E
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7.9.5

7.9.6

ETR 290 — Bitrates

Overview || ETR Details || FIDs || Services || Bitrates || Tagles || Por || Tami || scTe 35 || status || compare || ETR the. |[PID thr. || Senc the | [ Gold Ts the
HRE1 HD A
[Ethermet 1] [Ethemet 2] [Ethermet 3| [Ethermet 4] [Ethernet 5] SRR ($) i D3
Summary Bandwidths
TS syne: i bt e
Bitrate: 3101 Mops [EE 1039 MRK1 HD 5089 Mbps 2402 Mbps | 11.381 Mops
Min bitrate: 2438 Mbps
e 212 Mops 1065 H264 Video 4246 Mops 1583 Maps 10,277 Mbps
Effective bitrate: 5107 Mips e 31 TE AL LATM Audio 67 EOS khps 63.024 khps T3.725 kbps
Min etfective bitrate; 2438 Mops o3 4035 AC-3 Audio 499784 khps | 455568 kbps | 469272 kbps
M effective bitrate:  11.212 Mops B 602 Subtiting 4.504 kbps 2,864 khps 79.704 khps
;acm e 188 S - Tp 6116 Teletext 300512 kbps | 260648 kbps | 306 832 kops
LM SErvICES:
MU PIDS: 1 - [B] 6603 Subtiting 3.000 kbps 2,872 khps 146135 kbps
|Shows services|[Show anly FID= |[Shaw only PIDs but not MULL FID | [Clear miniman: |

This view shows a graphical representation of service and PID bitrates. The current bitrate is shown as the
length of the light blue bar whereas the dark blue bar represents bitrate variation, spanning from minimum
to maximum measured bitrate.

The name of the current stream is displayed in addition to the two round-robin indicator icons when
relevant: the time cycle icon and the lock icon. By clicking the lock icon the round-robin tuning process is
stopped (locked to the current frequency) or resumed. A DVB, ATSC or ISDB icon indicates the analysis
mode. The analysis mode is defined as part of the ETR thresholds.

The user may select to view a list of services and component PIDs, to view PIDs only or to view PIDs
without the null PID. This is selected by clicking the Show Services, Show only PIDs or Show only
PIDs but not NULL PID button respectively.

Click Clear min/max to reset the minimum and maximum bitrate measurements.

ETR 290 — Tables
ETR Overview || ETR Details || Services || Bitrates ‘ Tables | PID list H PCR || Status || ETR thresh. || PID thresh. || Service thresh. |
[Ethernet [ ASI |[QAML][QAM2| 5wt ssomw O po D3
=3[ Bections | Section list
B-C] PAT terval _ Repisec
B0 CAT PAT (PID 0, TID 0) |152ms | |
BLC) BMT CAT(PDLTDY [amms
PMT Service 3114 (PID 176, TID 2) 146 ms
EHCD NIT Actual “PMT Service 3113 (PID 2160, TID 2) | 162 ms
-3 SDT Actual “PMT Service 3111 (PID 8160, TID 2) 151 ms
#-(] SDT Other | NIT Actual NW ID 42499 (PID 16, TID 64) | 10002 ms | 0.100
B-C3 BAT | Section 0 ~ [s123ms |0195
&3 TOT || Section 1 [ 10002 ms [0.400 |
#-0 TOT ; .Z?‘Pﬂi gii“‘s \g-igg
ction ms ..
B3 ECM "SDT Actual (PID 17, TID 66) 2188 ms | 0457
|'SDT Other TSID 101 (PID 17, TID70) | 5146 ms | 0.194
| Section 0 ) ) ~ [5124ms |0.194
| Section 1 [5146ms | 0.194
"SDT Other 75 1D 102 (PID 17, TID 70) | 5145 ms | 0.184 |
" Section 0 [5126ms |0195 | k|
~ Section 1 [51a5ms [0.194 |
| SDT Other TS 1D 103 (PID 17, TID70) | 10003 ms | 0.100
| “seciono "~ |5100ms |0.196
Section 1 10003 ms [0.100 |
|__Section 2 [50s9ms [0.106 | &3]

This view lists the PSI and SI or ATSC tables and table contents of the currently active stream of the
selected input.

The name of the current stream is displayed in addition to the two round-robin indicator icons when
relevant: the time cycle icon and the lock icon. By clicking the lock icon the round-robin cycling is
stopped or resumed. A DVB, ATSC or ISDB icon indicates the analysis mode. The analysis mode is
defined as part of the ETR thresholds.
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Clicking the ‘Sections’ node displays detected tables and associated repetition rates.

Clicking a table enables viewing the table contents in a readily readable format.

ETR Overview || ETR Details || Services || Bitrates || Tables |[ piplist || pcR || status || ETR thresh. || PID thresh. || service thresh. |

[Ethernet ] [si][QAML] [QaM2 ] I3, 256 QAM ‘;j D3

(I~

[El-{d Sections
E-(Z0 PAT Version number
E-(C3 CAT Section number
Last section number

PCR PID: 181 (0x00b5)

, TID 2) (152ms)

+-(] PMT Service 3111 (PID 8160, TID 2) (151ms) CASyStemECMILISE

CA System | ECM PID

B NIT Actual “
NDS | 182 (0:x0006)

-] SDT Actual -

®-3 SDT Other Components:

B2 BAT PID Component type Language gco;nng

E-C3 TDT
181 4

-3 TOT  (0x00b5) MPEG-4 Video ]

B-C3 ECM 180 Private data PES (ITU-T Rec. H.222.0[ ISO/IEC 13818-1 |
(0x00b4) | PES packets containing private data)
179 Private data PES (ITU-T Rec. H.222.0 | ISQVIEC 13818-1
(0x00b3) | PES packets ining private data) e
178 Private data PES (ITU-T Rec. H.222.0 | ISOVIEC 13818-1 e
(0x00b2) PES packets ining private data)
177 Private data PES (ITU-T Rec. H.222.0 | ISQVIEC 13818-1 fin
(0W00b1) | PES packets ining private data)

By clicking the plus-icon at a table the table contents is displayed in detail.

Clicking one of the table entries will allow viewing the table contents as a hexadecimal dump for detailed
inspection.

Overview || ETR Details || PIDs || Senvices || Bitrates || Tables || PcR || T2mi |[ status || compare |[ ETR thr. |[ PID thr. |[ Serv. thr. || Gold TS thr.

ASI [
S o @ gl DB

EEy Sections @000: 48 F1 CD 05 39 E3 0@ 00 F@ @4 FE 02 03 00 F1 BC
B o @010: 2 @1 @5 39 @2 1A 7F @D @4 Q@ 00 7B 00 56 00 2A
@020: @1 39 91 70 @@ 41 @9 @4 1@ 19 1E BA 16 1C 39 16

E(] CAT @030: 0 02 @5 39 @0 @5 41 03 1C 37 16 @0 @3 85 39 @0
BHC PMT @240: 5 41 @3 1C 39 16 @@ 04 @5 30 @@ @5 41 @3 1C 7F
b q———— @050: @1 @@ @5 05 39 00 @5 41 @3 1@ @7 19 @@ @6 05 39
- @060: @0 @5 41 03 1B Al 10 00 @7 85 39 @0 @5 41 03 1C
-3 NIT Actual NW 1D 1337 (PID 16, TID 64) (2007ms) @070: 7F @1 @0 08 @5 39 @0 05 41 83 1C 7F @1 80 09 @5
O table_ic: 64 (0x41) @@80: 30 @@ B5 41 @3 1C 30 16 @@ PA @5 39 @@ @5 41 03

) o @090: 1C 39 16 00 @C 05 39 00 @5 41 @3 @0 41 @1 00 @D

- [ section_syntax_indicatr: 1 b @0A@: @5 30 @@ 05 41 @3 04 OF 19 @@ @F 05 39 00 05 41

[ reserved_funre_use: 1b @0B0: 3 @4 10 19 @@ OF @5 30 @@ 85 41 @3 @4 11 19 @p

B oD @0C0: 10 @5 39 9@ @5 41 @3 1B Al 19 @@ 11 @5 39 00 @5

. @@D0: 41 @3 18 99 10 @0 12 @5 39 @@ @5 41 @3 1B EC 19

[ section_length: 451 (0xlcd) @PE0: 0 13 @5 39 @0 ©5 41 03 @4 25 19 @0 16 85 39 @0

. [ metwork_id: 1337 (0x0533) B@F@: @5 41 @3 1C 43 19 @@ 1A @5 39 @@ @5 41 83 1C 4F

O reservedt 116 @100: 19 @@ 37 05 39 00 14 7F @D 04 @@ @0 @@ PO D6 @D

) @110: 0 @@ 4D D1 E@ @0 41 03 1C 30 16 @0 38 B5 30 @0

P (W) St e () ©120: OF FA @4 00 92 @1 4A 41 @6 1C 39 16 1C 33 16 00

O cumment_next_indicator: 1 b @130: 39 @5 39 0@ @B FA @4 00 @2 @1 74 41 @3 1C 37 16

. ] @140: @0 3A @5 39 @@ OB FA 04 @@ 02 @1 BA 41 83 1C 7F

) section_mumber: 0 (0x00) 0158: 01 0@ 3B 05 30 0@ OB FA @4 0@ 02 01 E4 41 83 1C

- [ last_section_number: 0 (0x00) @160: SE 16 @@ 3C @5 30 @2 0B FA 04 @@ 02 @2 2A 41 03

[ reserved_future_use: 1111 b @170: 1C 39 16 9@ 3D @5 39 00 OB FA @4 @0 @2 92 54 41

) @180: 3 1C 48 @1 @@ 3E @5 30 @@ @B FA @4 @@ 02 02 7E

- 0 metwork descriptors lengih: 4 0199: 41 03 1C 7F @1 @0 3F 05 39 00 0B FA @4 80 02 02

[ metwork_descriptors @1A0: AS 41 B3 03 84 01 @@ 40 @5 30 @@ @D 43 @B 01 10

[ reserved_fuure use: 11116 | @1B0: 0 @0 @1 92 @1 02 50 00 @3 0@ 41 @5 39 90 0D 43

L ) T e 91C@: ©B @1 10 00 @0 @1 92 @1 @2 50 @@ @3 17 B7 35 15

-] transport_streams Jl
- [ CRC3Z:0x17b73515 =

The selected table entry is highlighted in the table dump. Note that values shown in the table list may not
correspond directly to the highlighted hex dump byte(s), because some of the table entries do not add up
to whole bytes.

By hovering the cursor over the items in the tree a tool-tip is displayed showing the start position of the
data in the hexadecimal dump and the length of data. Press the save icon to download and save the raw
table data on your computer.

A description of each PSI/SI table is beyond the scope of this manual, please refer to the specifications for
more information about PSI/SI.
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If you get “Unknown descriptor” in the table parsing it could be that the stream contains additional
descriptors that can be enabled. Make a note of the descriptor_tag and go to Setup — ETR to enable the
parsing of the descriptor.

Overview || ETR Details | | PIDs | [ Services || Bitrates | | Tables || pCR | [ T2mi || Status | | Compare || ETR thr. | | PID thr. || Serv. thr. | | Gold TS thr.
RIKSTV-MUX3-CH46 ¥
[Ethemet| [COFDM1| [COFDM2| [COFDMA]| T T €3 E&l D3
-4 Sections EIT Present/Following
B0 PAT
B3 PMT
B[] NIT Actual TS ID 231 original network ID 8770
-] SDT Actual
B1-C2 SDT Other Service Current event Next event e
13:00 (01:00:00) 14:00 (01:00:00)
B3 TDT
E-C3 TOT Tid for hjem Bolighjelpen UK Show
B ECM 201 TV 2 Norsk livsstilsserie. (4:8/s10). Denne gangen tar "Tid for hjem" | Britisk livssfilsserie fra 2018, (8:8/s3). Det nygifte paret Nikkiog | EIT
RB-C1 MIP turen bort fra Bergen, til vakre Voss. Med seg har de en helt ny | Andy har bodd sammen noen ar for de giftet seg. Nikky har schedule
. designer, norske Kirsten Visdal. begynt 4 hate den treroms terrasseboligen deres og vil fiytte.
E-C3 cAT
(Event type: Leisure hobbies-general) (Event type: Leisure hobbies-general)
13.45 (D0:15:00) 14.00 (00:30:00)
204 TV 2 Sportsnyhetene Nyhetene g:lrow
Nyhetskanalen De siste nyhetene innen sport. Siste nytt fra TV2s nyhetsredaksjon. schedule
(Event type: Sports-sports magazines) (Event type: News/Current affairs-news/weather report)
13:00 (02:00:00) 15:00 (02:00:00)
Premier League: Cardiff - Bournemouth Tij Chelsea -
Show
210 TV 2 Sport 1 Britisk fotball. Fra Cardiff City Stadium og kampen mellom Britisk fotball. Fra Stamford Bridge og kampen mellom Chelsea | EIT
Cardiff og Boumemouth i 25. runde i Premier League. og Huddersfield i 25. runde i Premier League. Kommentator: schedule
Kommentator: Espen Ween Peder Martvedt.
(Event type: Sports ) (Event type: Sports )

For streams which have electronic program guide (EPG) information in the EIT table and the extraction
of this information is enabled (in ETR thresholds and in Setup — ETR) the tree will show the text
EPG (for ATSC streams EPG will be displayed regardless if EITs are present in the stream). Clicking
on this will bring up the list of present/following events (the current program and the next program to
be broadcast) for the current stream will be displayed. If the stream has EIT p/f other information (and
this table is enabled in Setup — ETR) then the list will also contain EPG present/following for other
streams (not available for ATSC). If the stream has EIT schedule information for the actual and/or other
streams (and these tables are enabled in Setup — ETR) then the list will also contain the link Show EIT
schedule. Clicking this will show the full schedule for the selected service. The amount of data shown
depends on the signal. A common practice is to send EPG for 7 days ahead.

Overview || ETR Details | [ PIDs || Services || Bitrates || Tables || PCR || T2m! || Status || Compare | [ ETR thr. | [ PID thr. | [ Serv. thr. || Gold TS thr.

[Eihemet] [COFOM1] [COFDNZ| [COFDMA] ~ RIRSTV-MUXSCHIS @@1 DA

El-(3 Sections EIT Schedule for service 307 TVNorge HD in stream with TS ID 231 original network ID 8770
B PAT Go back to EIT Present/Following for all streams
BE-C2 PMT
F-C0 NIT Actual
E-C3 SDT Actual 2019.02.04
[?__L;Otm ::: Duration | Event
B-C2 TDT Hot Pursuit
[ ey 00:10 | 01:45:00 | Amerikansk actionkomedie fra 2015. Reese Witherspoon, Sofia Vergara.
BH-C ECM
- MIP (Event type: Movie/Drama-adventure/ western/war)
B3 CAT Forste date

01:55 | 01:00:00 | Norsk realityserie fra 2018. (2:12/s2). Pa Ferste date-restauranten metes single fra hele landet pa blind date.

(Event type: Show/Game show-general)
Hundepatruljen NZ

02:55 | 00:30:00 | Vet Clinic - Jonti. Newzealandsk dokumentarserie fra 2016. (13:13/s5).

(Event type: Show/Game show-general)
Hundepatruljen NZ

Episode 4. Newzealandsk dokumentarserie. (4:10/s7). Whanganui Delta-teamet Jason og Farris trekker en innbruddstyv fram fra skjulestedet

03:25 | 00:25:00 sitt, og narkotikahunden Oscar varsler hundepasser Bill om problemer ved Mt Eden fengs.

(Event type: Show/Game show-general)
Hundepatruljen NZ

Episode 5. Newzealandsk dokumentarserie. (5:10/s7). Politihunden Hades gir ikke opp jakten pa en innbruddstyv. Biosikkerhetslabradoren

(FEED | CLATED Ebony sniffer seg fram fil noe som kravler pa postbandet.

(Event type: Show/Game show-general)
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To get detailed information about one event, click the binary symbol [8]. This will open a popup window
with parsing of the underlying EIT table. The information can be displayed either in detailed hex mode:

Table parsing *x
B3 event -

[ event_id: 10503 (0x2907)
- [ start_time: 2019.02.04 14:02:19
- [ duration: 00:29:06
- [] running_status: running (0x4)
[ free_CA_mode: 0 (0 b) (Dx0)

‘[ descriptors_loop_length: 233 (000011101001 b) (0x0¢9)

E(ﬂ descriptors

E{ﬂ shart event descriptor

: descriptor_tag: 77 (Ox4d)
descriptor_length: 181
1S0_639_language code: nor
event_name_length: 29

event_name: Et &r pd tur med Lars Monsen
short_descr length: 147

-0 content descriptor
[F-[] parental rating descriptor
-0 Unknown descriptor

.. [] CRC32: 0x18f2650c -
4 3
00e0: 4F F1 64 63 EA ED @0 81 08 D2 22 42 01 4F 29 07 O0......... "B.0). -
0010: E4 96 14 62 19 00 29 06 80 E9 4D BS 6E 6F 72 1D ......)...M.nor.
B820: 65 45 74 20 E5 72 20 70 E5 20 74 75 72 20 6D 65 .Et .r p. tur me
0030: 64 20 4C 61 72 73 20 4D 6F 6E 73 65 6E 93 d Lars Monsen..N
0040: orsk opplevelses
0850: serie fra 2007.

0060 : Lars Monsen har
0870: v.rt p. langtur
0080 : og har tilbrakt
0090: et .r nord for p
00A0: olarsirkelen i N
00BO: orge, Sverige og
face: Finland.{1:8) (R

AAnA - EA A2 AT AA RS AA AE RE 77 A1 TR 7R AA \T 1l nar uk. 7

Or in summary mode:

Table parsing *x

Event Information Table Present/Following Other
Version number
Section number
Last section number
Service ID
Transport Stream ID  PALE(E- ]
Original Network ID  [EXZ0N0L72Y])

Event list:
Event ID 10503 (0x2907)
CEL S 2019.02.04 14:02:19
Duration 00:29:06
L Leisure hobbies-tourism/travel
type
Event Language | Value
CECN [ro | etarpa tur med Lars Monsen |
Language Value

Morsk opplevelsesserie fra 2007. Lars Monsen har vaert pa langtur og har tilbrakt et
ar nord for polarsirkelen | Morge, Sverige og Finland.{1:8)(R)

Short
description

ETR 290 — Digital Radio Mondiale

Digital Radio Mondiale streams will show up in the tree with the label Digital Radio Mondiale, if they
have been configured properly in the ETR thresholds.
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Edit ETR threshold X
Name [Digital Radio Mondiale |

Description|Description of the ETR monitorin|

General || Priority 1 || Priority 2 || Priority 3 | Other checks | Interface checks

Max MIP timing error(ps) [10.000 | -
Gold TS check Disabled v

Also check version number and CRC
Verify PAT table
Verify PMT tables
Verify CAT table
Verify SDT actual table
Verify SDT other tables
Verify BAT table
Verify NIT actual table
Verify NIT other tables
Time information check isabled v
Check TDT
Check TOT
Check LTC
Max time offset
Max repetition time
Digital Radio Mondiale
PID 000
IP address
UDP port 000

I B I iiDODiDDDD&&NNDI

4

|Close| |Apply changes|

To configure Digital Radio Mondiale, the correct PID, IP address and port must be set in ETR thresholds.
If the correct IP address and port are not known, leave these blank, and the available streams will be
displayed in the Digital Radio Mondiale table, provided the correct PID is configured. The IP address and
port can then be added to the ETR thresholds.
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Overview ETRDetails PIDs Services Bitrates Tables PCR  T2MI  Status Compare ETRthr. PIDthr.  Serv.thr.  Gold TSthr.  Alarm filter thr.
Digital Radio Mondiale ¢
(P72 239.0.0.1:5503 @ i D3
=<9 Sections .. . .
. Digital Radio Mondiale PID 3000
%1 PAT
#-C1 PMT General
+ (3 NIT Actual A 239.103.150.1:5000
N Available streams:
+ (1 SDT Actual
1 Digital Radio Mondiale Protocol version: 00.00

Seconds OK:
Robustness mode:
Selected IP:
Selected port:

24

B
239.103.150.1
5000

FAC - Fast Access Channel

Sync:

Bandwidth occupancy:

Interleaver:

Service configuration:

Service identifier:
L

OK

10 kHz

2s

1 audio service
Oxelc238
English

Program type:

News

SDC - Service Description Channel

Sync: OK

Service label: BBC WS

SDC mode: 16-QAM CR 0.5
Audio coding: XHE-AAC
Audio mode: mono

Audio sampling rate:

Language code:
Country code:

38.4 kHz
eng
gb

MSC - Media Service Channel

Sync: OK

MSC mode: 16-QAM

Stream 0 bitrate: 10.7250 kbps

Stream 1 bitrate: 0.9200 kbps

Stream 2 bitrate: 0.0000 kbps

Stream 3 bitrate: 0.0000 kbps
General

Available streams:

A list of IP addresses and ports available in this PID. If both the selected IP and

port match one of the available streams, it will be highlighted in green.
Note: Only the available streams can be decoded and will contain information.

Protocol version:

What protocol is being used in the stream.

Seconds ok:

Seconds without error.

Robustness mode:

The robustness mode used for this program. Labelled A to E.

Selected IP:

addresses in available streams, no data will be accessible.

The IP address selected in ETR thresholds. If it doesn’t match any of the IP

Selected port: The port selected in ETR thresholds. If it does not match the port associated
with the selected IP address in the available streams, no data will be accessible.
FAC — Fast Access Channel
Sync:  OK if stream has sync. No sync otherwise.

Bandwidth occupancy:

The bandwidth occupancy of this stream.

Interleaver:

2s’, ‘400ms’, ‘600ms’

Service configuration:

Configuration of the program.

Service identifier:

A hexadecimal value that uniquely identifies the program.

Language:

Specifies the language of the program.

Program type:

Specifies the genre of the program.
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SDC — Service Description Channel

Sync:

OK if stream has sync. No sync otherwise.

Service label:

The primary identification of the program for the listener.

SDC mode:

The SDC mode used by the program.

Audio coding:

The audio coding in use by the program.

Audio mode:

The audio mode used. Either mono or stereo.

Audio sampling rate:

The audio bitrate in kHz.

Language code:

The language code of the language of the program.

Country code:

Country code for the country of origin.

MSC — Media Service Channel

Sync:

OK if stream has sync. No sync otherwise.

MSC mode:

The MSC mode used by the program.

Stream 0 bitrate:

The bitrate of stream 0 in kilobits/s (kbps).

Stream 1 bitrate:

The bitrate of stream 1 in kilobits/s (kbps).

Stream 2 bitrate:

The bitrate of stream 2 in kilobits/s (kbps).

Stream 3 bitrate:

The bitrate of stream 3 in kilobits/s (kbps).

Developed according to the standards for DRM-MDI:

e ETSI TS 102 820, ‘Multiplex Distribution Interface (MDI)’

» ETSI ES 201 980, ‘System Specification’

* ETSI EN 301 192, ‘DVB specifications for Data Broadcasting’

7.9.7

ETR 290 — PCR

ETR Overview || ETR Details || Services || Bitrates || Tables H PID list || PCR | Status || ETR thresh. || PID thresh. || Service thresh.

[Ethernet | [Asi |[QAML | [ Qamz |

PCR pids

P~ Jourrnt
181 14 ns T4 ns 500 ns
2162 48 ns T4 ns 500 ns
8165 14 ns 74 ns 500 ns

TS 113 Al
386 MHz, 256 QAM O w D3
Histogram for PCR PID: 2162 Logging since: Mar 7 17:44:29 Stream info. Null PID: Present CBR: [
-500 500

252

Max jitter (ns): -62
202

Average jitter (ns): -12
151

Bin resolution (ns): 37
101

Outside thresholds: 0
50

N
Jiter(ns)-502 | 208 i~ e 206 | k02

Out of view: [}

PCR-AC || PCR-0J | [Zoomin || Zoomout | | Clear |

The PCR jitter histogram displays PCR jitter as measured by the probe. A list of detected PCR PIDs
in the selected stream is shown together with their current and maximum PCR jitter values. A PCR
PID is selected for histogram presentation by clicking the associated table entry. The histogram shows
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the number of received PCR values versus jitter. PCR jitter is by default measured as PCR-AC for all
interfaces. By creating an ETR threshold template that enables PCR-OJ and assigning this template to a
stream it is possible to select PCR-OJ measurement mode by clicking the PCR_QJ button. The PCR_OJ
measurement is not relevant for Ethernet streams.

Please note PCR analysis will be disabled if none of the PCR-AC, PCR-OJ, PCR Accuracy or PCR lJitter
checks are enabled in the ETR thresholds. So to use the ETR 290 — PCR functionality this needs to be
enabled.

The name of the current stream is displayed in addition to the two round-robin indicator icons when
relevant: the time cycle icon and the lock icon. By clicking the lock icon the round-robin cycling is
stopped or resumed. The push-buttons Zoom in and Zoom out enables rescaling of the graph. This makes
it possible to view PCR jitter values that are outside the range defined by the auto-scaling. Clicking the
Clear button will clear historical data from the histogram.

Tool-tip functionality provides information about each histogram bar: the number of samples, the
percentage of total number of samples and the jitter interval represented by the bar. For PCR measurements
to be valid it is essential that the signal be stuffed with null packets (PID 8191) to obtain an absolutely
constant bitrate. The stream info above the histogram shows if the analyzed stream contains null packets
or not. A color indicator above the PCR jitter histogram indicates whether the signal is of constant bitrate
or not, as perceived by the PCR filter in the processing engine. Green indicates OK, red indicates that the
PCR jitter measurements are not valid due to the bitrate not being constant.

Note that PCR jitter measurements for Ethernet streams are very sensitive to packet loss, and packet loss
results in a large jitter values — often for all PCR PIDs of an MPTS.

The PCR PID list displays the following parameters:

PID: The PID for which the following parameters apply.

Current: The last PCR jitter value measured.

Overall max: The maximum PCR jitter value measured since transport stream sync was obtained.
Note that this may not correspond to the maximum value for PCR jitter in the his-
togram, as the histogram displays values measured from the time when a PCR PID
was selected.

Threshold: The PCR jitter threshold currently valid for the stream, as defined in the associated
ETR threshold template.

In addition to the histogram itself, the following parameters are displayed:

Max jitter (ns): The maximum jitter value measured from the time the PID was selected.

Average jitter (ns): The average jitter in nanoseconds.

Bin resolution (ns): The width of the jitter interval spanned by each histogram bar.

Outside thresholds: The number of PCR values that are outside the PCR jitter thresholds (defined
by the user as part of the ETR threshold template).

Out of view: The number of PCR values that are out of the currently displayed view.
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7.9.8 ETR 290 — T2MI (requires T2MI-OPT)

Overview | | ETR Details | [ PIDs | [ Services | | Bitrates | [ Tables | [PCR | | T2MI | [Staws | | Compare | [ETR thr. | [ PID thr. | [ Service thr.

[Ethernetl| [Ethernetz| [Ethernet3| [Ethernetd| [ASIL

ASl Input 2 A
AS| PLP: Auto O[;'* D3

~ Overview: rPLP Information:
T2 timestamp: Meon Feb 25 00:55:11.869 2013 Currert PLP: 0
Super frame indesx: 14 Detected PLPs: 0,1,2,3
Frame index: 1] Signaled PLPs:
TS e e |_PLP_ s plpiype  Payioad PLP group [Code  Woduiation Rotation _FEc |
I‘If“’ﬂ”gfe”a“mms"‘i“c'?“"”i ;;li*l’;c""‘”g and modulation @ 0(0x0)  DataPLPType1 TS 1(0x01) | 355 256-0AM  Rofationinuse 64K LDPC
InEut ) mvrma‘_ 15 @ 1(0x1) DataPLP Type1 TS 1(0x01) 35 256-QAM Rotation inuse 64K LDPC
Input stream identifier 0 a 2(0x2) Common PLP s 1(0x01) | 3f5 256-QAM Rotation inuse | B4K LDPC
Num TS last T2M frame: 26 0 3(0x3) DataPLP Type 1 | TS 201 (0xc9) | 315 256-0AM | Rotation inuse | 64K LDPC
Mull packet deletion: Disabled
High effiency maode: Enabled
Cre errors BB header. 0
Cre errors whole packet: 0
rL1 information:
T2 version: 111 L1 post scrambling: Mot used Sub slices per frame: 1
Type: Transport Stream only L1 modulation: 64-QAM Num aux: 0
T2 lite profile used: Not used L1 coding: 12 Aux config rfu; ]
BW ext: Extended carrier mode L1 FEC type: LDPC 16K Number of RF: 1
51 T2_SIS0 L1 repetition: Dynamic signalling not provided Freguencies: 0: 474.00 MHz
82 FFT 32k, guard intv. 1128, 19/256, or 191128, not mixed L1 post size: 402 (0x00192) Currert RF index: ]
PAPR: No PAPR reduction is used L1 post info size: 729 (0x002d9) Start RF icx; 0(0x0)
Pilat pattern: PPT L1 post extension; Extension field not present Frame ichc 0 (0x00)
TX D availability: No transmitter identification signals are used L1 change counter: 0 (0x00) Sub slice interval 0 (0x000000)
Cellid: 0 (0x0000) Guard interval: 1128 Type 2 start: 0 (0x000000)
Metwork ick 12421 (0x3085) Num T2 frames: 2 Regen flag. ]
T2 system ick 32769 (0%8001) Num data symbols: 59

T2MI monitoring is a licensed option available for transport streams over Ethernet. T2MI is enabled on a
per stream basis, most of the information is found in this GUI extracted from the L1 current packets in the
T2MI streams. The full parsing of this information table is found in the “Tables’ section.

Please note that the T2MI stream needs to have either a relative or an absolute T2 Timestamp to be
received properly. Signals without timing information can not be received.

Overview:

T2 timestamp:

The last received T2 timestamp. The probe supports both relative
and absolute timestamps.

Super frame index:

The last received superframe index.

Frame index:

The index of the last received frame.

Input streams:

Indicates whether Single or Multiple Input Streams are used.

Coding and modulation:

Whether the stream uses Constant Coding and Modulation or Adap-
tive Coding and Modulation.

Input stream sync:

The Input Stream Synchronizer (ISSY) value.

Input stream format:

The format of the input stream. Will normally be ‘TS’.

Input stream identifier:

The input stream identifier for the current stream.

Num TS pkt. last T2MI frame:

The number of transport stream packets that was in the last T2MI
frame.

Null packet deletion:

Whether null packet deletion is in use or not.

High efficiency mode:

Whether high efficiency mode is active or not.

Crc Errors BB header:

The number of CRC errors on the BB header detected since the
monitoring of the stream started.

Crc Errors whole packet:

The number of CRC errors calculated over the whole T2MI packet
since the monitoring of the stream started.

L1 information:
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T2 version:

The version of the T2 spec used. Up to version 1.3.1 is supported including
T2 lite.

Type: The type of data carried in the Transport stream.
T2 lite profile used: Set to true if the T2 lite profile is used for sending power efficient broadcasts
to portable clients.
BW ext: The carrier mode (normal or extended).
S1: T2-SISO, T2-MISO or Non-T2.
S2: FFT mode and guard interval.
PAPR: The PAPR reduction mode (if any).
Pilot pattern: Pilot pattern PP1 to PP8.
TX ID availability: Should always be set to ‘No transmitter identification signals are used’.
Cellid: The cell ID for the transmitter.
Network id: The network id for this DVB-T2 network.
T2 system id: The T2 system id.

L1 post scrambling:

Says whether post scrambling is used or not.

L1 modulation:

The L1 modulation type used. BPSK, QPSK, 16-QAM or 64-QAM.

L1 FEC type:

The L1 fec type in use. Only ‘LDPC 16K’ is currently supported in DVB-T2.

L1 repetition:

Shows if dynamic signaling is provided.

L1 post size:

The L1 post size.

L1 post info size:

The L1 post info size.

L1 post extension:

Shows if extension field is provided.

L1 change counter:

The value of the L1 change counter.

Guard interval:

The guard interval used for the transmission. 1/32, 1/16, 1/8 or 1/4.

Num T2 frames:

The number of T2 frames signaled.

Num data symbols:

The number of data symbols signaled.

Sub slices per frame:

How many sub slices are used per T2 frame.

Num aux:

The number of auxiliary channels transmitted.

Aux config rfu:

The aux config rfu number.

Number of RF:

The number of RF frequencies used to transmit the signal.

Frequencies:

The list of frequencies used to transmit the signal. Normally only one fre-
quency will be used.

Current RF index:

The index of the frequency currently being used for the transmission.

Start RF idx:

The starting RF index.

Frame idx:

The frame index.

Sub slice interval:

The interval between sub slices.

Type 2 start:

The value of the type 2 start parameter.

Regen flag:

The value of the regen flag.

PLP (Physical Layer Pipes) information:
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Current PLP: The PLP currently being received. If a specific PLP was configured the interface
settings T2MI extraction (Multicasts — Streams), this will be used. If auto mode
is used the first PLP detected will be used.

Detected PLPs: The detected PLP ids in the T2MI stream. In some error situations this may differ
from the list of Signaled PLPs show below.

Signaled PLPs: Lists the PLPs signaled in the stream.

PLP type: The signaled type of the PLP. Data PLP Type 1 is the most common, some signals
can have a common PLP as well as well as other PLP types.

Payload: Payload type of this PLP. Will typically be the Transport Stream format

PLP Group: The group signaled for this PLP. The PLPs in a group shares one common PLP and
when analyzing a PLP both the data in the specified PLP and the common PLP in
the same group (if present) are extracted. The PLP contains PIDs which are shared
such as PAT, SDT, NIT, CAT and EMMs. In the example above , analyzing PLP 0
will also analyze PLP 2.

Code: The FEC coding scheme used for this PLP.

Modulation: Modulation for the PLP.
Rotation: Specifies if IQ rotation is enabled.

FEC: Specifies the FEC coding type for this PLP.

Clicking the blue information symbol in the PLP list will bring up more detailed information for that PLP.

Detailed PLP information *

PLP 1 (0x01)

Type: Data PLP Type 1

Payload: 15

FF flag: Mot applicakle

First RF idx: Mot applicable

First frame icx: 0 (0=00)

PLP group id: 1 (0x01)

Coding: 35

Modulation: 256-QAM

Rotation: Rotation in use

FEC type: 64K LDPC

PLP rum klocks max: 48 (0x030)

Frame interval: 1 (0x01)

Time IL length: 3 (0=03)

Time IL type: One interleaving frame corresponds to ene T2-frame and containg one or
more Tl-blocks

In band A: In-band type A signaling not carried

In band B: In-band type B signaling not carried

PLP mode: Mot specified

Static: Mot static, fields can change at any time

Static padding: “alue of DFL of currert PLP may vary from BEFrame to BBFrame

PLP start: 550800 (0x086790)

PLP rum blacks: 34 (0x022)

Detailed PLP information:
PLP: The ID of the signaled PLP.

Type: The signaled type of the PLP. Data PLP Type 1 is the most common, some
signals can have a common PLP as well as well as other PLP types.

Payload: Payload type of this PLP. Will typically be the Transport Stream format
FF flag: The FF flag value.
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First RF idx:

The first RF index used for transmitting this PLP.

First frame idx:

The first frame index used to transmit this PLP.

PLP group id: The group signaled for this PLP. The PLPs in a group shares one common
PLP and when analyzing a PLP both the data in the specified PLP and the
common PLP in the same group (if present) are extracted. The PLP contains
PID which are shared such as PAT, SDT, NIT, CAT and EMMs.

Coding: The FEC coding scheme used for this PLP.

Modulation: Modulation used for transmitting this PLP.
Rotation: Specifies if 1Q rotation is enabled for this PLP.

FEC type: Specifies the FEC coding type for this PLP.

PLP num blocks max:

The maximum number of blocks which can be used by this PLP.

Frame interval:

The frame interval for this PLP.

Time IL length:

The length of the time interleaver.

Time IL type:

The time interleaving type in use.

In band A: Says if in-band type A signaling is used for this PLP.
In band B: Says if in-band type B signaling is used for this PLP.
PLP mode: The PLP mode for this PLP.
Static:  Says whether the PLP bandwidth is static or not static.
Static padding: Says whether the padding is static or can change between each BB frame.
PLP start: The start value for the PLP in the stream.
PLP num blocks: The number of blocks used for this PLP.

7.9.9

ETR 290 — Status

ETR Overview || ETR Details || Services || Bitrates || Tables H PID list || PCR | Status | ETR thresh. || PID thresh. H Service thresh.

[ Ethernet | [ as1 | [oam1 || gamz |

Service view

=3 PID view

0 PAT: 20.76 kbps

1 CAT: 2.96 kbps

[l 16 NIT: 4.44 Kbps

B 17 SDT/BAT: 99.38 kbps
-l 18 EIT: 2.11 Mbps

[l 20 TDT/TOT: 1.52 kbps

=l 33 Unknown: 4.44 kbps
£l Unref PID

[l 176 PMT: 20.76 kbps
Bl 177 ACD Awndi

N2 N9 L

TS113

386 MHz, 256 QAM O Jt; D3

. 3111 Discovery HD: 4.08 Mbps
3113 Viasat Sport HD: 9.01 Mbps
. 3114 Eurosport HD: 13.55 Mbps

]l Unreferenced PID check

(<Jal>)

4

The ETR 290 — Status view shows a stream content overview linked to current alarms, making it easy to
view what services and PIDs are currently affected by errors.

By clicking any of the ‘view’, service or PID nodes, more information will be displayed on the right hand
side of the table. This information is described in ETR 290 — Services.
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7.9.10 ETR 290 — Compare
[ Overview | [ ETR Details | [PIDs | [Services | [Bivates | | Tables | [PCR | [Status | | Compare | [ETRthr.| [PIDthr. | | Service thr. |

Select streams and services for comparison 7 A
Sieamisencs il Detai  Mnbir axbir |
Ethernet | 239.255.0.1:5500 3.52 Mbps 8.50 Mbps
Ethernet  239.255.0.2.5500 480Mbps | 7.73 Mbps
E-E TV 2(N) Ethernet | 239.255.0.3.5500 2.10 Mbps 4.96 Mbps
-l TVNorge Ethernet | 239.255.0.4:5500 2.37 Mbps 4.93 Mbps
W TV 2 Sport Ethernet = 239.255.0.5:5500 2.81 Mbps 8.22 Mbps
-l Star Ethernet | 239.255.0.6.5500 4.41 Mbps 4.42 Mbps
Ml Showtime Ethernet | 239.255.0.7:5500 4.26 Mbps 4.29 Mbps
M Discovery World Ethernet | 239.255.0.13:5500 3.58 Mbps 3.61 Mbps
-0 MTV Ethernet | 239.255.0.12:5500 4.27 Mbps 4.30 Mbps
B CNN International Ethernet | 239.255.0.10:5500 2.24 Mbps 4.28 Mbps
M ASI Input 1 ASI AS| MiA N/A

Show streams| | Show services Compare selected

The Compare view is based on analysis performed by the ETSI TR 101 290 engine and only the streams
monitored by ETR will be listed.

The Compare view allows comparison of services or transport streams across different probe interfaces.
Clicking Show streams results in a list of selectable transport streams and services, and clicking Show
services results in a list of selectable services. Note that the screen is not auto-refreshed, click the
Compare tab to perform an active refresh.

| Overview | [ ETR Details | [PIDs | | Senvices | | Birates | [ Tables | [ PCR | [ Staws | | Compare | [ETR thr.| [PID thr. | [ Service thr. |

Select streams and services for comparison g
Sevee ol wcamname  [Detais _— Minbir_—axbit |
-~ 1 CNN International Ethernet | CNN International 239.255.0.10:5500 1.24 Mbps 4.29 Mbps
~M 1 Discovery World Ethemnet | Discovery World 239.255.0.13:5500 357Mbps | 3.61 Mbps
W 1MTV Ethernet  MTV 239.255.0.12:5500 4.25 Mbps 4.29 Mbps
- 1 NRK1 Ethernet | NRK1 239.255.0.1:5500 3.42 Mbps 8.91 Mbps
M 1 NRK2 Ethernet | NRK 2 239.255.0.2:5500 272Mbps | 8.90 Mbps
Ml 1 Showtime Ethernet | Showtime 239.255.0.7:5500 425Mbps | 4.28 Mbps
1 Star Ethernet | Star 239.255.0.6.5500 4309Mbps | 4.42 Mbps
W1TV2(N) Ethernet | TV 2 (N) 239.255.0.3:5500 119Mbps | 7.16 Mbps
-l LTV 2 Sport Ethernet | TV 2 Sport 239.255.0.5:5500 1.76 Mbps 8.22 Mbps
-l 1 TVMorge Ethernet | TWNorge 239.255.0.4:5500 1.32 Mbps 4.97 Mbps

Show streams| |Show services| Compare selected

One or more services or transport streams are selected by clicking and later Ctrl + clicking items from
the list. Clicking the Compare selected button will launch a condensed overview page that allows status
parameters for services or streams to be viewed side by side. Key parameters are presented in one column
for each service/stream, and it is easy to recognize differences in signal contents or alarm status. The
number of streams that can be compared depends on screen size.
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Overview || ETR Details || PIDs || Services || Bitrates | | Tables || PCR || Siatus || Compare || ETR thr. || PID thr. || Serv. thr. || Gold TS thr. |

W 28652 Nickelodeon Turkey
[ 28654 MTV Hits

B 28655 MTV Dance

[ 28656 VH1

Overview (SAT1 / Viacom (11.727 GHz)) A  Overview (SAT2 [ C More (11.372 GHz)) -~

Stream overview Error statistics Stream overview Error statistics

T5I1D: 1066 Total monitoring fime: Mo Signal: . TS ID: 35 Total monitoring fime:  No Signal: .

MW ID: 1 23d,1h 3h 11m MWW 1D: 70 1d,7h im 46s

Orig WWID: 1 ETR Priority 1: . CC Errors: . Crig W ID: 70 ETR Priority 1: . CC Errors: .

Min._ eff. bitr  12.05 Mbps 3h 21m 9m, 52 s Min. eff. bitr 4297 Mbps gm5s 193

Max. eff. bitr: 36.83 Mbps ETR Priority 2: Interface errors: Mazx. eff. bitr 43.02 Mbps ETR Priorify 2: Interface errors

Min. tot. bifr: 38.01 Mbps Mo errors . Mo errors . Min._ tot. bitr:  55.71 Mbps 225 Mo errors .

Max. tot. bitr: 38.05 Mbps ETR Priority 3: Other checks: Mazx. tot. bifr: 55.72 Mbps ETR Priorify 3: Other checks:

Last update: 42s Mo errors . Mo errors . Lastupdate: 9m, 49s Mo errors . Mo errors .
Service alarms (5AT1 [ Viacom (11.727 GHz)) A Service alarms (SAT2 / C More (11.372 GHz)) ~

M 28651 Mickelodeon HD - I 6301 C More Live HD

M 7441 Kunskapskanalen HD

W 7725 TV 2 Charlie HD

W 7726 TV 2 News HD

M 128041 Kunskapskanalen HD - Text

=1 28657 VH1 Classic
M Program Clock Reference error
M 28659 MTV ROCKS

1220 MPEG4 Vi...

-

Services (SAT1 [ Viacom (11.727 GHz)) A Services (SAT2 [ C More (11.372 GHz)) -~
m_x_:ﬂm m_x—:ﬁm
(= [ 28651 Nickelodson HD 1.515 Mbps | 11.396 M... | 18 6901 C More Live HD MS538M... | 11367M... |0
[ [ 28652 Nickelodeon Turkey 911440 k.. | 6.835Mbps | 15 7441 Kunskapskanalen HD | 10.555 M... | 10.604M... 0
D23554 MTV Hits 760944 . 6541 Mbps 5 7725 TV 2 Charlie HD 9.922 Mbps | 9.946 Mbps | 0

The compare column consists of several sub-views:

Stream overview

Overview (SAT2 / C More (11.372 GHz)) L
r Stream overview — Error statistics

TS 1D: 33 Total monitoring fime: Mo Signal:

NW ID: 70 1d, Th Tm d6s .

Cng W ID: 70 ETR Priority 1: CC Errors:

Min. eff. bitr  42.97 Mbps gm,5s . 19s .
Max. eff. bitr 43.02 Mbps ETR Priority 2: Interface errors:

Min. tot. bitr:  55.71 Mbps 225 . Mo errors .
Max. tot. bifr: 55.72 Mbps ETR Priorify 3: Other checks:
Lastupdate: 9m, 49 = Mo errors . Mo errors .

Stream overview shows a number of key parameters for the selected stream/service.

Stream overview

TS ID: The transport stream ID of the selected stream or the stream containing the selected
service

NWID: The network ID of the selected stream or the stream containing the selected service

Orig NW ID: The original network ID of the selected stream or the stream containing the selected
service

Min. eff. bitr: The minimum effective bitrate (null packets removed) measured for the selected
stream or the stream containing the selected service

Max. eff. bitr: The maximum effective bitrate (null packets removed) measured for the selected
stream or the stream containing the selected service

Min. tot. bitr: The minimum total bitrate (including null packets) measured for the selected stream
or the stream containing the selected service
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Max. tot. bitr: The maximum total bitrate (including null packets) measured for the selected stream
or the stream containing the selected service

Last update: The time since the last update. The information will be updated when the round robin
ETR engine stops monitoring a stream or once every minute for streams which are
permanently monitored.

Error statistics

Total monitoring time: The total time the stream has been monitored by the ETR engine
ETR Priority 1: The time the stream has been affected by ETSI TR 101 290 Priority 1 errors
ETR Priority 2: The time the stream has been affected by ETSI TR 101 290 Priority 2 errors
ETR Priority 3: The time the stream has been affected by ETSI TR 101 290 Priority 3 errors

No signal: The time the stream has been affected by ‘No signal’ alarm

CC errors: The time the stream has been affected by ‘CC error’ alarm

Interface errors: The time the stream has been affected by ‘Interface error’ alarm

Other checks: The time the stream has been affected by miscellaneous ‘Other’ alarms

Pie charts indicate for how long the stream has been affected by errors compared to the total monitoring
time, green color representing ‘OK’ and red color ‘Error’.

Service alarm

Service alarms (SAT1 [ Viacom (11.727 GHz)) Ll
M 28651 Nickelodeon HD
B 23652 Mickelodeon Turkey
H 23654 MTV Hils
[ 28655 MTV Dance
H 23656 VH1

=M 28657 WH1 Classic
M Program Clock Reference error 1220 MPEG4 V...

W 28659 MTV ROCKS -

If a transport stream is selected for comparison the Service alarms sub-view displays a list of services
present in the stream. If there is one or more active alarms for a service this will be indicated by a red
‘bulb’ whereas a green ‘bulb’ indicates no active alarms. If a service is affected by one or more active
alarms these alarms may be viewed by expanding the service tree. If relevant the PIDs affected by alarms
are also displayed. Note that only alarms detected during the last monitoring period are displayed.

If a service is selected for comparison this sub-view simply shows the selected service and any active
alarms affecting the service.

Services
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Services (SAT2 / C More (11.372 GHz)) ~
EI[EE 6201 C Mare Live HD 11538 M... | 11.575M... -

]
[i35] 404 Pt 7.440 kbps | 7.576 kbps | 0
o&524214 MPEGT Audio | 261128 .. 263856.. 0
o&523325 MPEGT Audio | 261128 ... 263856.. |0
?11EECM 14880 k... 16608k... |0

]

]

(911278 MPEG4 Video | 11.008 M_.. | 11.040 M... HiA
7441 Kunskapskanalen HD | 10.552 M... | 10.598 M...
q| 7725 TV 2 Charlie HD 9.922 Mbps | 9.955 Mbps | 0 -

If a transport stream is selected for comparison the Services sub-view displays a list of services present
in the stream. Clicking the plus icon at a service will expand the service tree, displaying the service’s
individual components. The minimum and maximum effective bitrates of a service/component are also
shown, in addition to the number of continuity counter errors and the maximum measured PCR jitter (if
relevant).

Colored PIDs indicate scrambling; blue and green representing odd and even scrambling respectively.

Note that all references to a PID will result in a PID entry, i.e. one PID may be displayed several times in
the list.

Alarm graph

Alarm graph (SAT1 / Viacom (11.727 GHz)) ~
Timeine
| 01:00m0 | 03:00m0 | 0s:00m0 | 07:00M0
[=] Alarm status
[=1 ETR. Prigrity 1
Continuity
[E1ETR Priority 2
FTS
[=1 ETR Prigrity 3
Unref PID

[Show all] [Show emors|

The Alarm graph sub-view shows similar alarm graphs as the ETR 290 — ETR Details — Alarm
graph popup view. Please refer to the ETR 290 — ETR Details section of this User’s Manual for a
comprehensive description of this view.

ETR Details
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ETR Details (SAT1 f Viacom (11.727 GHz)) w
Prii Pri2 Pri} Other Interface
B TS sync M Transport W NIT W CA syst. M Post LDPC-BCH
M Sync byte B CRC Msirep  MPIDminbr. B MER
M paT HEPrcR HunrefPID W PID maxbr. B SHR
M Continuity B PCR accr. B SDT M PID ch. M sig. sfr.
M PaT HPTS HeT M serv. minkr. [ Pkt err.
M iz D ECAT B RST M serv. maxbr. M Centre frequency
M ToT M serv. ch. M symbol rate
COmip O 120
[ Gold T3 M Enmo
[ Time W Evm
M Intf. ovil

The ETR details sub-view shows the same alarm overview as the ETR 290 — ETR Details view. Clicking
a check will open a pop-up view displaying alarm details. Please refer to the ETR 290 — ETR Details
section of this user’s manual for a comprehensive description of this view.

Tables
Tables (IPTV / Eurosport 1 HD (N) (239.255.2.20:5500)) ¥  Tables (IPTV / DELUXE MUSIC (239.255.1.20:5500)) v
. — 1= B —— < — e
PAT (PID 0, TID 0) O0xDDF22CE1 Reference PAT (PID 0, TID 0) 0x5F020F81 Compare
1 CAT (PID 1, TID 1) 0xD5DCFB4C Reference 1 CAT (PID 1, TID 1) 0xD5DCFB4C Compare
482 PMT Service 7273 (PID 482, Tl... | OxB720DAD6 Reference 99 PMT Service 65 (PID 99, TID 2) OXC48A6F No match
17 SDT Actual TS ID 39 Orig NW I... | 0x31BECFE3 Reference 16 NIT Actual NW ID 65280 (PID 1... |0XxA8CD098F No match
20 TDT (PID 20, TID 112) 0x0 Reference 17 SDT Actual TS ID 15 Orig NW I... | OXBSB3EEAE Compare
20 TDT (PID 20, TID 112) 0x0 Compare
20 TOT (PID 20, TID 115) 0x0 No match
3333 AIT (PID 3333, TID 116) 0X63D1EGGA No match

The Tables sub-view provides a comparison of all PSI/SI tables present in the selected streams. The first
transport stream selected will serve as a reference stream for the other(s). Each entry will display the PID,
table name, and the CRC for the table. If a table exists in both the reference stream and the current stream
and has a different CRC, it is marked in red and a ‘Compare’-link will show for a more detailed view of
the differences between the two. Likewise if the table are present in both streams, but has equal CRC,
it will be displayed with normal text color and a ’Compare’-link will be shown. If either a table is only
found in the reference stream or the current stream, it will be marked in pink with ‘Not found’ or grey
with ‘No match’, respectively. Note that this feature only applies for comparing streams, not services
within the same stream.
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7.9.11 ETR 290 — ETR threshold

Overview || ETR Details || PIDs || Services || Bitrates || Tables || PoR || status || compare || ETR thr. || piD thr. || sServ. thr. || Gold T5 thr. |
ETR Thresholds > I
These thresholds are used to define detailed conditions for ETR 290 alarm triggering on a per-stream basis.
Refs Descrpton — ——————— ~ ——— —— — Tlunngcuraion ___|Mode _lEGL

ETSI TR 101 290 0 Settings according to TR 101 290. Some advanced features are disabled 70 DVE Edit
Full ETR 230 131 Settings according to TR 101 230. Some advanced features are disabled 70 DVE Edit

ATSC Default 0 ATSC template based on TR 101 290. Some advanced feafures are disabled 70 ATSC Edit
Optimised 0 Optimised settings with additional checks enabled 70 DVE Edit
IP-SPTS 0 Settings adapted to IP streaming of Single Program Transport Streams 20 DVEB Edit
CMTS downlink 0 Used to verify CMTS downlink traffic 20 oDVvE Edit
Analog carrier [1] For monitoring analog frequencies 15 DVEB Edit
Default 4 Default template used for new streams. Only important alarms are raised. 70 oDVvE Edit
PCR testing 3 70 DVEB Edit

ASI 1 70 DvBe Edit
DVB-T2 1 70 DVE Edit
DVB-T1 1 70 DVE Edit
SAT 1.2 GHz 1 70 DVE Edit

ETR thresholds: 13

Add new threshold| [Duplicate selected| [Delete selected| [Edit selected

The ETR thresholds make it possible to define detailed conditions for ETR 290 alarm triggering on a
per-stream basis. There are seven predefined ETR threshold templates that are write-protected and cannot
be edited by the operator:

¢ Default

ETSI TR 101 290

ATSC Default

* Optimised

IP-SPTS

CMTS downlink

* Analog carrier

These predefined thresholds may be used when defining a monitoring configuration, but it is a good idea
to create editable copies of these threshold templates and use these copies rather than the originals. Doing
so will allow fine-tuning of parameters later on.

There are two different ways of creating user-defined thresholds. To create a new threshold template
from scratch the operator should click the Add new threshold button. A pop-up window will appear
allowing the user to define alarm conditions and set the round-robin cycling time. The default values of
the different parameters settings are in accordance with the template Default. Another way of creating a
user-defined threshold template is by highlighting one of the threshold templates already defined and then
click the Duplicate highlighted button. The copy created this way may be edited during the fine-tuning
phase of system configuration.

Deleting an ETR threshold template is done by highlighting the threshold template that should be removed
and clicking Delete highlighted. Note that if the deleted threshold template is assigned to a stream
currently being monitored, the new threshold for that stream will default to the predefined Default
threshold template.
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It is possible to perform multi-editing of existing threshold templates by selecting several threshold
templates (using the regular Ctrl + click or Shift + click functionality) and clicking Edit selected.
Parameters that differ between the threshold templates will be represented by an asterisk in the Edit ETR
threshold view. Changes made will affect all selected threshold templates.

Edit ETR Threshold

Name ETSITR 101 290
Description|Settings according to TR 1

General || priority 1 || Priority 2 || Priority 3 || other checks || interface checks

Parameter

Analyzing mode

Error imeout (5)

Tuning duration (s)

Sync loss tuning duration (s)
Minimum section gap (ms)

Setting
ODVE w
10

70

18

The ETR threshold dialog is divided into tabs for easier access to the relevant settings and has the following

settings:

ETR Thresholds — Parameters:

Name: A text field with the name of the ETR threshold template

Description: Text field that should contain a meaningful description of the threshold

ETR Thresholds — General:

Analyzing mode: The mode of table analysis. DVB, ATSC or ISDB may be selected.

Error timeout (s):

The number of seconds an alarm stays active before it is cleared, if no new

alarms are generated. For all table related alarms the actual alarm timeout used
is the sum of the Error timeout parameter and the maximum table repetition
period. E.g. the TDT (Time Date Table) with table repetition set to 30 seconds
will have an effective error timeout of 40 seconds. This avoids toggling of
alarms for tables that are sent infrequently. Default value: 10 s
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Tuning duration (s):

The time (in seconds) the probe will stay tuned to a frequency/multicast dur-
ing the round-robin loop. For setting the tuning duration, use the following
expression: max_table_rep*2 + 10

Use the maximum table repetition, multiply it by 2 and then add 10 seconds.

E.g. with TDT repetition set to 30 seconds, use 30*2+10=70 seconds tuning
duration.

In order to speed up the tuning process tables should be transmitted more fre-
quently. For instance if TDT, which is usually the least frequently transmitted
table, is sent every 10 seconds, a tuning duration of 30 seconds may be used.
For signals without TDT (common in SPTS) the TDT check can be disabled
and the tuning duration may be reduced. If the tuning duration is set too
low the checks for tables with long table repetition periods will still be in an
unknown state as the probe does not have enough measurements to determine
the state for these. Tuning duration should never be set to less than 10 seconds
for Ethernet streams and 15 seconds for all other streams (the minimum for
RF steams depends on the setup). Default value: 70 s

Sync loss tuning
duration (s):

The time (in seconds) the probe will stay tuned to a frequency/multicast with
TS Sync loss during the round-robin tuning process. Usually there is no need
to stay tuned to a frequency/multicast once the probe has established that there
is no signal on the tuning setup. When monitoring a tuning setup with signal
loss, the probe will use the lowest value of ‘Tuning duration’ and ‘Sync loss
tuning duration’, e.g. if the former is set to 60 seconds and the latter to 1000
seconds, 60 seconds will be used. Default value: 15 s

Minimum section
gap (ms):

The minimum allowed gap between transmission of two consecutive sections
with the same table ID. If the sections are transmitted too rapidly the STB
may not be able to process the data in time and various problems can occur.
However newer STBs can normally handle lower section gaps than the default
value of 25ms. The section gap time is measured as the time between reception
of the last TS packet of two consecutive (complete) sections. This section gap
setting is used for PAT, PMT, CAT, NIT, RST, TDT, MGT, VCT, PIM/PNM,
RRT, ATSC EIT, ETT and STT. There are separate gap settings for SDT and
EIT. Default value: 25 ms
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Edit ETR Threshold x

Name

ETSITR 101 290

Description|Settings according to TR 1

PMT

Parameter

S sync
Sync byte Alarm v
PAT Alarm v

Maximum interval (ms)

Minimum number of services

Allowed Transport Stream 1Ds
Continuity

Maximum interval (ms)
Minimum number of compaenents
Require language descriptors

General || Priority 1 | Priority 2 || Priority 3 || Other checks || Interface checks

Setting

Missing PID
ETR Thresholds — Priority 1:
TS sync:  Enable or disable alarming of no signal error (TS sync loss)
Sync byte: Enable or disable alarming of sync byte errors
PAT: Enable or disable alarming of Program Association Table errors

PAT - Maximum
interval (ms):

The maximum allowed section repetition interval for the PAT table. Default
according to ETSI TR 101 290: 500 ms

PAT — Minimum
number of services:

The minimum number of services that must be present in the PAT. Set to 0
to disable this check. Default: 0

PAT - Allowed

When this field is left blank all TS IDs are considered valid. If one or more

Transport Stream IDs: TS IDs are specified (separated by commas or as a range) only these IDs
are considered valid, and any other TS ID will trigger an alarm. Example
of a valid field: ‘100-120, 300,320’
Continuity: Enable or disable alarming of Continuity Counter errors
PMT: Enable or disable alarming of Program Map Table errors

PMT - Maximum
interval (ms):

The maximum allowed section repetition interval for the PMT tables.
Default according to ETSI TR 101 290: 500 ms

PMT - Minimum
number of components:

The minimum number of components that must be present in all services.
Set to O to disable this check. Default: O

PMT - Require
language descriptors:

If enabled it requires a language descriptor to be present for all audio
components signaled in the PMT. Default: Disabled
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Missing PID: Enable or disable alarming of missing PID errors

Note that errors affecting individual PIDs may be effectively masked by creating suitable PID threshold
templates that are associated with these PIDs. This is particularly useful for PIDs affected by continuity
counter errors, missing PID errors and unreferenced PID errors.

Edit ETR Threshold

Name ETSITR 101 290
Description|Settings according to TR 1

General || Priority 1 || Priority 2 || Priority 3 || Other checks || Interface checks

Parameter
Transport

CRC

Check EIT
PCR

PCR accuracy

PTS

CAT

Maximum interval (ms)
Minimum interval (ms)
Discontinuity threshold (ms)
Require presence of PCR

Maximum PCR_AG jitter (ns)
[IMaximum PCR_OJ jitter (ns)

Alarm v
Maximum interval (ms)
Minimum PTS ahead of PCR (ms) 1000
D Maximum PTS ahead of PCR (ms) 000

Maximum interval (ms)

Setting
Alarm

<

Alarm

<

Alarm W

Alarm v

Alarm

(T

Close

ETR Thresholds — Priority 2:

Transport:

Enable or disable alarming of Transport error indicator errors

CRC:

Enable or disable alarming of checksum errors for tables

CRC - Check EIT:

When enabled alarming of CRC errors in the EIT tables will be per-
formed. Default: Enabled

CRC - Check AIT:

When enabled alarming of CRC errors in the AIT tables will be per-
formed. Default: Enabled

PCR:

Enable or disable alarming of Program Clock Reference errors

PCR - Maximum
interval (ms):

The maximum interval between reception of PCR values. Default
according to ETSI TR 101 290: 40 ms

PCR - Minimum
interval (ms):

The minimum interval between reception of PCR values. Normally
this setting should be 0. Default: 0 ms

PCR - Discontinuity
threshold (ms):

The maximum change in the PCR value between two adjoining PCR
values (where the discontinuity indicator flag has not been set). Default
according to ETSI TR 101 290: 100 ms
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PCR - Require
presence of PCR:

When enabled an alarm will be raised if a PID signaled as PCR in the
PMT does not carry PCR information

PCR Accuracy:

Enable or disable alarming of PCR Accuracy (PCR litter) errors for
OCR_AJ and PCR_OJ. PCR_0J is not relevant for Ethernet streams.

PCR Accuracy — Maximum

PCR_AC jitter (ns):

The maximum allowed PCR jitter for PCR_AC measurements. Check-
ing of this value will be performed if the checkbox is enabled. Default
according to ETSI TR 101 290: 500 ns

PCR Accuracy — Maximum

PCR_Q)] jitter (ns):

The maximum allowed PCR jitter for PCR_OJ measurements.
PCR_OJ measurement does not apply to IP streams. Checking of
this value will be performed if the checkbox is enabled and the stream
is received on an ASI or RF interface. Default according to ETSI TR
101 290: 500 ns

PTS:

Enable or disable alarming of Presentation Time Stamp errors

PTS — Maximum
interval (ms):

The maximum allowed interval between the reception of two PTS
values. Checking of this measurement will be performed for all PTS
PIDs if the checkbox is enabled in the ETR Thresholds template.
When the checkbox is disabled the measurement will only be checked
for the PIDs that have this measurement enabled in the PID threshold
template. Default threshold according to ETSI TR 101 290: 700 ms

PTS — Minimum
PTS ahead of PCR (ms):

The minimum allowed value for the measurement of the signaled PTS
versus the current PCR clock. If the PTS value sent refers to a PCR
clock time that have already passed the measurement will be negative.
Checking of this measurement will be performed for all PTS PIDs
if the checkbox is enabled in the ETR Thresholds template. When
the checkbox is disabled the measurement will only be checked for
the PIDs that have this measurement enabled in the PID threshold
template. Default: -1000 ms

PTS — Maximum
PTS ahead of PCR (ms):

The maximum allowed value for the measurement of the signaled PTS
versus the current PCR clock. Checking of this measurement will be
performed for all PTS PIDs if the checkbox is enabled in the ETR
Thresholds template. When the checkbox is disabled the measurement
will only be checked for the PIDs that have this measurement enabled
in the PID threshold template. Default: 2000 ms

CAT:

Enable or disable alarming of Conditional Access Table errors

CAT - Maximum
interval (ms):

The maximum allowed section repetition interval for the CAT table.
Default according to ETSI TR 101 290: 500 ms
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Edit ETR Threshold

Name

ETSITR 101 290

Description|Settings according to TR 1

General || Priority 1 || Priority 2 | Priority 3 | Other checks || Interface checks

Parameter
NIT

sDT

Maximum interval, actual {ms)
Maximum interval, cther (ms)

[ IRequire netwark id

|:| Require orig.netw.id
Min.num. fransport streams
Cable descriptor (OVB-C)
Cable descriptor (DVB-C2)
Satellite descriptor (DVB-5)
Satellite descriptor (DVB-52)
Termestrial descriptor (DVB-T)
Temestrial descriptor (DVB-T2)

Compare with reference NIT
Sl repetition rate
Unreferenced PID

Maximum interval, actual {ms)
Maximum interval, cther (ms)

Setting
Alarm W
0000
0000

D3

T

Optional
Optional
Optional
Optional
Optional
Oiptional
[}

Alarm

<[]l <] <

W

<

Alarm

Alarm W
000
0000 -

ETR Thresholds — Priority 3:

NIT:

Enable or disable alarming of Network Information Table errors. Only
relevant when DVB mode is selected.

NIT - Maximum
interval actual (ms):

The maximum allowed section repetition interval for the NIT actual
table. Default according to ETSI TR 101 290: 10 s

NIT - Maximum
interval other (ms):

The maximum allowed section repetition interval for the NIT other
table. Default according to ETSI TR 101 290: 10 s

NIT - Require
network id:

If enabled the probe will require that the network ID found in the NIT
matches the configured value. Default: Disabled

NIT - Require
orig. netw. id:

If enabled the probe will require that the original network ID found in
the NIT matches the configured value. Default: Disabled

NIT - Min.
num. transport streams:

The minimum number of transport streams that must be present in the
NIT. Set to O to disable this check. Default: 0

NIT - Cable
descriptor (DVB-C):

If set to ‘Required’” an alarm will be generated if a DVB-C Cable
descriptor is not present in the NIT for the monitored frequency. Simi-
larly if set to ‘Not allowed’, an alarm will be generated if the DVB-C
Cable descriptor is present. Default: Optional

NIT - Cable
descriptor (DVB-C2):

If set to ‘Required’ an alarm will be generated if a DVB-C2 Cable
descriptor is not present in the NIT for the monitored frequency. Simi-
larly if set to ‘Not allowed’, an alarm will be generated if the DVB-C2
Cable descriptor is present. Default: Optional
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NIT - Satellite
descriptor (DVB-S):

If set to ‘Required’ an alarm will be generated if a DVB-S Satellite
descriptor is not present in the NIT for the monitored frequency. Simi-
larly if set to ‘Not allowed’, an alarm will be generated if the DVB-S
Satellite descriptor is present. Default: Optional

NIT - Satellite
descriptor (DVB-S2):

If set to ‘Required’ an alarm will be generated if a DVB-S2 Satellite
descriptor is not present in the NIT for the monitored frequency. Simi-
larly if set to ‘Not allowed’, an alarm will be generated if the DVB-S2
Satellite descriptor is present. Default: Optional

NIT - Terrestrial
descriptor (DVB-T):

If set to ‘Required’ an alarm will be generated if a DVB-T Terrestrial
descriptor is not present in the NIT for the monitored frequency. Simi-
larly if set to ‘Not allowed’, an alarm will be generated if the DVB-T
Terrestrial descriptor is present. Default: Optional

NIT - Terrestrial
descriptor (DVB-T2):

If set to ‘Required’ an alarm will be generated if a DVB-T2 Terrestrial
descriptor is not present in the NIT for the monitored frequency. Simi-
larly if set to ‘Not allowed’, an alarm will be generated if the DVB-T2
Terrestrial descriptor is present. Default: Optional

NIT - Compare
with reference NIT:

If enabled the NIT will be compared with the NIT on the reference
frequency, and an alarm will be generated if a mismatch is found.
The first frequency in the tuning list will be used as the reference
frequency. Both the CRC values of the different sections and the
number of sections must be identical. Default: Disabled

SI Repetition Rate: Enable or disable alarming of SI Repetition Rate errors.
Unreferenced PID: Enable or disable alarming of Unreferenced PID errors. To mask
Unreferenced PID alarms for a PID create a PID threshold template
where this error is masked.
SDT: Enable or disable alarming of Service Description Table errors. Only

relevant when DVB mode is selected.

SDT — Maximum
interval actual (ms):

The maximum allowed section repetition interval for the SDT actual
table. Default according to ETSI TR 101 290: 2 000 ms

SDT — Maximum
interval other (ms):

The maximum allowed section repetition interval for the SDT other
table. Default according to ETSI TR 101 290: 10 000 ms

SDT — Minimum
gap interval (ms):

The minimum allowed section gap interval for the SDT table. Default
according to ETSI TR 101 290: 25 ms

SDT - Verify
SDT against PAT:

If enabled an alarm will be generated if a service found in the PAT is
not listed in the SDT. Default: Disabled

SDT - Require
service name:

If enabled an alarm will be generated if a service found in the PAT
does not have a service name or if the service name is empty. Default:
Disabled

SDT - Require
BAT Presence:

If enabled an alarm will be generated if BAT is not present in the
stream. Default: Disabled
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EIT:

Enable or disable alarming of Event Information Table errors. Only
relevant when DVB mode is selected.

EIT - Maximum
interval actual (ms):

The maximum allowed section repetition interval for the EIT actual
table. Default according to ETSI TR 101 290: 2 000 ms

EIT — Minimum
gap interval (ms):

The minimum allowed section gap interval for the EIT tables. Default
according to ETSI TR 101 290: 25 ms

EIT - Required
Table IDs:

If one or more table IDs are specified an alarm will be generated if
these table IDs are not present in the stream on the EIT PID. Entries
should be separated by commas, or a range may be specified. Example:
“78,79,80-85" Default: Disabled

EIT - Verify that
present event is
transmitted

If enabled, an alarm will be raised if one or more services don’t have
a present event transmitted in the EIT (i.e. no EPG for the current
program)

EIT - Check valid
time for present event

If enabled, an alarm will be raised if time signaled for the present
event (the current program) is not correct. The maximum offset from
the current time can be configured.

EIT - Maximum timing
error for present event(s)

The maximum timing error to allow for the present event. If the current
time is not inside the program start/stop times by this margin then an
alarm will be raised.

EIT - Verify that
following event is
transmitted

If enabled, an alarm will be raised if one or more services don’t have
a following event transmitted in the EIT (i.e. no EPG for the next
program)

RST:

Enable or disable alarming of Running Status Table errors. Only
relevant when DVB mode is selected.

RST - Maximum
interval (ms):

The maximum allowed section repetition interval for the RST table.
Default according to ETSI TR 101 290: 20 s

TDT:

Enable or disable alarming of Time Date Table errors. Only relevant
when DVB mode is selected.

TDT - Maximum
interval (ms):

The maximum allowed section repetition interval for the TDT and
TOT tables. Default according to ETSI TR 101 290: 30 000 ms

TDT - Require
TOT presence:

Check this checkbox if TOT presence is required. Default: disabled

MGT:

Enable or disable alarming of Master Guide Table errors. Only relevant
when ATSC mode is selected.

MGT - Maximum
interval (ms):

The maximum allowed section repetition interval for the MGT table.
Default: 150ms

VCT:

Enable or disable alarming of Virtual Channel Table errors. Only
relevant when ATSC mode is selected.
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VCT - Require TVCT:

Require presence of the Terrestrial Virtual Channel Table.

VCT - Require CVCT:

Require presence of the Cable Virtual Channel Table.

VCT - Maximum
interval (ms):

The maximum allowed section repetition interval for the VCT table.
Default: 400ms

PIM/PNM:

Enable or disable alarming of Program Information Message and
Program Name Message tables. Only relevant when ATSC mode is
selected.

PIM/PNM - Require
PIM:

Require presence of the Program Information Message table.

PIM/PNM - Maximum
interval PIM (ms):

The maximum allowed section repetition interval for the PIM table.
Default: 500ms

PIM/PNM - Require PNM:

Require presence of the Program Name Message table.

PIM/PNM - Maximum
interval PNM (ms):

The maximum allowed section repetition interval for the PNM table.
Default: 1000ms

RRT:

Enable or disable alarming of Rating Region Table errors. Only rele-
vant when ATSC mode is selected.

RRT - Maximum
interval (ms):

The maximum allowed section repetition interval for the RRT table.
Default: 30000ms

STT:

Enable or disable alarming of System Time Table errors. Only relevant
when ATSC mode is selected.

STT - Maximum
interval (ms):

The maximum allowed section repetition interval for the STT table.
Default: 1000ms

ATSCEIT:

Enable or disable alarming of ATSC Event Information Table errors.
Only relevant when ATSC mode is selected.

ATSC EIT — Maximum
interval EIT-0 (ms):

The maximum allowed section repetition interval for the ATSC EIT-0
table. Default: 500ms

ATSC EIT — Maximum
interval EIT-1 to
EIT-3 (ms):

The maximum allowed section repetition interval for the ATSC EIT-1
to EIT-3 tables. Default: 5000ms

ATSC EIT - Maximum
interval EIT-4 to
EIT-127 (ms):

The maximum allowed section repetition interval for the ATSC EIT-—4
to EIT-127 tables. Default: 30000ms

ETT:

Enable or disable alarming of Extended Text Table errors. Only rele-
vant when ATSC mode is selected.

ETT - Maximum
interval ETT-0 (ms):

The maximum allowed section repetition interval for the ATSC ETT-0
table. Default: 2000ms
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ETT — Maximum
interval ETT-1 to
ETT-3 (ms):

The maximum allowed section repetition interval for the ATSC ETT-1
to ETT-3 tables. Default: 5000ms

ETT - Maximum
interval ETT—4 to
ETT-127 (ms):

The maximum allowed section repetition interval for the ATSC ETT-4
to ETT-127 tables. Default: 30000ms

Edit ETR Threshold x®

Name ETSITR 101 290
Description|Settings according to TR 1

General || Priority 1 || Priority 2 || Priarity 3 || Other checks || interface checks

Parameter

Pid minimum

Pid checks

MIP check

CA system checks
Maximum ECM interval {ms)
Maximum ECM change period (ms) 5000
Minimum avg. EMM bitrate (bps)
EMM bitrate average period (s)
Maximum control word period (ms) 5000

Pid maximum bitrate checks

Service minimum bitrate checks
Service maximum bitrate checks
Service checks
Only allow services listed in service template

Require presence of MIP
Max MIP timing emor(ps)
Gold TS check

Also check version number and CRC
Verify PAT table

bitrate checks

15
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15
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Close

ETR Thresholds — Other checks:

CA system checks: Enable or disable alarming of Conditional Access System errors.
CA system checks — The maximum allowed ECM repetition interval. Default: 500 ms
Maximum ECM

interval (ms):

CA system checks —
Maximum ECM
change period (ms):

The maximum time allowed between ECM changes. Default: 25000ms

CA system checks —
Minimum avg.
EMM bitrate (bps):

The minimum allowed average EMM bitrate. Default: 1000 bps
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CA system checks —
EMM bitrate average
period (s):

The averaging period used to calculate EMM bitrate. Note that the
average period must be at least 20s less than the round-robin tuning
period, e.g. with a round-robin tuning period of 70s the maximum EMM
bitrate average period is 50s. Default: 10s

CA system checks —
Maximum control word
period (ms):

The maximum allowed control word period (the maximum time that
can go by without a change in the scrambling control bits for scrambled
PIDs). Default: 25 000 ms

PID minimum
bitrate checks:

Enable or disable alarming of PID minimum bitrate. The bitrates are set
in the PID threshold template.

PID maximum
bitrate checks:

Enable or disable alarming of PID maximum bitrate. The bitrates are set
in the PID threshold template.

PID checks:

Enable or disable alarming of PID presence errors, scrambling/clear
requirements and PID type checks. The checks are set in the PID
threshold template.

Service minimum
bitrate checks:

Enable or disable alarming of service minimum bitrate errors. Require-
ments are specified in the service threshold template associated with
the stream.

Service maximum
bitrate checks:

Enable or disable alarming of service maximum bitrate errors. Require-
ments are specified in the service threshold template associated with
the stream.

Service checks:

Enable or disable alarming of service presence, scrambling/clear re-
quired, service type, service name and service ID errors. Requirements
are specified in the service threshold template associated with the
stream.

Service checks —
Only allow services listed
in service template:

Check this box to enable service ID checks against the service ID list
specified in the service threshold template associated with the stream.

MIP check:

Enable or disable alarming of errors related to the Megaframe Insertion
Packet.

MIP checks —
Require presence of MIP:

Check this box to enable an alarm if the MIP table is missing for the
stream.

MIP checks — The maximum MIP timing error before raising an alarm. The unit is us.
Max MIP timing Default: 10 us
error(us):
Gold TS check: Enable or disable alarming for tables failing Gold TS reference checking.
Gold TS check — When enabled an alarm will be raised for any change, including a change
Also check version in the table version number and CRC.
number and CRC:
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Gold TS check -

Do verification of the PAT table against the stored reference PAT table.

Verify PAT table:
Gold TS check — Do verification of the PMT tables against the stored reference PMT
Verify PMT tables: tables.
Gold TS check — Do verification of the CAT table against the stored reference CAT table.
Verify CAT table:
Gold TS check — Do verification of the SDT actual table against the stored reference SDT

Verify SDT actual table:

actual table.

Gold TS check -
Verify SDT other tables:

Do verification of the SDT other tables against the stored reference SDT
other tables.

Gold TS check —
Verify BAT table:

Do verification of the BAT table against the stored reference BAT table.

Gold TS check -
Verify NIT actual table:

Do verification of the NIT actual table against the stored reference NIT
actual table.

Gold TS check -
Verify NIT other tables:

Do verification of the NIT other tables against the stored reference NIT
other tables.

Time information check:

Enable or disable alarming if there are errors in the time information sent
in the streams. Probe should use NTP time sync to use this functionality.

Time information check —
Check TDT:

Check the time in the TDT table and alarm if it is wrong.

Time information check —
Check TOT:

Check the time in the TOT table and alarm if it is wrong.

Time information check —
Check LTC:

Check the time in the Logical Time Code table and alarm if it is wrong.

Time information check —
Max time offset:

The maximum number of seconds the time information provided in the
stream can deviate from the probe time before an alarm is raised.

Time information check —
Max repetition time:

The maximum time without any time information before an alarm is
raised.
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’\
7.9.12 ETR 290 — PID thresholds

Overview || ETR Details || PIDs || Services || Bitrates || Tabies || PCR || status || compare || ETR thr. || PID thr. || sServ. thr. || Gold TS thr. |

PID Thresholds
These thresholds are used to override the ETR thresholds on a per-PID basis

Refs — [Descripon |4t
Drefault 139 Mo special rules for any PlDs. Edit
Bitrate + pcr odd 0 Edit
Bitrate + per even 0 Edit
Err 0 Edit
Mask CC emr EIT 2 Edit
Thor 1 Edit

PID thresholds: &

[Add new threshold group| [Duplicate selected| [Delete selected|

The PID thresholds make it possible to define detailed conditions for alarm triggering on a PID or PID
type basis. There is one predefined PID threshold template that cannot be edited by the operator: ‘Default’.
The ‘Default’ PID threshold template contains no PID definitions and will therefore not alter alarming for
any service.

By associating scheduling templates to checks it is possible to disable alarming at pre-selected time
intervals. Scheduling templates are defined in the Setup — Scheduling view and will be available from a
selection drop-down menu for some of the checks.

In the ‘PID Thresholds’ table, the ‘Refs’ column shows how many streams are associated with each
threshold template.

There are two different ways of creating user-defined thresholds. To create a new threshold template from
scratch the operator should click the Add new threshold template button. A pop-up window will appear
allowing the user to define alarm conditions. Another way of creating a user-defined threshold template is
by highlighting one of the templates already defined and then click the Duplicate highlighted button.

Edit PID Threshold x

Name Demo PID Threshold

Selecton ____________ |PID__ |Descrption [Requre pres. [Monitor min BW__[Montor max BW_ | Max PTS Inierval (... |Min PTS Ahead (ms) [Max PTS Ahead (ms)|Req. language__JlgnoreCC___|
[100 [Teleten T ™ [10.000k ¥ [1.0000m | [7o0 ™ [-2000 [ [2000 | Never w
PID v jwo ([ O ™ [10.000k I [1.0000 M | [7o0 | [-2000 [ 2000 | Never
[821 | [Pomaryaudio [ ¥ [100.00k | [500.00k v [300 v |30 v [100 [nor Never v
[wa | [Contribution | ¥ [10000m | [1.0000m | [700 | [-1000 [ [2000 | Never v

Apply changes| [Add PID| [Duplicate selected| [Delete selected

Deleting a PID threshold template is done by highlighting the threshold template that should be removed
and clicking Delete highlighted. Note that if the deleted threshold template was assigned to a stream being
monitored, the new threshold for that stream will default to the predefined Default threshold template.

The PID threshold template has the following settings:

Edit PID Threshold:
Name: The name of the PID threshold template

Description: Text field that should contain a meaningful description of the threshold template
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PID Threshold Parameters:

Selection: The user selects if the requirements should apply for a specific PID or for
all PIDs of a specified type. Note that the PID type detection depends on
correct PSI/SI/PSIP signaling.

PID: The PID for which the specified requirements apply. If a PID type is
selected in the ‘Selection’ column, this field will update to read N/A when
the Apply changes button is clicked. A question mark can be used as a
wild card to represent one digit. Example: The PID value 8?1 will match 3
digit PID numbers such as 801, 811 and 891. It will not match PID 81 or
8001.

Description: A text field describing the PID or PID type requirement.

Require pres.: If this field is checked an alarm will be raised provided that the specified
PID is not present in the transport stream. Note that this check is only
available for specified PIDs and not for PID types.

Monitor min BW:  An alarm is raised if the PID bandwidth goes below the specified minimum
bandwidth (bandwidth in kbit/s or Mbit/s) and monitoring is enabled.

Monitor max BW: An alarm is raised if the maximum PID bandwidth specified is exceeded
(bandwidth in kbit/s or Mbit/s) and monitoring is enabled.

Max PTS interval (ms): If the checkbox is enabled, the PTS interval measurement will be enabled
for this PID and use the configured threshold. This will override the setting
in the ETR thresholds template. An alarm is raised if the PTS repetition
interval exceeds the configured limit.

Min PTS ahead (ms): If the checkbox is enabled, the measurement of minimum PTS ahead will
be enabled for this PID and use the configured threshold. This will override
the setting in the ETR thresholds template. An alarm is raised if the PTS
ahead measurement is lower than the the configured limit. The PTS ahead
measurement measures the PTS value relative to the current PCR clock.

Max PTS ahead (ms): If the checkbox is enabled, the measurement of maximum PTS ahead will
be enabled for this PID and use the configured threshold. This will override
the setting in the ETR thresholds template. An alarm is raised if the PTS
ahead measurement is higher than the the configured limit. The PTS ahead
measurement measures the PTS value relative to the current PCR clock.

Req. language: If the PID need to have a certain language code signaled in the language
descriptor it can be set here. An alarm will be raised if a wrong language
is signaled or if the language is not signaled.

Ignore CC: Select a scheduling template different from ‘Never’ for the probe to ignore
CC errors for the specified PID or PID type.

Ignore missing: Select a scheduling template different from ‘Never’ for the probe to ignore
that the specified PID or PID type is signaled in PSI but missing in the
stream.

Ignore PCR: Select a scheduling template different from ‘Never’ for the probe to ignore
any PCR errors for this PID or PID type.

Ignore unref.: Select a scheduling template different from ‘Never’ for the probe to ignore
that the specified PID is present in the stream but unreferenced in PSI.
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Ignore all: Select a scheduling template different from ‘Never’ for the probe to ignore
all errors for a specified PID or PID type.

Scrambling: An alarm will be raised provided that the specified PID is scrambled when
‘require clr’ has been selected. Similarly an alarm will be raised if the
specified PID is clear when ‘require scr’ has been selected. The default
setting is to ignore whether the PID or PID type is scrambled or not.

7.9.13 ETR 290 — Service thresh.

Overview || ETR Details || PIDs || Services || Bitrates || Tabies || PCR || status || compare || ETR thr. || PID thr. |

Service Thresholds

These thresholds are used to ovemide the ETR thresholds on a per-service basis

Refs [Descipton _— — — [Edt__|
Drefault 142 No special rules for any services. Edit

Err 1] Edit
Testing 1] Edit

TS 4095 ] Edit

TS 4096 0 Edit
Added MewPreset1

[Add new threshold group| [Duplicate selected| [Delete selected|

The Service thresholds make it possible to define detailed conditions for alarm triggering on a per-service
basis. There is one predefined service threshold template that cannot be edited by the operator: Default.
The Default service threshold template contains no service definitions and will therefore not alter alarming
for any service.

By associating scheduling templates to service threshold templates it is possible to disable alarming at
pre-selected time intervals. Scheduling templates are defined in the Setup — Scheduling view and will
be available from the schedule drop-down menu.

In the ‘Service Thresholds’ table, the ‘Refs’ column shows how many streams are associated with each
threshold template. Thresholds are associated with each stream in the Multicasts — Streams — Edit
view.

There are two different ways of creating user-defined thresholds. To create a new threshold template
from scratch the operator should click the Add new threshold group button. A pop-up window will
appear allowing the user to assign a name and value to the new threshold and define the alarm conditions.
Another way of creating a user-defined threshold template is by highlighting one of the templates already
defined and then click the Duplicate selected button.

Deleting a service threshold template is done by highlighting the template that should be removed and
clicking Delete selected. Note that if the deleted threshold template was assigned to a stream being
monitored, the new threshold template for that stream will default to the Default template.

The settings Service minimum bitrate checks, Service minimum bitrate checks and Service checks
in the ETR threshold template controls whether or not to report alarms based on the service threshold
template parameters.
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Edit Service Threshold x

Name [Demo service threshold
Description [Description of the service

_ _Eﬁ_-
MPEGZHD | |-t | [ n \woaok 0 |1OGGGM | |Ig VH\Q ~| [Never |
Name ~] o /| [Demo I I/ [10.000 & | [1.0000 M [ |Ignure vH\gnme ~| [Never v|

[Apply changes| [Add service| [Duplicate selected| [Delete selected|

Edit Service Threshold

Name: A text string that identifies the service threshold group

Description: Text field that should contain a meaningful description of the threshold

Service Threshold Parameters

Selection: The user selects if the requirements should apply for a specific service ID (as
specified in the ID column), for all services of a specified type or for a service
with a specified service name (as specified in the Monitor name column). Note
that the service type detection depends on correct PSI/SI/PSIP signaling.

ID: The service ID for which the associated thresholds should apply. For an SPTS
the service ID will generally be 1; adding several list entries with different
service IDs allows different thresholds to apply for different services within an
MPTS.

This value only applies if ‘SID’ is selected in the Selection column.

Monitor name: A text string may be specified that should match the service name of the associ-
ated service ID, as analyzed from the received SDT. Note that the check is case
sensitive. An alarm will be raised if there is not a perfect match.

Require presence: If this field is checked an alarm will be raised provided that the specified service
is not present in the stream. This check only requires that the service is present
in the PAT, the other ETR checks will give alarms if there are other problems
with the service, such as missing PMT or missing components. Note that this
check is only available for specified services and not for service types.

Monitor min BW: If enabled an alarm is raised provided that the minimum service bandwidth goes
below the specified bandwidth (in kbit/s or Mbit/s).

Monitor max BW: If enabled an alarm is raised provided that the maximum service bandwidth
specified (in kbit/s or Mbit/s) is exceeded.

Report name: It is possible to define the service name that should be used for alarm traps and
for alarm reporting to the VBC Controller. This can be convenient to be able
to track a service that changes name (as signaled in PSI/SI) in the signal chain,
when services within an MPTS are unnamed (no service names in the SDT) or
when services should be recognized by the VBC Controller under a different
name than indicated in the SDT.

Note that this functionality will only work for services specified by service ID
or by name (specified in the Selection column).

VB330 Embedded Hardware 10G Probe User’s Manual v7.0 © Bridge Technologies Co AS 179



Scrambling:

If a value different from ‘Ignore’ is selected an alarm will be raised if the
service scrambling status differs from the requirement. A service is considered
scrambled if one of its components is scrambled.

Service type:

If a value different from ‘Ignore’ is selected it should match the service type
detected by analyzing the received SDT. An alarm will be raised if the service
types differ.

Ignore EIT:

Ignore missing EIT errors for this service. This is used for services which does
not have EIT data. By ignoring EIT alarms on these services, false EIT alarms
are avoided.

Schedule:

The Schedule drop-down menu allows the user to associate a scheduling scheme
to a service, in effect masking alarms during selected intervals. Scheduling tem-
plates are defined in the Setup — Scheduling view. The predefined scheduling
templates ‘Never’ and ‘Always’ will always be selectable, and these will result
in service alarms never and always being masked, respectively.

Note that if a PID is shared between several services and alarm masking is
defined for one of the services, no alarms will be raised due to errors affecting
this service.

Note that it is possible to create a service threshold template that allows probe alarming if a new service
appears in a stream. This is done by creating a threshold template listing the service IDs that are allowed
to be present in a stream, and associating it to the stream. A complementary ETR threshold template
should be created, that has the ‘Only allow services listed in service template’ check enabled. This ETR
threshold template should also be associated with the stream.

7.9.14 ETR 290 — Gold TS thresholds

Overview | | ETR Details || PIDs || Services || Bitrates || Tables || PCR || T2MI || SCTE 35 | | Status | | Compare || ETR thr. || PID thr. | [ Serv. thr. || Gold TS thr.

QAMZ, LTT QAM
Ethernet, NC_23%.255.0.10

Gold TS reference presets:0

Gold TS reference thresholds

1
1

TS 102, MW ID 42499 (Updated Mar 7 10:20:08)
TS 27 (Added Mar 7 10:20:29)

rm
=
=

m
=N
=

Add/update threshold| |Delete selected threshold

The Gold TS reference feature is used to compare the tables in the transport stream with a set of stored
reference tables. This allows the operator to be notified of any changes in the PSI/SI tables such as:

* A service disappearing

* A new service being added

» Language descriptors suddenly changing
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* Changes in service names
» Changes in frequencies used to transmit the signals

* And lots of misconfigurations in multiplexers

To use the Gold TS reference functionality, first store away tables for a stream or a set of streams. Go to
ETR 290 — Gold TS thr..

Here you can see the reference thresholds currently stored on the probe and they can be renamed or edited.

To add new reference thresholds or update the existing thresholds click on the button named Add/update
threshold. The following dialog is then shown:

Add or update Gold TS reference thresholds b4

r Information:

When creating a stored set of Gold TS reference tables for the currently tuned
stream on an input it is recommended to leck tuning. This ensures that the
menitoring dees net jump to the next frequency/multicast. Alse allew all tables to
be received (can take up to 30 seconds after TS sync) before generating
threshelds.

When stering Geld TS reference tables for all streams en an input this will take
place right before menitoring moves to a new stream. A complete round robin
cycle is needed for all table sets to be stored.

The Geld TS check need to enabled in the ETR template for the alarming to be

performed.
Creation mode: Create/update threshold for the currently tuned stream v
Select input: QAM1 r

Generate thresholds

There are two different ways of creating a Gold TS reference template:

* Creating a template for the currently tuned stream on a specific input

* Creating a template for all streams on a specific input (or all inputs)

When creating a template for a specific stream the table set is saved immediately. It is therefore recom-
mended that the ETR tuning is locked to this stream to avoid the round-robin operation from tuning to a
new frequency just before the table set is stored. It can take 30 seconds after tuning to receive all tables.

When creating templates for all streams on an input this is done as a part of the round robin cycle at the
end if the tuning period. It can then take a while for all thresholds to be generated (or updated) depending
on the number of streams on that input.

When the reference template have been created it is automatically associated with the stream for which it
was generated.

The operation of the Gold TS reference thresholds are controlled by the ETR threshold template associated
with the stream. No settings are changed here when creating the reference templates so this needs to be
done manually by going to ETR 290 — ETR thr.

If needed a new template can be created and associated with the stream(s). Or the existing template(s) can
be changed.
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Edit ETR Threshold X

IVEERS IWEEL LRI PR el AR 1

Content check Disabled ¥
Gold TS check Disabled ¥

Also check versicn number and CRC
Verify PAT table

Verify PMT tables

Verify CAT table

Verify SDT actual table

Verify SDT other tables

Verify BAT table

Verify NIT actual table

Verify MIT other tables

L4414

Interface checks
Pre FEC bit error rate check Alarm v h

[Close| [Apply changes|

The reference check needs to be set to alarm if the Gold TS reference checking are to be performed.

The settings are as follows:

Also check version By default the version number and the original CRC of the tables are not

number and CRC checked. In many systems the version number can be updated even if no
other changes are performed (for instance if a multiplexer is rebooted). So
for most cases this should be left disabled.

Verify PAT table When enabled the Program Association Table will be checked. This allows
the operator to catch addition and removal of services as well as changes
to the PMT PIDs used for the different services.

Verify PMT table When enabled the Program Map Table will be checked. This allows the
operator to catch lots of changes to the different services:

* Addition or removal of the various components such as audio and
video PIDs.

* Changes in language descriptors

Changed PCR PIDs
* Changed or removed ECM PID

* Lots of changes in the descriptors can be detected

Verify CAT table When enabled the Conditional Access Table will be checked. This allows
the operator to catch errors related to the signaling for the CA Systems
such as EMM PID disappearing or the CA System ID being changed

Verify SDT actual table When enabled the SDT table for the current stream will be checked. This
allows the operator to catch changes is service and operator names, service
types and the various descriptors, both DVB defined and private descriptors
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Verify SDT other tables When enabled the SDT tables for the other streams will be checked.
Checking is not enabled as default. This allows the operator to catch
changes is service and operator names, service types and the various
descriptors, both DVB defined and private descriptors

Verify BAT table When enabled the Bouquet Association Table will be checked. The BAT
table is not checked as default.
Verify NIT actual table When enabled the Bouquet Association Table will be checked. The BAT
table is not checked as default When enabled the Network Information
Table for the current network will be checked. This allows the operator to
catch changes such as:

* Changes in frequency

* Changes in modulation parameters

Network name

Changes in service lists per transport stream

* Changes in private as well as MPEG/DVB defined descriptors

Verify NIT actual tables When enabled the Network Information Tables for the other networks will
be checked. This is disabled as default. This allows the operator to catch
changes such as:

* Changes in frequency

* Changes in modulation parameters

Network name

Changes in service lists per transport stream

* Changes in private as well as MPEG/DVB defined descriptors

The Gold TS reference checking is performed by the ETR engines and can be performed in round robin.
To view the status go to the ETR Details page for the stream and click the Reference check:
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GET290 Ty A
get_290mhz_Smis '\) 718 D3

~ETR 101 290 checks

@ Status:

Last error:

| [PD
H|o

1 (CAT)
16 (NIT)
16 (NIT)
16 (NIT)

208
288
672
G816
928
1696
5680
5696
a712
5728
5744
5760
5776

All the different tables and sections monitored are listed here. If there have been any changes to the tables
the check will turn red and alarms be sent.

When the ETR engine is tuned to a stream it is possible to compare the tables for this stream with the
stored reference tables by clicking on the entry in the list. This opens up a new window where the table

Total error count:

Priority 1 Priority 2 Priority 3
M TS sync M Transport CImr
M Sync byte W cCRC M SIRep Rate (1/1)
M par BPcR (18/18) B unrefPID (141)
M continuity BPCR accur. (19/19) W=D (5/5)
Eemr Wr1s e
M missing PID WcaT WRsT

LIToT

__'¢ Details for Gold TS check

W Alarm
Now

Current error count: 2

51

B Compare table data with reference (2 /51)

Table
PAT (PID 0, TID 0)
CAT(PID1,TID 1)

NIT Actual NV ID 42499 Section O (PID 16, TID 64)
NIT Actual NW ID 42499 Section 1 (PID 16, TID 64)
NIT Actual NV ID 42498 Section 2 (PID 16, TID 64)
17 (SDT/BAT) | BAT Bouq.D 25276 Section 1 (PID 17, TID 74)

PMT Service 12 (PID 208, TID 2)
PMT Service 17 (PID 288, TID 2)
PMT Service 41 (PID 672, TID 2)
PMT Service 50 (PID 816, TID 2)
PMT Service 57 (PID 828, TID 2)
PMT Service 105 (PID 1696, TID 2)
PMT Service 354 (PID 5680, TID 2)
PMT Service 355 (PID 5696, TID 2)
PMT Service 356 (PID 5712, TID 2)
PMT Service 357 (PID 5728, TID 2)
PMT Service 358 (PID 5744, TID 2)
PMT Service 359 (PID 5760, TID 2)
PMT Service 3R0 (PIN 5776 TID 21

Other checks Interface checks
Clca system CIrzm

W PID min. bitr. M interface overflow
HPD max. bitr.

HPD checks

M Service min. bitr
M Service max. bitr
M Service checks
Cmip

[ cortent

B Gold TS (2/51)

r Information

Mon state:
Mon start:
Mon encl

Non time:

Tot bitrate:

Eff bitrate:
TSI

Mum services:
Mum PIDs:
ETR threshold:
PID threshold:

data can be compared, both as a tree-breakdown and as a hexadecimal dump:

184

Currently monitored
09:56:39 (B s ago)

gs

50999 Mbps
49022 Mbps
103

)

152

ETSITR 101 280
Default

'Section | Staus | Last err _Frrcnt | Cur. value | Req value | Last wrong CRC |
Never 1]

[u] Ok 1ae32718  1ae32718 -
o Ok Never 1] d90ffEcO da0ffeco -
1] Ok Never 0 e1457d10 Mot configured -
1 Ok Mever ] Odel15kbbl | Mot configured | -
2 Ok Mever ] 4bcO115 Mot configured | -
o Alarm | Mow 50 dfEBEhE3 | BE47Gad4 dfEEEhES
o Ok Never a ThcaG7ac | ThcaGiac -
[} Ok Never [+] beB261b7 | heB261b7 -
0 Alarm | Now 1 h43f4834 | 22304378 ha43f4834
0 Ck MNever 1] 074f179e | O74f1 79 -
o] Ok Never o ca2f3z21 ca2f3z21 -
o Ok Never a 3fcl182fe 3fcl182fe -
o0 Ck Never [+] dbSda720 | dbSd4720 -
[} Ok Never o 9937558 | 993755h9 -
0 Ck Never 1] dbd86d27 | dbdB6d27 -
o Ok MNever o 4d15664d | 4d15664d -
o Ok Never o 270477 | 2704TTRT -
[} Ok Never [+] b7f23562 | b7f23562 -
n Ok Newer i el33dedl | =033d=40 _

VB330 Embedded Hardware 10G Probe User’s Manual v7.0 © Bridge Technologies Co AS




 Current table [ Stored reference table:
[ table id: 2 (0x02) [1 table_id: 2 (0x02)
~ [ section_syntax_indicator: 1 b - [ section_syntax_indicator: 1 b
- [ reserved_future use: 0b - [ reserved_future use 0 b
- [ reserved: 11b [ reserved 11b
[) section length: 150 (0x096) [ section_length: 150 (0x096)
[) program_number: 41 (0x0029) [ program_number: 41 (Gx00289)
[ reserved: Ox3 [ reserved: Ox3
[) wversion_number: & (0z06) [ version_number: & (0x08)
[) current_next_indicator: 1 b [ current_next_indicator: 1 b
- [ section_number: O - [ section_number: O
~ [ last_ssction_number: 0 - [ last_section_number: 0
~ [ reserved: 111b [ reserved 111b
-~ [ PCR PID: 673 (0x02a1) - [0 PCR PID: 608 (0x0261)
[ reserved: 1111h [ reserved: 1111b
[} program_info length: 6 [ program_info_length: &
&1 program_info 3 program _info
E-S3 components B3 components

3 component
[ component
[ component
3 component

1 component
2 component
2 component
2 component

B3 component B3 component
[ stream_type: MPEG-2 Audio [ stream_type: MPEG-2 Audio
[ reserved: 111h [ reserved: 111hb
[ elementary_PID: 675 (0x02a3) [ elementary_PID: 675 (0x02a3)
[ reserved: 1111 b [ reserved: 1111b
- [ ES_info_length: 6 [0 ES_info_length: 6
B3 ES descriptors {3 ES descriptors
B-£3 language descriptor E-£3 language descriptor
[ descriptor_tag: 10 (Cx0a) - [ descriptor_tag: 10 (0xOa)
[ descriptor_length: 4 [ descriptor_length: 4
A languages -3 languages
B language 43 language
U [150_638 Tanguage el oo ) [150_ 658 Tanguage ool swe]
-1 audio_type: Undefined [ audio_type Undefined
B0 component #-0 component
B component #-0 component
- [] CRC32: Oxb43f4834 . [1 CRC32: 0x2e304378
0000: 02 BO 96 00 29 CD 00 00 E2 Al FO 06 09 04 09 26 0000: 02 BO 96 00 29 CD 0O 00 E2 61 FO 06 09 04 09 26 anoa(3
0010: E2 AB 02 E2 Al FO 00 06 E2 A7 FO 2F 56 2D 65 6E 0010: E2 A8 02 E2 Al FO 00 06 E2 A7 FO 2F 56 2D 65 6E /N-en

0020: 67 09 00 73 77 65 09 01 73 77 65 11 99 6E 6F 72 g.. 0020: 67 09 00 73 77 65 09 01 73 77 65 11 99 6E 6F 72 g..swe..swe..nor
0030: OA Ol 6E 6F 72 12 99 64 61 6E 0D 01 64 61 6E 15 .. 0030: O0A 01 6E 6F 72 12 99 64 61 6E GD Ol 64 61 6E 15 . .nor..dan..dan.
0040: 99 66 69 6E OE 01 66 69 6E 16 99 04 E2 AS FO 06 0040: 99 66 69 6E OE Ol 66 69 6E 16 99 04 E2 A5 FO 08 .fin..fin
0050: OA 04 73 77 65 00 04 E2 A4 FO 06 OA 04 64 61 6E 0050: DA 04 73 77 65 00 04 E2 A4 FO 06 OA 04 64 61 6E
0060: 00 04 E2 A3 FO 06 OA 04 BE BF 72 00 04 E2 A2 FO . 0D60: 00 04 E2 A3 FO 06 OA 04 73 77 65 00 04 E2 A2 FO .. o
0070: 06 OA 04 66 69 6E 00 06 E2 A6 FO 19 OA 14 85 8E ...fin 00000l 0070: 06 OA 04 66 69 BE 00 06 E2 A6 FO 19 OA 14 65 6E . ..fin.....

..en

00BO: 67 00 66 69 6E 00 73 77 65 00 6E 6F 72 00 64 61 g.fin.swe.nor.da 0080: 67 00 66 69 6E 00 73 77 65 00 6E 6F 72 00 64 61 g.fin.swe.nor.da
0090: 6E 00 6A Ol 00 B4 3F 48 34 n.j...7?Ha 00S0: 6E 00 6A 01 00 2E 30 43 78 n.j...0Cx
=il =il

If the tables are inspected and the change found to be OK the operator can then go back to ETR 290 —
Gold TS thr. and update the stored table set to the new version.

7.9.15 ETR 290 — Alarm filtering thresholds

Overview || ETR Details || PIDs || Services || Bitrates || Tables || PCR || T2mi || Status || Compare || ETR thr. || PID thr. || Serv. thr. || Gold TS thr. HWI—
Alarm filtering thresholds i

The alarm filter threshold setting defines when the alarm should be activated. It sets the accumulated number of seconds that has to occur with faults within the alarm window period before raising an alarm.
N e e =
Default 17 1 1 Alarm immediately. Edit
Alarm after five seconds 0 5 10 Alarm after five error seconds summed over an alarm window of ten seconds. Edit

Alarm filter thresholds: 2

[Add new alarm filter| [Duplicate selected| [Delete selected| [Edit selected|

The Alarm filtering thresholds make it possible to delay alarms after a user-defined amount of error
seconds has occured during a user-defined window, on a per stream basis. Each template can be associated
with an alarm check in the ETR Thresholds. In the Alarm filtering thresholds table, the ‘Refs’ shows
how many ETR Thresholds are associated with each of them.

Alarm filtering thresholds are currently only for Continuity errors.
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There are two predefined thresholds: Default and Alarm after five seconds. With the Default filter the
alarming will be as if no filter is applied: The alarm is raised immediately when an error occurs. With the
Alarm after five seconds the alarm will be raised after 5 seconds with errors has occured during a 10
second window.

To configure alarm filtering, either use Alarm after five seconds or create a new template. Then apply
this template to the ETR Threshold. To a create a new alarm filtering template, either click Add new
or Duplicate. To edit, use the Edit link in the table or the Edit selected button. With the Edit selected
button, one or multiple templates can be edited.

A pop-up window will appear allowing the user to assign a name and description to the threshold and
configure the alarm filter parameters.

Edit alarm filter threshold X

Name  [Filter
Descripti0n|Description of the alarm

Parameter Setting Description
Error seconds |1 Minimum number of error seconds before alarming
Alarm window (s) |1 The window during which error seconds are summed

The thresholds are used to specify how many error seconds are required during the alarm window defined here
before raising the corresponding alarm. The alarm will clear again after a default of 10 seconds without any faults
(can be adjusted in the ETR Threshold->General).

[Close| [Apply changes]|

Edit Alarm Filter Threshold

Name: A text string that identifies the alarm filter threshold. This name appears in the ETR
Threshold Alarm filtering drop down for the check.

Description: Text field that should contain a meaningful description of the threshold

Alarm Filter Treshold parameters

Error seconds: The minimum number of error seconds that needs to occur before an alarm is
raised. Error seconds up to 3600 (1 hour) is supported.

Alarm window (s): The window, in seconds, during which error seconds are summed. The window
needs to be equal to or larger than the number of error seconds. The window is
dynamic, which means that the amount of error seconds is always summed over
the past x seconds, where x is the size of the window (unless the time since the
first error is less than x). A window up to 3600 seconds (1 hour) is supported.

With alarm filtering applied a yellow bulb will appear in the ETR Details view and the ETR Overview
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view when there are not enough errors to raise an alarm.

Overview || ETR Details | PIDs || Services || Bitrates || Tables || PCR || ToMI || Status || Compare || ETR thr. || PID thr. || Serv. thr
LD/ 23 ;ggfos.g;aurzgms C) i';l D3

r ETR 101 290 checks

Priority 1 Priority 2 Priority 3 Other checks Interface checks
M TS sync M Transport N [ cAsystem (21/24) CTami
M sync byte B CcrRC (1/23) [[] sl Rep Rate H PID min. bitr. M interface overflow
[ PAT CIPCr [CdunrefPID (1/1) M PID max. bitr.
] continuity (0/547) I PCR accur. (14/79) [soT M PID checks
HpvmT Opts Oer B service min. bitr.
[ Missing PID Ocar [IRsT H service max. bitr.
O7oT I service checks

Owmp

O cold TS

1 Time information
D Show additional measurements
[Reset monitoring| [Clear counters| [Show alarm graph|

Only after the error seconds limit is reached will the bulb be red and an alarm raised. All errors, whether
they are over the error second limit or not, will be registered in the probes ‘Last fault’ that can be seen in
the ETR Details view to the right and the Details popup for the check at the top.

The alarm clears after the amount of time specified in Error timeout in the associated ETR Threshold
(default 10 seconds).

7.10 Content
7.10.1 Content — Thumbnails

This view replicates the Thumbnails view. Please see chapter 6.4 on page 41 for details.

7.10.2 Content — SCTE 35 (requires SCTE35-OPT)

Thumbnails ~ Captions  EBP/DR  Timeline  SCTE 35 Content thresh Service thresh Setup

Services carrying SCTE 33 and SCTE 104 messages
INEEEE e Strean name vents e

© 4034 T¥3IHD (M) T3 HD (M)
1] 65 DELUXE MUSIC DELUXE MUSICEE IPTY

SCTE 35/104 - Event information x

Ewvent list SCTE 35/104 Al ~| Bearch ]
o 60 35

]
Apr0813:1314 |63 DELUXE MUSIC

comimanc ion

Program In Poirt

Splice insert 005 1073746275 | 3577197315 493

® 2prog131312 63 DELUXE MUSIC 6O 35 | Splice ingert 0x05 073746275 | 3577197315 6.74 Prograim In Poirt

@ £pr0613:1310 B3 DELUXE MUSIC 60 35 | Splice insert x5 1073746275 | 3577197315 877 Pragram In Poirt

@ Lprog1311:47 (65 DELLIXE MUSIC B0 35 | Splice insert 005 1073746275 | 3568367315 471 Progratn Out Pairt 87.00 A
© | Apr 05125040 B3 DELUXE MUSIC 60 35 Splice insert 005 1073746263 | 3455348115 504 Program In Point A, A,
©® fpr0612:50:38 63 DELUXE MUSIC 6O 35 | Splice ingert 0x05 1073746263 | 3455348115 ) Prograim In Poirt M A
@ 2pr0612:50036 |65 DELUXE MUSIC 60 35 | Splice insert x5 1073746263 | 3455346115 870 Pragram In Poirt QI A
@ Lpr0&12:4839 |65 DELLIXE MUSIC B0 35 | Splice insert 005 1073746265 | 3444422115 456 Progratn Out Pairt 12140 NA
© | Apr0E12:3245 B3 DELUXE MUSIC 60 35 Splice insert 005 1073746251 | 3358583715 476 Program In Point A, A,
© fpr0612:3243 63 DELUXE MUSIC 6O 35 | Splice ingert 0x05 073746251 | 3358583715 657 Prograim In Poirt M A
@ 2pr0612:3241 (B3 DELUXE MUSIC 60 35 | Splice insert x5 1073746251 | 3358583715 G861 Pragram In Poirt QI A
@ Lpr0&12:2943 65 DELLIXE MUSIC B0 35 | Splice insert 005 1073746251 | 3342203715 457 Progratn Out Pairt 18200 NA
© | Apr0E121646 B DELUXE MUSIC 60 35 Splice insert 005 1073746239 | 3272201715 4.55 Program In Point A, A,
® fpr061216:44 |63 DELUXE MUSIC 6O 35 | Splice ingert 0x05 1073746239 | 3272201715 650 Prograim In Poirt M A
@ Lpr0812:16:41 | BS DELUIXE MUSIC B0 35 | Splice insert 005 1073746239 | 3272201715 878 Pragratn In Poirt M A
@ Lpro&121318 |65 DELLIXE MUSIC B0 35 | Splice insert 005 1073746238 | 3253571715 522 Progratn Out Pairt 20700 MNA
© | Apr0511:56:38 B3 DELUXE MUSIC 60 35 Splice insert 005 1073746227 | 3163316115 470 Program In Point A, A,
©® Apr0611:56:33 |63 DELUXE MUSIC 6O 35 | Splice ingert 0x05 1073746227 | 3163316115 684 Prograim In Poirt M A
@ Lpr0811:56:32 |85 DELUIXE MUSIC B0 35 | Splice insert 005 1073746227 | 3163316115 874 Pragratn In Poirt M A
@ Lpr0g11:5303 |65 DELLIXE MUSIC B0 35 | Splice insert 005 1073746227 | 3144215115 470 Progratn Out Pairt 21220 NA
© | Apr0E11:31:22 (B3 DELUXE MUSIC &0 35 | Splice insert 005 1073746215 | 3027184115 5035 Program In Point A, Ma

Creste evert list file as
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SCTE 35 is a specification which allows equipment to splice in local content at specific times, SCTE 35
is basically just the signaling mechanism the equipment uses to know when to switch from the master
transmission to insert local content. It can be used to allow insertion of local advertising at certain points
in time or to allow the local operator to insert their own programs such as local news transmission.

SCTE 104 specifies carriage of these events in uncompressed streams.

The SCTE 35 option enables monitoring of SCTE 35 and SCTE 104 events of all streams and OTT
channels monitored by the probe.

Service list parameters
SID: The ID of the service for which SCTE 35 or SCTE 104 data has been
received.

Service name: The name of the service for which SCTE 35 or SCTE 104 data has been
received.

Stream name: Name specified by the user when adding a multicast or tuning.

Interface: The input source of the transport stream.

Events: The number of SCTE 35 or SCTE 104 events seen for the service.

Time since last event: The time since the last SCTE 35 event specified in seconds, minutes,
hours or days.

Time since last placement: The time since the last SCTE 35 placement opportunity in seconds,
minutes, hours or days.

To monitor SCTE 35 and SCTE 104 information, enable the Monitor SCTE 35 checkbox in Content —
Content thresh. and configure the transport stream or OTT channel to use that content threshold. If it
contains SCTE 35 or SCTE 104 information, the stream will be added to the list in the SCTE 35 view. By
pressing the blue information button a new pop-up will show up, the pop-up will give specific information
about events in the specified transport stream or OTT channel.

Event information list parameters:

Parameter Description

Time: When the event occurred.

SID: The ID of the service for which the event applies.

Service name: The name of the service for which the event applies.

PID: The PID carrying the SCTE 35 or SCTE 104 information. A service can have
multiple SCTE 35 or SCTE 104 PIDs signaled in the PMT table(s).

Type: Indicates whether the received event was SCTE 35 or SCTE 104.

Splice command: The type of the splice command.

Cmd id: The hex value of the command.
Event ID: ID of the specific event.
PTS: The PTS time of the event, if available.
Pre-roll: Number of seconds before a splice the event was received.

Cxl: Canceled indicator, if set it indicates that this splice message cancels a previously
sent splice message.
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Imm: Immediate mode, if set it indicates that this message should take effect immedi-
ately.

Description: Specifies whether it is a splice in (switch to local content/ads) or splice out event
(switch back to the audio/video in the stream).
For messages with the splice command type ‘Time signal’, the segmentation type
found in the segmentation descriptor (if found) is reported.

Typeid: The hex value of the segmentation type parameter.

Duration: The time when a splice occurred to its end.

Tier: Specifies which tier group are to use this splice message. Multiple splice messages
can be sent addressed to different tier groups to allow switching at different times.

Use the drop-down at the top of the event list dialog to switch between displaying all events (default) or to
display only SCTE 35 or only SCTE 104 events.

When pressing the information button for a specific event a new window will pop-up with detailed
information about the event. The pop-up will show a log of the SCTE 35 or SCTE 104 events signaled for
the specified transport stream or OTT channel. Splice NULL messages are not logged.

SCTE 35 - Event details x
[ table_id: 252 (Oxfc) SCTE 35 Splice Information Table
- [ section_syntax_indicator: 0 b
-~ [ reserved_future_use: 0 b Encryption Not encrypted
~ [ meserved: 11 b PTS adjustment
~ [ section_length: 32 (0x020) CW index 0 (0ne00)
-+ [] protocol_version: 1 Tier NA
Splice command type splice_insert
ed ket: N ed
[ encrypied_packet: Nat encryp Splice event ID 1538790662 (0x5bbB1506)
-~ [] encryption_algorithm: D (0x00) Cancel indicator Not
= [ pts_adjustment: 0 (0x000000000) ‘Out of network indicator Program out point
[ cw_index: 0 (0x00) Program splice flag Program slice mode
[ reserved: Oxfff Duration flag Duration present
. Splice immediate flag Splice i mode
| d_length: 4095 (DxfEf;
o - rm‘mmma" - e i )_{ =D GG AL BN GRETTON Auto return after specified duration
- [ splice_command_type: splice_insert Break duration
[#-[] splice_insert Unique program ID
- [ descriptor_loop_length: 0 Avail num.
[ descriptors Avails exp.
-~ [] CRC32: 0xbb329b55

Please note that for some OTT manifest formats, the SCTE 35 message is not transmitted in binary form,
and the message shown in the Event details view is then synthesized from the available input.
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7.10.3 Content — Content thresh.

Thurnbnails || Content thresh. || Sarvice thrash.

Content threshold presets { [
Thesze thresholds are used to generate content alarms and to determine wwhen an error-zecond has occurred
iefs Freeze-frame  |Freeze timeout Ecit |

Defauft
Freeze-frame

Dizakled 10 min
Trigger often 10 min

m
el
=

m
e
=

Thresholds: 2

[&cd new thrashold | [Duplicate selected | [Delete selected | [Edit selected |

Thresholds are used to determine when to actually raise an alarm upon detection of an error. The Content
thresholds are used for generating content alarms as well as for calculating error-seconds. Error seconds
and content alarms are issued whenever measurements exceed the defined threshold levels for a parameter.
The alarm level of each of these alarms is set in the Alarms — Alarm setup view. Note that it is also
possible to disable alarms in the Alarms — Alarm setup view.

The Content — Content thresh. view makes it possible to define threshold values that operate at stream
level. Thresholds are associated with each stream in the Multicasts — Streams — Edit and OTT —
Channels views. There are two different ways of creating user-defined thresholds. To create a new
threshold template from scratch the operator should click the Add new threshold button. A pop-up
window will appear allowing the user to define alarm conditions. Another way of creating a user-defined
threshold template is by highlighting one of the threshold templates already defined and then click the
Duplicate highlighted button.

Deleting a threshold template is done by highlighting the threshold template that should be removed and
clicking Delete selected. It is possible to delete or edit several entries simultaneously. Several entries are
selected by using the regular Ctrl + click or Shift + click functionality. Click the Edit button to edit one
or more selected threshold templates. Note that the predefined ‘Default’ threshold template cannot be
deleted or changed.

In the threshold presets list the ‘Refs’ column displays how many streams are associated with each stream
threshold template.

The available thresholds depend on the currently active license. Applying content analysis on many
concurrent streams can introduce a performance penalty, please refer to appendix B.5 for more details.

The Sources column indicates which of the different threshold settings are supported where.
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Edit Content Threshold

Mame[SCTE3S |

video || 5CTE 35 || Ignore PIDs |

Parameter

Freeze-frame detection sensitivity
Freeze-frame erraor timeout
Color-freeze detection sensitivity
Colar-freeze etrar timeout

Igniote bitstresn errars

Threshold Corresponding probe Sources
alarmis)
Trigger often W Freeze-frame detected All
mirutes Al
Trigger often v Color-freeze detected All
seconds &
O Al

Apply changes

Video

Freeze-frame detection sensitivity:

Picture matching in video streams is not an exact science, as
noise can be introduced in many of the stages the stream goes
through. This setting makes it possible to define the amount of
noise to be allowed when performing freeze-frame detection.
When set to Disabled, the freeze-frame detection is disabled.
When set to Trigger seldom, only a small amount of noise is
allowed when deciding whether the picture has changed or not.
This means that the pictures have to be close to identical before
the freeze-frame alarm is raised. Normal is the recommended
setting and should be used in most cases. Trigger often allows
a high amount of noise. This means that it allows pictures
to be quite different while still classifying them as identical,
which may result in too many freeze-frame alarms.

Freeze-frame error timeout:

The time (in minutes) a freeze-frame error should persist be-
fore the probe will raise an alarm

Color-freeze detection sensitivity:

This setting makes is possible to define the amount of noise to
be allowed when performing color-freeze detection.

When set to Disabled, the color-freeze detection is disabled.
When set to Trigger seldom, only a small amount of noise is
allowed when comparing to the list of solid colors. Normal is
the recommended setting, whereas Trigger often allows a high
amount of noise, which may result in too many color-freeze
alarms.

Color-freeze error timeout:

The time (in seconds) a color-freeze error should persist before
the probe will raise an alarm.

Ignore bitstream errors:

In some cases, the video codec reports errors in the bitstream
while still being able to generate thumbnails or partial thumb-
nails. If the stream shows a “Bitstream Errors” icon, you can
try to ignore this by enabling this setting.
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Edit content threshold X

Mame [sudio metadata |

video || Audio || 5CTE 35 || lgnore PIDs |

Parameter Threshold Corresponding probe alarmis) Sources

Extract audio metadats Al

Audio

Extract audio metadata: By default, the 10G Probe does not consider audio PIDs or profiles. With
this setting enabled, it will also visit audio PIDs and profiles, extracting
metadata such as sample rate and number of audio channels.

Please note that if audio PIDs or profiles are expicitely set to being
ignored by other threshold settings, that setting is considered first, and
will override this one.

Edit Content Threshold X
Mame Everything |
video || Audio || @oE || captions || EBRADR || SCTE 35 || Timeline || Ignore PIDs

Parameter Threshold Corresponding probe alarmi(s) Sources
Maonitor SCTE 35 and 104 All
Maximum event gap 1800 = SCTE 35 event gap All
Minimum number of placement Too fewy SCTE 35 placement Al
opportunities per clock hour opporunities

Maximum oppottunity gap I = SCTE 35 opportunity gap All
Maximum event pair gap ms SCTE 35 end event without start All

_ SCTE 35 start evert without end

Winimum event pre-roll time DS SCTE 35 minimum pre-roll time =
bdaximum event pre-roll time 3 SCTE 35 maximum pre-roll time 5

Log time_descriptar messages All

SCTE 35

Monitor SCTE 35: If enabled, SCTE 35 and SCTE 104 events are captured and
displayed in the Content — SCTE 35 view
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Maximum SCTE 35 event gap:

Specifies the maximum number of seconds allowed between
two SCTE 35 or SCTE 104 events before an alarm is raised.
Set to —1 to disable the alarm.

Minimum number of placement
opportunities per clock hour:

Specifies the minimum number of placement opportunities
that must be signaled for a full clock hour. An alarm will be
raised at the top of the hour if the previous hour had fewer
than this number of opportunities. Set to —1 to disable the
alarm.

Maximum SCTE 35 opportunity gap:

Specifies the maximum number of seconds allowed between
two SCTE 35 or SCTE 104 placement opportunities before
an alarm is raised. Set to —1 to disable the alarm.

Maximum event pair gap:

Specifies the maximum number of seconds allowed between
the a SCTE 35 or SCTE 104 start and end segmentation
descriptor messages in Time signal events. An alarm will be
raised for five seconds when this is detected. Additionally,
an alarm will be raised if an end segmentation message was
received without the corresponding start message. Set to —1
to disable these alarms.

Minimum event pre-roll time:

Specifies the minimum number of seconds allowed between
when the SCTE 35 event is received and when the splice
is supposed to happen. An alarm will be raised for five
seconds when this is detected. Set to —1 to disable these
alarms.

Maximum event pre-roll time:

Specifies the maximum number of seconds allowed between
when the SCTE 35 event is received and when the splice
is supposed to happen. An alarm will be raised for five
seconds when this is detected. Set to —1 to disable these
alarms.

Log time_descriptor messages

Determines whether the SCTE 35 or SCTE 104 messages
containing nothing else than a time_descriptor should be
included in the message log. In some systems there are
a lot of these messages (they can be used as keep alive
messages to ensure that there always is some traffic on the
SCTE 35 or SCTE 104 PID). If the message log is filled up
with the time_descriptor messages, disable logging of these
messages
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Edit content threshold X

Mame [Suppress slarms |

video || Audio || @oE || Captions || EBPADR || SCTE 35 || Timeline || lunore PIDs

Parameter Value Sources
lgnore PDs [oo1ot102 | =
Suppress alarms from PIDs |31 75,4035 | IE

FID= listed in lgnore PIDs wil not be decoded, analyzed, or get any cortent check errors. This can be used to
lovwver the performance impact of the contert analysis. PIDs listed in Suppress alarms from PlIDs will be
monitored, but will never be subject to alarms. For more details, see the User's Manual.

Ignore PIDs

Ignore PIDs: Not applicable to OTT channels: A comma separated list of PIDs
for which the probe should not decode, analyze or report any content
check errors. No thumbnails, loudness or captions will be decoded
on these PIDs.

Suppress alarms from PIDs:  Not applicable to OTT channels: A comma separated list of PIDs for
which the probe should not report any content check errors. Thumb-
nails, loudness and captions will be decoded on these PIDs.

Some SCTE 35 alarms apply to the entire service (SCTE 35 event
gap, Too few SCTE 35 placement opportunities, SCTE 35 placement
gap), and are not affected by this setting.

The ‘Ignore PIDs’ and ‘Suppress alarms from PIDs* settings are only applied from the stream content
thresholds, they are ignored when used in the Content Service thresholds.
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7.10.4 Content — Service thresh.

Thumbnails || Captions || EBP || Timeline || Contentthresh. || Service thresh. || getup

Content service thresholds
These thresholds are uzed to averride the Content threshaolds on a service basis

Mame Drescription
Detautt 11 Mo special rules for any services. Edit
Service 1039 1 Owerride service 1039 Edit
MWPTS 1] Service-specific rules Edit

Service thresholds: 3

| &l nevwy threshold group | |Duplicate selected | |Delete selected |

Thresholds are used to determine when to actually raise an alarm upon detection of an error. The Content
— Service thresh. view makes it possible to define detailed conditions for alarm triggering on a per-service
basis. This is particularly useful to specify individual alarm handling rules for services in a multi-program
transport stream (MPTS). Note that if there is a stream and service threshold mismatch, the service
threshold will apply. This may be the case if QoE or scheduling requirements are set differently in the
stream threshold template and service threshold template associated with a stream. There is one predefined
service threshold template that cannot be edited by the operator: Default. The Default service threshold
template contains no service definitions and will therefore not alter alarming for any service.

By associating scheduling templates to service threshold templates it is possible to disable alarming at
pre-selected time intervals. Scheduling templates are defined in the Setup — Scheduling view and will
be available from the schedule drop-down menu.

In the ‘Service Thresholds’ table, the ‘Refs’ column shows how many streams are associated with each
threshold template. Thresholds are associated with each stream in the Multicasts — Streams — Edit
view.

There are two different ways of creating user-defined thresholds. To create a new threshold template
from scratch the operator should click the Add new threshold group button. A pop-up window will
appear allowing the user to assign a name and value to the new threshold and define the alarm conditions.
Another way of creating a user-defined threshold template is by highlighting one of the templates already
defined and then click the Duplicate selected button.

Deleting a service threshold template is done by highlighting the template that should be removed and
clicking Delete selected. Note that if the deleted threshold template was assigned to a stream being
monitored, the new threshold template for that stream will default to the Default template.
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Edit Content Service Threshold

Marme

[MPTS

Description[Service-specific rules

I

Contert thresholds

[100 [100MPTS v
[1m [101:MPTS v]
[a17 [917:MPTS v]
[z837 [ ses7.mpTS v

|Close| |Apply changes| |Add service| |Duplicate Selected| |De|ete Selected|

Edit Service Threshold

Name: A text string that identifies the service threshold group

Description:

Text field that should contain a meaningful description of the threshold

Service Threshold Parameters

ID:

The service ID for which the associated thresholds should apply. For an SPTS
the service ID will generally be 1; adding several list entries with different

service IDs allows different thresholds to apply for different services within an
MPTS.

Content thresholds:

This settings defines the content threshold settings that should be applied to
this stream. The entire content threshold setting, with the exception for the
‘Ignore PIDs’ and ‘Suppress alarms from PIDs’ settings, will be applied to the
service. Please refer to chapter 7.10.3 for the specific meaning of the settings.

Set this to Same as stream to apply the default content thresholds for this
service.

Schedule:

The Schedule drop-down menu allows the user to associate a scheduling
scheme to a service, in effect masking alarms during selected intervals. Schedul-
ing templates are defined in the Setup — Scheduling view. The predefined
scheduling templates ‘Never’ and ‘Always’ will always be selectable, and these
will result in service alarms never and always being masked, respectively.
When Same as stream is selected, the requirement defined in the stream thresh-
old will apply.

Note that alarm masking only affects alarm lists and SNMP traps; other alarm
indications in the GUI will remain visible.
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7.11 Redundancy (requires IP-SWITCH-OPT)

The IP redundancy switching feature enables the VB330 to function as a control unit for an external
redundancy switching device. The VB330 integrates easily by specifying a few parameters. Then the
VB330 can be configured to send switching commands based on the alarm settings. The actual distribution
and switching will be done by the external device. IP redundancy switching is currently supported on the
AppearTV X10 and AppearTV X20.

Each redundancy switch is coupled with two specific ETR engines. The pairs are 1 and 2, 3 and 4 etc.
The number of ETR engines depends on the ETR290-OPT of the VB330. More information about the
ETR290-OPT is found in section 7.9. The number of switches available will adjust automatically to the
number of ETR engines.

The multicasts must be assigned to the ETR engines using the Multicasts — Streams view. A step by
step description of how to do this can be found in section 7.11.5.

A single multicast must be monitored per engine for the switching to work as intended. Round-robin
monitoring (multiple multicasts monitored sequentially on the same ETR engine) is NOT supported for
redundancy switching.

The redundancy switch status and settings are available using the Eii. Setup changes through the Fii is
also possible. See section 7.13.5 for more information about the Eii.

7.11.1 Redundancy — Status

Status || Switch setup || Integration
switch list ) :
- Switch detail
12 TVNorge HD B < M TVNorge HD: backup A ETR engines: 29:30 A
34 C More Golf HD H > B CMoreGolf HD: A Active input A
56 Nat Geo HD (N) H > B NatGeoHD(N:b.. S Mode SuperLocal Output
78 switch inactive o | @ A Description In SuperLocal mode the input switching can only be utpu
910  Nasa TV UHD B < W NasaTVUHD bac.. | A s performed using the buttons in the probe web interface
11:12 | TLC Norge HD B O setuperror M B el
1314 | TV2Sport2HD M i B TV2Sport2HD:b... | M
15:16__ Disney Channel (... |l «i M Disney Channel (S... | M ~Status of input A: Viasat 4 HD —Status of input B: Viasat 4 HD: backup
17:18 | FOXHD (N) B > B FOXHD(N):back.. M
19:20 | Kanal 4 HD B > H Kanal 4HD: backup | M Pri1 Pri2 Pri3 Other Interface Pri1 Pri2 Pri3 Other Interface
21:22 | IDInvestigationD... |l | «i B |ID Investigation Di... | S ETssync  MTransport  CINIT CICcAsyst oM HTssync  MTransport  CINIT CIcAsyst oM
2324 | Nickelodeon (D) : =g : Nickelodeon (D): S B syncbyte MCRC [1SI Rep M PID minbr. WIAT B syncbyte MCRC [1SI Rep M PID minbr. WIAT
;? gg ziﬁe?oigo:'?m ] : ] :iﬁ:;'::\n('"?_’ : W PAT EPcr CunrefPID M PID maxbr. EMLR W PAT EPcr CunrefPID W PID maxbr. EMLR
e B i B Viasat4 HD: backup S B continuty [EIPCRacer.  ISDT HPIDch HRTP M continuity EIPCRacer.  ISDT HPIDch HRTP
3132 MV B < B MV backup s HPMT mets e B serv.minor.  Wintf ovfl HPMT mets e B serv.minor.  Wintf ovfl
3334 | VH1 Classic B > B VHIClassic:bac.. | S CMissPID  EICAT CIRsT I Serv. maxbr. CMissPiD  EICAT CRsT B Serv. maxbr.
3536 NickToons B — B NickToons: backup | S oToT Hsen.ch oToT W serv. ch
37:38  MOTORVISIONTV H i |H MOTORVISIONT s
39:40 | Disney J B o O set s Hwe awe
isney Junior setup error
Y P M Cont. ch M Cont. ch
DGoldTs D Gold TS
O Time O Time
Setup ~Manual
Mode SuperLocal ¥
Switch o input A
Return delay (s) 30
Switch 0 input B
[Apply

The Status view displays the status of the redundancy switches. The Redundancy switch list on the left
side gives an overview of all the switches.

Redundancy switch list

ETR#: The ETR engines coupled with the switch. <input A>:<input B>
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Name A:

Displays the name of the stream on input A (odd numbered ETR engine). To the right of
the name is a bulb showing the ETR290 alarm status.
The field also provides the following information:
* Bold text indicates that the stream is the currently selected as the output.
* Displaying “switch inactive” together with an empty Name B field means that one
or both of the ETR engines are not in use.
* “setup error” is displayed if there is a setup error. Opening the respective switch
information will give more details.

Active:

The arrow indicates which input is currently selected as the output.

Name B:

Displays the name of the stream on input B (even numbered ETR engine). To the left of
the name is a bulb showing the ETR290 alarm status.
The field also provides the following information:
* Bold text indicates that the stream is the currently selected as the output.
* An empty field together with Name A displaying “switch inactive” means that one
or both of the ETR engines are not in use.
* “setup error” is displayed if there is a setup error. Opening the respective switch
information will give more details.

Mode:

The operation mode, described in section 7.11.4, set for the switch
A = Auto, M = Manual, S = SuperLocal

To the right of the Redundancy switch list, more detailed information about a switch is displayed. This is
information about the redundancy switch currently selected in the switch list. A switch can be selected by
clicking the respective list entry. The following information is displayed:

Switch information frames

Switch details: ETR engines: The ETR engines coupled with the switch. <input A>:<input B>

Active input: The input selected to be output from the switch.

Mode: The operation mode, described in section 7.11.4, set for the switch

Description: A description of the switch’s current operation. After a switch,
the return delay countdown will be shown here. The switch details frame
includes a figure with a visual representation of the switch’s status.

Status of input A: The header text is followed by the name of the stream. The frame shows the full

ETR290 alarm status of the stream on input A of the selected switch. The content
of this frame is described in section 7.9.2.

Status of input B:  This shows the same information as Status for input A, but for input B.

Setup: Allows for quick access to the currently selected switch's setup. The setup
parameters are described in section 7.11.2.

Manual control: Buttons in this frame are used to select which input should be the output from

the switch. These are only available in modes Manual and SuperLocal.
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7.11.2 Redundancy — Switch setup

Status || Switch setup || Integration

~Redundancy switch setup

EIRA cvermpit —— Mods —JRetumdelay at |
12 60

A Auto Edit
34 A Auto 60 Edit
gk A Auto 60 Edit
78 A Auto 60 Edit
9:10 B Auto 60 Edit
11:12 A Manual 30 Edit
13:14 A Manual 30 Edit
15:16 A Manual 30 Edit
17:18 B Manual 30 Edit
19:20 B Manual 30 Edit
21:22 A SuperlLocal 30 Edit
2324 B SuperLocal 30 Edit
2526 B SuperlLocal 30 Edit
2728 B SuperLocal 30 Edit
29:30 A SuperLocal 30 Edit
31:32 A SuperLocal 30 Edit
33:34 B SuperLocal 30 Edit
35:36 A SuperLocal 30 Edit
37:38 A SuperLocal 30 Edit
39:40 B SuperLocal 30 Edit

Edit selected

Edit switch

Activeinput | A v

Mode

Return
delay

Manual v

30

Apply changes

The Switch setup view shows the current setup of all the switches. Using this view is the most effective
way to edit the setups of the redundancy switches. Multi-edit functionality makes it possible to edit several
setups simultaneously. Highlight the setup list entries that should be edited and click the Edit selected
button. The link in the Edit column can be used to edit the setup on that specific row.

Any setting can be set from the setup page regardless of current mode etc. The probe does not have a
way to read the status from the external device. The Setup view can be used to manually sync the VB330
probe’s switch settings to the settings of the external device.

Switch setup list

ETR#: The ETR engines coupled with the switch. <input A>:<input B>

Active input: The input selected to be the output from the switch.

Mode: The operation mode, described in section 7.11.4, set for the switch.

Return delay: The return delay specifies a time period following an automatic switch where a new

switch cannot be triggered. This only applies if the Mode is set to Auto.

Edit: Click this column to edit the switch’s setup parameters.
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7.11.3 Redundancy — Integration

Status || Switch setup | | Integration

Redundancy integration for ATV X10/X20
IP address: 10401010

Port: 4949
Access URL: SoardH fapijsonrpe
Username: Lisername
Password:  |sesessss

Apply

The Integration view is used to set the parameters needed to integrate with the external switching device.
IP redundancy switching is currently supported on the AppearTV X10 and AppearTV X20. The following
parameters are supported:

Integration parameters

IP address: IP address used to reach the external switching device.

Port: Port used to connect to the external device.
Access URL: Path to control APIL.
Username: Username used to authenticate against the external device.

Password: Password used to authenticate against the external device.

7.11.4 Redundancy switch operation modes

The redundancy switches have three different modes of operation: Auto, Manual and SuperLocal. The
mode can be set for each switch independently. The modes are described below:

Modes
Auto: Switching between the inputs is done automatically based on the user-defined alarm
setup. A switch is triggered when the active stream has an active alarm while the
inactive stream is alarm free. The return delay specifies a period of time following an
automatic switch where a new automatic switch cannot be triggered.

Manual: An action from the user is required to switch. The switching can be performed using the
Manual control buttons in Redundancy — Status, editing the setup in Redundancy —
Switch setup or through the FEii.

SuperLocal: The redundancy switches can only be controlled through the web GUI. Control through
Eii is disabled. Use this mode to disable externally triggered switches.

7.11.5 Setup guide
Coupling multicasts to a redundancy switch

As mentioned at the start of the Redundancy section, each switch is coupled with a specific pair of ETR
engines. The number of the ETR engines coupled with a switch are two consecutive numbers starting
with the odd number (i.e. 1 and 2, 3 and 4, ...).
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The multicasts are assigned to ETR engines using the Multicasts — Streams view. Figures and a full
description of this view can be found in section 7.4.8.

1. Go to the Multicasts — Streams view.
2. Open the edit popup of the multicast you want to couple with a redundancy switch.

3. Join the multicast:
Under General, check Join stream.

4. Enable ETR monitoring:
Under ETR, check Enable ETR.

5. Assign the multicast to the ETR engine of the switch you want it to be coupled with:
Under ETR, set Selected ETR engine to the number of the ETR engine. Only a single multicast
can been assigned to ETR engines used for redundancy switching.

6. If the switch will use the Auto mode, set the ETR thresholds:
Under ETR, select the ETR thresholds using the ETR thresholds drop-down. How to set up the
ETR thresholds for redundancy switching is described in the next section (ETR thresholds for
automatic switching).

7. The multicasts will be listed in the Redundancy — Status view’s Redundancy switch list. If the
name of the multicast is not in the list, make sure that the options mentioned in points 3-5 are set
correctly. Redundancy switch list error texts are described in chapter 7.11.1.

ETR thresholds for automatic switching

Switches that operate in Auto mode will switch automatically based on the ETR alarm state of the input
streams. The ETR thresholds are used to configure which alarms that will be reported, and the limits
(i.e. thresholds) for when they will be triggered. A detailed description of the ETR thresholds is given in
section 7.9.11. When the IP-SWITCH-OPT is installed, the ETR thresholds will also have a redundancy
checkbox for each alarm. The ETR thresholds edit popup with redundancy can be seen below.
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Edit ETR Threshold X

Name

Description| Description of the ETR mg
General || Priority 1 || priarity 2 || Priority 3 || Other checks || Interface checks |
Parameter Setting Redundancy
TS syne Alarm  w
Sync byte Alarm v
PAT Alam v
Maximum interval {(ms) @
Minimum number of services o
Allowed Transport Stream IDs
Continuity
PMT
Maximum interval {ms)
Minimum number of components [0
Require language descriptors D
Missing PID |:|

Close

An automatic switch can be triggered by an alarm when the alarm is enabled and has the Redundancy
checkbox checked in the ETR threshold. If an alarm should be reported, but not trigger a switch, it should
then be enabled with the drop-down menu and not have the Redundancy checkbox checked.

Setting up ETR thresholds:
1. Go to the ETR 290 — ETR thr. view.

2. Create a new threshold or open an existing one for editing.
This will open the pop-up seen above.

3. Enable the alarms that should be reported for the stream:
Select Alarm in the Setting column of the alarms.

4. Allow automatic switching on alarms:
Check the checkbox in the Redundancy column of the alarms.

5. To assign the ETR thresholds to multicasts, follow the steps describing how to couple multicasts to
redundancy switches in the previous section.
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7.12 Setup

7.12.1 Setup — Params
hain - Alarms  Multicasts kW RDP Traffic Ethernet ETR 290  Content  Setup Dats  Ahout
Farams  Pages Colors  Time  Ethernet  WLANs  Login ETR WBC thresh.  Scheduling  Routing  Security
~Various ~Hetwork settings SHMP
Probe name four probe name here Join muttic ssts Cammunity string |pulblic
Crganization ["our Company name here Enag:e E’iﬂppd';cwewn Trap destingtion 1 [0.0.0.0
Prabe contact |Y0ur contact name here | nawe ¥ SUPRO Trap destination 2 |0.0.0.0
i [Rack & | import soures adiress = Trap destination 3 [0.0.0.0
Probs ocaton e
Gap betvween joins (milisecs) —
Enable thumbnails ICI Year intrap time ||
Date format 2015 Oct 05 031215 + ~Time synchronization
_ Alarms Uszetime server | NTP (Ethernet)

Treat Ethernet everts az alarms |

Freeze log when ful [l

NTP time: server [10.0.205.8 |
| Eastern (EST/EDT) - US & Canada

Time zone

Lpply changes

The Setup — Params view is used to configure basic parameters for the 10G Probe. This page is
displayed by default when accessing the web interface, until the configuration has been saved by clicking
the Apply changes button.

Various

Probe name:

Each probe can be assigned a user-defined name. It is part of the probe’s
MIB. The name is shown in the Main — Summary view, which is the probe
default page, as well as in the browser’s title line.

The name is also used for identifying the system when activating the license
on-line, see E Appendix: On-line License Activation for more details.

Organization:

The name of the organization (usually the company name) that is running the
probe. This name is only used for identifying the system when activating the
license on-line.

Probe contact:

The probe contact is part of the probe’s MIB, and this parameter is relevant
for SNMP use only. It is used to identify the contact person responsible for
this probe.

Probe location:

The probe location is part of the probe’s MIB. It is used to identify the
physical location of the probe. The probe location is also shown in the Main
— Summary view and in the browser’s title line.

This name is also used for identifying the system when activating the license
on-line.

Enable thumbnails:

Enable or disable thumbnail generation globally. When enabled, thumbnails
are only decoded automatically if the Extract thumbnails option has been
enabled in the associated OTT or multicast setup. If freeze-frame or color-
freeze alarming has been enabled in the Content threshold template, the video
frames are investigated regardless of this setting.

For high bitrates (above 700 Mbit/sec) the probe may feel more responsive if
thumbnail picture generation is switched off. This does not affect the accuracy
of the measurements.

Date format:

The date format used in the user interface can be changed here. Dates exported
through machine-readable interfaces are not affected by this setting.
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Alarms

Freeze log when full: When enabled the alarm list will freeze when full (an event will

show that it is full). When the list is full new alarms are ignored
until Clear alarms is pressed.
This can sometimes be useful if a unit is placed unattended.

Treat Ethernet events as alarms: When enabled each event is treated as an alarm that is active

for ten seconds. This may be useful when reporting to external
systems that do not support events but only active or cleared
alarms. This setting affects the local alarm list and SNMP traps.

Network settings

Join multicasts:

If switched off probe will not send IGMP messages which is useful
if connected to a trunk port and there is no need to join multicasts.

Enable SAP discovery:

When enabled, the 10G Probe makes streams announced using the
Session Announcement Protocol available through the Multicasts
— SAP view.

Enable IGMPv3 support:

Required for probe to support the IGMP v3 protocol. Should always
be enabled in networks that support IGMP v3.

Import source address:

When enabled, the detected source address is added to the configu-
ration when importing streams from Traffic — Detect or Traffic —
Multicast scan. This instructs the probe to request the stream as a
source specific multicast.

Gap between joins (millisecs):

When monitoring a lot of multicasts, sending join requests for all
of them at the same time may overload the network infrastructure.
This setting specifies the minimum time, in milliseconds, between
join requests.

Time synchronization

Use time server: Select between Off and NTP (Ethernet).
When NTP is selected the probe will synchronize with an upstream NTP server
as often as is needed to maintain accurate timekeeping on the probe. If Off is
selected, or NTP is selected and no NTP server is configured, the probe will try
to synchronize with the VBC server.

NTP time server: The IP address or host name of the time server.

Time zone: By setting the time zone the probe time can be offset from the reference NTP
time. Time zone definitions come from the IANA Time Zone Database.

SNMP

Community string: The probe SNMP community string can be changed.

Trap destination 1-3: SNMP traps will be sent to the specified destinations.
Set all three destinations to 0.0.0.0 to disable SNMP trap transmission. This
will also disable storing of traps accessible through SNMP queries.

Year in trap time: If enabled, dates in SNMP traps include the year number.
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7.12.2 Setup — Pages

Y

Farams || Pages | Colors || Time || Ethermet | vLaNs || vBC || Login || ETR || WBC thresh || Scheduling || Routing || Security |
Page names
Page 1 1 Page 6 Info Page 11 Page 16
Page 2 P2 Page 7 Page 12 Page 17
Page 3 Page 8 Page 13 Page 158
Page 4 Page 9 Page 14 Page 19
Page 5 Page 10 Page 15 Page 20

The Setup — Pages view allows names to be associated with different pages. Individual multicasts can
be assigned to different pages in the Multicasts — Streams view, to facilitate easier navigation in the
different Multicasts views.

The page names for OTT channels are configured using the OTT — Settings view.

7.12.3 Setup — Colors

Params | | Pages || Colors || Time || Ethemet || VLANs || VBC || Login |[ ETR || VBC thresh. |[ Scheduling | | Routing || Security |
Color list
Green 0OFFOD | I Edit
MewPreset] 402080 N Edit
Edit Color x
Edit
Mame [MewPresst1
Description |
Color -
[Close| [Apply changes|
Color:2
[Add new color| [Delete selected)|

The Setup — Colors view allows the user to define colors that should be recognized if a color-freeze
condition should occur. A mono-colored freeze frame condition may in some cases indicate what
equipment is failing, resulting in the color-freeze.

A freeze color is defined by clicking the Add new color button and assigning an RGB value to a name. A
maximum of four colors may be defined. An existing color may be modified by clicking the associated

Edit link.
Edit color
Name: The color name. This name will be part of a color alarm description and the associated
SNMP trap.
Description: A description of the color or an error indication.
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Color: The RGB color on the format #XX(Red)XX(Green)XX(Blue) where XX represents a
hexadecimal figure spanning 0-255 in decimal notation. If supported by the browser,

clicking the color should pop up a color selection dialog.

7.12.4 Setup — Time

Params || Pages || Colors || Time || Ethernet || VLANs || VBC || Login || ETR || VBC thresh. || Scheduling || Routing || Security |

The system time is now 2015 Jan 16 13:02:16
It is not recommended to change the time manually whils synchronizing against a time-server.

Change system time

System time (VY- MM-DOTHHMM:SS)  (2015-01-16 13:02:16

The time of the probe is used to timestamp events in the alarm list. The local time is always presented
just below the alarm list.

The probe time should not be set manually if the probe is synchronizing against a time server (refer to the
Setup — Params view).

If supported by the browser, you should be able to set the time and date using a calendar and time control
by clicking the input box.

7.12.5 Setup — Ethernet

Farams || Pages || Golors || Time || Ethernet |[vians || Login || ETR || vBC thresh. || Scheduling || Routing || Security |
~IP settings - dataivideo SFP+ & ~IP settings - data/video SFP+ B STATIS
Enable DHCP Enable DHCP Management (eth1) SFP+ A (eth_2}
1P address 10050198 P address 10.0.40.198 IPvd sddress:  10.0.30122 Freikees (Rl
MAC address:  00:24:64.0011.64 MAC sddress:  00:24:64:00:11:85
IPv4 netmask 2552552550 IPwd netmask 2552552550 Link 1000 full- Lirk 10000 full-
IPvd Gateway 10.0.50.1 IPwd Gateway 10.0.401 Link status: duplex 523168 Link status: duplesx 4. 767
— — Ghps
Enahle managemert || Enahle management |_ | kops Temperature: 342
~IP settings - management (eth1) —Global setting SFP+ B (eth0) T povwver (dBm):.-3.6
. . IPvd address: 1021236 Fix powver (dBm):-0.7
Enakle DHCP _J Default interface | Management (eth1) » MAC address:  00:24:64:00:11:63
IPv4 address 10,0.30.122 Host name 1 Ogkprobe ) Link 10000 full-
IP++4 netmask 255.255.252.0 DS Server 002510 Link status: gtgsalzx 4.833
P4 Gateway 10.0.50.1 Tempersture: 438
Enable management Tx powver (dBm);-2.5
R poweer (dBm):-1.1
IPvE Settings| [Apply| [Reboot|
All changes require reboat to take effect. After applying the parameters | click the Reboat button and confirm to boot with the new settings.

The Setup — Ethernet view defines the Ethernet setup parameters for the management interface (eth1)
and the data/video interface (SFP+B/eth0). If the license for the second data interface is enabled, it will
show up as SFP+A/eth2. The link statuses for the interfaces are updated live to reflect the current settings.
Rebooting the probe from this page is achieved by clicking the Reboot button after changes have been
confirmed by clicking the Apply button. Click the IPv6 Settings button to access the IPv6 view.

Connecting a data/video port is mandatory. The probe will only be able to join multicasts on the data
ports. For management, the probe supports both in-band management (i.e. using ethO for both data/video
and management) and separate management (i.e. using ethl for management). In any case make sure
that the subnets configured for the network interfaces do not overlap — otherwise the probe will not work
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properly. If the IP addresses for network interfaces are configured so that the subnets overlap, the settings
will be automatically reverted by the probe.

Dual stack functionality enables the probe to support both IPv4 and IPv6 for management.

A valid DNS configuration is required for parts of the probe functionality. Configure a valid DNS under
the Global settings heading, or use a publicly available DNS such as Google Public DNS (8.8.8.8 or
8.8.4.4) or OpenDNS (208.67.222.22 or 208.67.220.220).

IP settings — data/video SFP+ B (eth0)

Enable DHCP: If enabled, IP address (eth0), netmask (ethO) and gateway are updated by a
remote DHCP server next time the probe boots.
IPv4 address: [Pv4 IP address of management interface

IPv4 netmask:

IPv4 netmask of management interface

Enable management:

If enabled a web server will be started on ethQ next time the probe boots.

IP settings — data/video SFP+ A (eth2)

Enable DHCP: If enabled, IP address (eth2), netmask (eth2) and gateway are updated by a
remote DHCP server next time the probe boots.
IPv4 address: [Pv4 IP address of management interface
IPv4 netmask: IPv4 netmask of management interface

Enable management:

If enabled a web server will be started on eth2 next time the probe boots.

IP settings — management (ethl)

Enable DHCP: If enabled, IP address (ethl), netmask (eth1) and gateway are updated by a
remote DHCP server next time the probe boots.
IPv4 address: IPv4 address of the data/video interface
IPv4 netmask: IPv4 netmask of data/video interface

Enable management:

If enabled a web server will be started on eth2 next time the probe boots.

Global settings

Default interface:

The default interface determines which interface is used for out-going probe

traffic, unless specified otherwise in the Setup — Routing view.

Host name:

The host name is displayed when logging in to the probe over the USB serial port

and is also visible in LLDP broadcasts.

DNS Server:

If DHCP is not enabled, this field can be used to define the IP address of the DNS

server. If DHCP is enabled, this field is disabled, and the gateway provided by
the DHCP server is used.
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7.12.5.1

Setup — Ethernet — IPv6 Settings

Params || Pages || Colors || Time || Ethernet | [vians | [vac || Login || ETR |[wBC thresh. || Scheduling | | Routing | [ Security |

—IPvE settings - data/video SFP+ A

Enahile IPvE
Enable IPvE autocont

ideo SFP+ B

IPub settings - dat:
Enahile IPvE

Enahle IPvE autocont status management;

00: 24:64:00:1£.7F
IPvE address eth2 IPvE address IPvE address ethl IPvE address Mo Link
IPvE prefix 0 IPE prefix a Status SFP+ B:
IPvE Gatewvay Defautt IPvE gateway IPvE Gateway Default IPvE gatewsy 00: 24:64:00:1:7e
Link 10000 full-duplex 2 204 Ghps
—IPvE settings - g it {eth1)
Status SFP+ A
Eniable IPvE 00:24:64:00:1 .80
Enable IPvE autocont Link 10000 full-cuplex 4.203 Ghps
IPvE address ethl IPvE address
IPvE prefix o
IPwE Gatennay Default IPvE gateway

[IPv4 Settings| |Rebart|

All changes require rehoot to take effect. After applying the parameters, click the Reboat button and confirm to boat with the new settings.

IPv6 settings — data/video SFP+ B (eth0)

Enable IPv6:

If IPv6 is enabled, the probe will use IPv6 for management on ethO.

Enable IPv6autoconf:

If IPv6 auto-configuration is enabled, the probe will receive IPv6 address,
IPv6 prefix and gateway address from a network router when booting.

IPv6 address:

If IPv6 auto-configuration is not enabled, this field is used to define the IPv6
address of the probe.

IPv6 prefix:

If IPv6 auto-configuration is not enabled, this field is used to define the IPv6
prefix of the probe (corresponding to netmask for IPv4).

IPv6 Gateway:

Required to allow clients with an address outside the probe subnets to access
the probe (HTTP, FTP, SSH, TELNET, SNMP). It is also required for the
probe to access an NTP server or DNS server with IPv6 address outside the
probe’s subnets. If IPv6 auto-configuration is enabled, this field is disabled.

conflicts.

Note that auto-configuration should only be enabled for one of the Ethernet ports to avoid possible

IPv6 settings — data/video SFP+ A (eth2)

Enable IPv6:

If IPv6 is enabled, the probe will use IPv6 for management on eth2.

Enable IPv6autoconf:

If IPv6 auto-configuration is enabled, the probe will receive IPv6 address,
IPv6 prefix and gateway address from a network router when booting.

IPv6 address:

If IPv6 auto-configuration is not enabled, this field is used to define the IPv6
address of the probe.

IPv6 prefix:

If IPv6 auto-configuration is not enabled, this field is used to define the IPv6
prefix of the probe (corresponding to netmask for IPv4).

IPv6 Gateway:

Required to allow clients with an address outside the probe subnets to access
the probe (HTTP, FTP, SSH, TELNET, SNMP). It is also required for the
probe to access an NTP server or DNS server with IPv6 address outside the
probe’s subnets. If IPv6 auto-configuration is enabled, this field is disabled.
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IPv6 settings — management (ethl)

Enable IPv6: If IPv6 is enabled, the probe will use the management port for IPv6 manage-
ment
Enable IPv6autoconf: If IPv6 auto-configuration is enabled, the probe will receive IPv6 address,
IPv6 prefix and gateway address from a network router when booting.
IPv6 address: If IPv6 auto-configuration is not enabled, this field is used to define the IPv6
address of the probe.
IPv6 prefix: If [Pv6 auto-configuration is not enabled, this field is used to define the IPv6
prefix of the probe (corresponding to netmask for IPv4).
IPv6 Gateway: Required to allow clients with an address outside the probe subnets to access

the probe (HTTP, FTP, SSH, TELNET, SNMP). It is also required for the
probe to access an NTP server or DNS server with IPv6 address outside the
probe’s subnets. If IPv6 auto-configuration is enabled, this field is disabled.

7.12.5.2 Example 1 — Separate Management IPv4

This model is useful if the management traffic is to be separated from the data/video traffic by utilizing
two completely disjointed networks. In this example the management subnet is defined as 192.168.0.0/16
and the data/video subnet is 10.0.30.0/24.

Parameter Management Data/video Explanation

(ethl)

(eth0)

Enable DHCP  Option

al Optional Use DHCP to configure the ethl and/or
ethO interface automatically

IP address 192.168.7.5 10.0.30.5 The IP addresses of each interface
Netmask 255.255.0.0 255.255.255.0 The netmasks — 16 and 24 bits

Enable Yes No Only run web server on the management
management interface

Gateway 192.168.0.1 - The default gateway is required for the

probe to connect to devices that are not
on the same subnet

7.12.5.3 Example 2 - In-Line

This model is useful if ther

Management IPv4

e is no separate management network and both data/video and management

traffic are to use the same network. In this configuration the probe’s management network may not even
be connected. Even if the probe’s management port is not to be used it must be configured carefully so
that it does not interfere with the data/video interface.

In this example there is only one network defined as 10.0.30.0/24.

Parameter Management Data/video Explanation
(ethl) (eth0)
Enable DHCP  Off Optional We cannot use DHCP for eth1 since the
device is not used
IP address 0.0.0.0 10.0.30.5 The IP addresses of each interface — con-

figure ethl to a non-existing address
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Netmask 255.255.255.255  255.255.255.0 The netmasks — the subnet for ethl con-
tains only one address

Enable No Yes Only run web server on the data/video
management interface
Gateway — 10.0.30.1 The default gateway is required for the

probe to connect to devices that are not
on the same subnet

7.12.5.4 Example 3 — Mixed Mode IPv4

This model is similar to the separate management model with the difference that a web server is also run
on the data/video management.

Since there is only one default gateway, in this case pointing to the management network, clients accessing
the probe via the data/video interface need to be on the same subnet as the probe’s data/video interface.

Parameter Management Data/video Explanation

(ethl) (eth0)
Enable Yes Yes Run web server on both interfaces
management

The other settings are the same as in example 1

The principles shown in the previous examples also apply for IPv6 management. IPv4 and IPv6 can be
used simultaneously. In theory the probe’s web server can be accessed using four different IP addresses,
provided that the network architecture allows it.

7.12.6 Setup — VLANs

Params H Pages | Time ‘ Ethernet| VLANSs || vBC | Login | ETR ‘VBCthresh. || Scheduling || Routing || Securiw‘ Edit VLAN x
VLAN settings Enable
Erabie icrece ——— LAN G [P odiross —oase — losewsy —— Desoplon —_—_al | imerisce | SFPeB_ v
SFP+B 100 10.10.1.100 255.255.255.0 10.10.1.1 Edit WLAM id 103
SFP+8 101 10.10.2.100 255 255 255.0 10.10.2.1 Edit 1P address [10.10.4.100
SFP+B 102 10.10.3.100 255.255.255.0 10.10.3.1 Edit
SFP+B 103 10.10.4.100 255.255.255.0  10.10.4.1 Edit Netmask  |255.255.255.0
SFP+8 104 10.10.5.100 255.255.255.0 10.10.5.1 Edtt Gateway [10.10.4.1
SFP+8 105 10.10.6.100 255 255 255.0 101061 Edit Deseription
SFP+B 108 10.10.7.100 255.255.255.0 10.40.7.1 Edit
SFP+B 107 10.10.8.100 255.255.255.0 10.10.8.1 Edtt
SFP+B 108 10.10.9.100 255.255.255.0 10.10.9.1 Edt
SFP+8 109 10.10.10.100 255 255 255.0 10.10.10.1 Edit
SFP+B 10 10.10.11.100 255.255.255.0 10.10.11.1 Edit
SFP+B 1 10.10.12.100 255.255.255.0 10.10.12.1 Edtt
SFP+B nz 10.10.13.100 255.255.255.0 10.10.13.1 Edt
SFP+8 13 10.10 14.100 255 255 255.0 10.10.14.1 Edt |-
List size:20
i soeced

The VB330 probe supports a large number of VLAN interfaces. The VLAN interfaces can be associated
with any of the physical interfaces. Once enabled, these VLAN interfaces can be used for routing and
joining of multicasts.

The VLAN interface can be used to monitor OTT traffic — also if it is associated with the management
interface. Multicasts can be joined from any of the VLANS, as long as the VLAN belongs to one of the
two physical SFP+ interfaces. The VLAN interfaces are not available for serving the web interfaces.
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Edit VLANs
Enable: Once enabled the virtual interfaces are created and available.
Interface: The physical interface to associate the VLAN with.
VLANid: The VLAN id (1-4095)
IP address: The IP address of the interface.
Netmask: The Netmask of the interface.
Gateway: The Gateway of the interface.

Description: A user given description of the interface.

Note that editing VLANSs should not require a reboot to take effect.

7.12.7 Setup — Login

Params  Pages Colors  Login - ETR  WBC thresh.  Scheduling  Routing  Security

User login

~Current user

“ou are currently logged out
“aur login message here

~Login

Mame [Erter user-name here |

Paszword | |

By default, there is no access control and all users have access to all features. If access control is disabled,
you need to log in using this view before accessing any of the settings in Setup — Security.

See chapter 6.6 on page 58 for more details.
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7.12.8 Setup — ETR

Params || Pages || Colors || Time || Ethemet || WLANs || Login | ETR | VBC thresh. || Scheduling || Routing || Security |

129 (0x81)
131 (0x83)
134 (0x86)
135 (0x87)
138 (0xBa)
151 (0x97)
161 (Dxal)
162 (0xa2)
163 (0xa3)
173 (Dxad)
196 (Dxc4)

— Parsing rules for private descriptors

Dizabled
logical channel descriptor vl
Disabled
logical channel descriptor v2
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

— ETR details ol ive inputs

b

Show service name: Hide inactive inputs:

m
EL

m
=

—EIT table IDs

EIT Table 1Ds:

m
EL

—Add log event on tuning reset

m
=

Enable logging:

T
L

m
=

EEE|
311 =31=1

m
=

m
=3
4

— ETR 290 tuning control

[[] Allow unauthorized users to lock tuning for

[ Limit authorized users to lock tuning for only minutes

minutes

The Setup — ETR view allows the user to select miscellaneous ETR handling modes.

Parsing rules for private descriptors

Probe recognition of a number of selected private descriptors may be defined by the user:

129 (0x81): ‘Disabled’ or ‘AC-3 audio stream descriptor’
131 (0x83): ‘Disabled’, ‘Extended video descriptor’ or ‘logical channel descriptor v1’
134 (0x86): ‘Disabled’ or ‘caption service descriptor’
135 (0x87): ‘Disabled’, ‘logical channel descriptor v2’ or ‘content advisory descriptor’
138 (0x8a): ‘Disabled’ or ‘cue identifier descriptor’
151 (0x97): ‘Disabled’ or ‘SCTE_adaptation_field_data_descriptor’
161 (Oxal): ‘Disabled’, ‘service location descriptor’ or ‘etv_bif_platform_descriptor’
162 (0xa2): ‘Disabled’ or ‘etv_integrated_signaling_descriptor’
163 (0xa3): ‘Disabled’ or ‘Component name descriptor’
173 (0xad): ‘Disabled’ or ‘ATSC private information descriptor’
196 (0xc4): ‘Disabled’ or ‘Anc data descriptor’
201 (0xc9): ‘Disabled’ or ‘download_content_descriptor’
206 (0xce): ‘Disabled’ or ‘extended_broadcaster_descriptor’
215 (0xd7): ‘Disabled’ or ‘SI_parameter_descriptor’
231 (0xe7): ‘Disabled’ or ‘private cable delivery system descriptor’
233 (0xe9): ‘Disabled’ or ‘EBP descriptor’
239 (0xef): ‘Disabled’ or ‘evertz_descriptor’
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Edit parse rule for private descriptor X

Edit
Tag 129
Descriptor Dizabled v
Dizahbled
AC-3 audio stream descriptor
Close | |Apply changes

The default value for private descriptors is ‘Disabled’. To change this value, select a new descriptor
interpretation from the drop-down menu and click the Apply changes button.

ETR 290 tuning control

By default authorized users will be allowed to lock the ETR 290 analysis to one stream for an infinite
length of time and unauthorized users will not be allowed to lock the analysis. The Setup — ETR view
makes it possible to time limit the locking for authorized users and unauthorized users can be granted
permission to lock to a stream for a selectable time period.

If the locking mechanism works in a time limited mode a clock icon (see image on the left) is
i l superimposed on the regular lock icon in the different ETR 290 sub-views. When the specified
E—-E-‘i lock time is out the round-robin cycling will resume. When ETR tuning control parameters

have been changed, click the Apply button for changes to take effect.

ETR details

The user selects if service names should be displayed in the ETR 290 — ETR Details view. Note that a
large screen size is required for proper service name displaying.

EIT table IDs

The user defines which DVB EIT table IDs should be analyzed by the probe. By default only table ID 78
(EIT p/f actual) is analyzed.

It is possible to extend EIT analysis to include EIT schedule, however this is not recommended
except for ad-hoc troubleshooting, as analysis of EIT schedule can be extremely demanding on
probe processing resources. If full-time monitoring of all EIT information is required, dedicated
probes should be used for this task.

Table IDs are specified as a comma separated list, or alternatively an ID range can be defined, e.g. 78,
80-95.

EIT table IDs:

78 P/F for Actual TS
79 P/F for Other TS
80-95 Schedule for Actual TS
96-111 Schedule for Other TS
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Inactive inputs

It is possible to hide disabled inputs from the ETR 290 views. This is convenient when one ore more
inputs are never used, and therefore have been disabled. Check the Hide inactive inputs checkbox to
hide disabled inputs.

Add log event on tuning reset

When the Enable logging checkbox is enabled, the probe will log events that cause monitoring of a ETR
monitored stream to be reset, or when ETR measurements are cleared:

* Tuning reset from the GUI
¢ Min/max measurements for a stream reset from the GUI

* Min/max measurements for a specific measurement for a stream reset from the GUI

* Tuning reset from the Eii interface

Min/max measurements for a stream reset from the Eii interface

Min/max measurements for a specific measurement for a stream reset from the Eii interface

Monitoring of a stream was restarted due to a configuration change (templates changed etc.)

Monitoring of the stream was started due to round robin tuning between frequencies or multicasts

The events logged are shown in the Alarms — Event log view.

7.12.9 Setup — VBC thresh.

Params  Pages Colors  Time  Ethemet  WLANs  Login  ETR  WBCthresh.  Scheduling  Routing  Security

VBC threshold presets
These error second thresholds are used by VBC to generate YBC alarms

Narme tefs [Sig JRTP MR JIAT [Pt [Pri2 [Pri3 _[Otr [Tra JHTTP [: SCTESS

Defaut 1825 5 20 20 250 (250 250 250 (60 B0 BD GO 60 G &0 '
HD excaption 0 5 5 70 40 S0 |s00 500 s00 B0 B0 60 e0 60 60 |80 B0 60  Edt
Senstive 21 5 5 20 20 280 (250 250 250 60 BO B0 @0 30 30 30 30 30 Edt
ONLY-NO-SIGHAL g0 |1

3600 3600 3600 3600 3600 3600 3600 3600 3600 3600 3800 3600 3600 3600 3600 | 3600 Eciit

Thresholds: 4

[Acd new threshold | [Duplicate selected | [Delete selected | [Edit selected|

The VBC error second thresholds are used by the VBC Controller to issue VBC specific alarms. The
VBC will raise an alarm when the number of error seconds exceeds the error seconds threshold. The VBC
thresholds are only relevant when a VBC Controller is part of the monitoring system.

The reason for using error second thresholds is to avoid alarms that toggle on and off, which for a large
monitoring system might otherwise lead to an unintelligible user interface. The VBC thresholds will

allow masking of minor error incidences thus resulting in a control system GUI that presents persistent
alarms only.

The VBC error second thresholds are specified as the number of seconds affected by an error situation.
These thresholds refer to a monitoring window of one hour, meaning that if the number of error seconds
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summed over any one-hour period exceeds the associated error second threshold an alarm will be raised
by the VBC.

If a monitoring window different from one hour is selected by the VBC user, the threshold values will be
automatically recalculated to proportional values.

In the “VBC threshold presets’ table the ‘Refs’ column shows how many streams are associated with each
VBC threshold template.

By clicking the Add new threshold button the user will enter a VBC thresholds edit view enabling
definition of a new threshold template. It is possible to copy or delete an existing threshold template by
clicking the Duplicate selected or Delete selected button respectively. To edit a highlighted threshold
template, the Edit selected button should be clicked.

Multi-edit functionality allows editing several VBC thresholds simultaneously. Highlight the list entries
that should be edited and click the Edit selected button.

Edit ¥BC threshold *
Hame |Urtitled |

Parameter Threshold Corresponding VBC alarm
Ethernet:
Mo =ignal Mo signal
RTP drops RTP drops
MLR errar WLR error
14T error 14T error
ez bitrate error Bitrate overflow
Min bitrate error Bitrate underflosw
ETR:
ETR pri one errors ETR pri one errar
ETR pritwwo errors ETR pri twwo errar
ETR pri three errors ETR pri three errar
ETR pri other errors ETR pri other error
ETR interface errors ETR interface error
oFT
OTT transport error OTT transport errors
QTT HTTP error QOTT HTTP etrors
OTT XML error OTT MML errors
Dok & captions:
20E video 20E video
20E audio 20E audio
Captions availakility Captions availability
Captionz quality Captionz quality

The thresholds are used by WBC and specify hov many ertor-seconds are recuired
during an alarm windoww of B0 minutes to raize the corresponding alarm.

WBEC will automatically adjust these error second numbers according to the alarm
wwindowy specified on the WBC. There is one error-window per alarm.

S0 30 error-zeconds specified here will be zcaled to 10 seconds for error windowes of
20 minutes etc.

|C|DSE | |Apply changes
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VBC thresholds

Name:

The name of the VBC threshold template

No signal:

Number of seconds with ‘No signal’

RTP error:

Number of seconds with RTP packet drops. This measurement will be zero
unless the stream is encapsulated in RTP headers

MLR error:

Number of seconds with packet drops in the TS layer (seconds when media
loss rate is non-zero). This is equal to the number of error seconds with CC
eITorS.

IAT error:

Number of seconds when the inter-packet arrival time exceeds the threshold

Max bitrate error:

Number of seconds the bitrate can exceed the error-threshold before a VBC
alarm is generated

Min bitrate error:

Number of seconds the bitrate can fall below the error-threshold before a
VBC alarm is generated

ETR Pri 1 errors:

Number of seconds with ETSI TR 101 290 Priority 1 alarms before a VBC
alarm is generated

ETR Pri 2 errors: Number of seconds with ETSI TR 101 290 Priority 2 alarms before a VBC
alarm is generated

ETR Pri 3 errors: Number of seconds with ETSI TR 101 290 Priority 3 alarms before a VBC
alarm is generated

ETR other errors: Number of seconds with ETR ‘other’ alarms before a VBC alarm is gener-

ated

ETR interface errors:

ETR error seconds are not relevant for the VB330 10G Probe

OTT transport errors:

Number of seconds with OTT transport related alarms

OTT HTTP errors: Number of seconds with OTT HTTP related alarms
OTT XML errors: Number of seconds with OTT XML related alarms
QoE video: Number of seconds with QoE video-related alarms, such as freeze-frame
and MOS below average
QoE audio: Number of seconds with QoE audio-related alarms, such as audio silence or
out of phase
SCTE 35: Number of seconds with SCTE 35-related alarms, such as event gap or
number of placement opportunities
EBP/IDR: Number of seconds with EBP/IDR-related alarms, such as EBP PTS gap

outside of threshold or EBP and IDR PTS unaligned

Captions availability:

Number of seconds with captions availability alarms

Captions quality:

Number of seconds with captions quality alarms
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7.12.10 Setup — Scheduling
Params || Pages || Colars || Login || ETR || ¥BGC thresh. || Scheduling || Routing || Security

Schedule list - | I

These schedules can be uzed to define when alarms are to be ignored, or when streams should be recorded

Rets Mon[Twue  wed JThu P SatJSun [Edt |
Mewver 18 Edlit
Alwvays 0 0000-2400 Edit
Maintenance 0 0500-0600 Edlit

Schedules: 3

|Add ey schedule| |Duplic:ate SE|BC‘th| |Delete Seleded| |Ed'rt selec’[ed|

The Setup — Scheduling view enables definition of schedules. These schedules can be used to mask
alarms during selected time intervals, e.g. due to maintenance. To mask ETR 290 alarms, schedules can
be assigned to a PID threshold or service threshold. To mask content alarms, schedules can be assigned to
a multicast or OTT channel, or to a specific service using a content service threshold.

In the Schedule list table the ‘Refs’ column shows how many references exist for each scheduling template.
References to scheduling templates may be found in the places mentioned above.

The search field in the upper right corner of the view allows the user to type a text string and the schedule
list is updated to display only scheduling templates matching the specified text.

The predefined scheduling templates Never and Always result in alarms being masked never or always,
respectively. A new scheduling template is created by clicking the Add new schedule button. It is also
possible to copy an existing scheduling template by highlighting a schedule template and clicking the
Duplicate selected button. The alarm masking intervals are defined for individual week days or for all
week days. Intervals are specified on the form hhmm-hhmm, for instance the interval 1200-1400 means
that the schedule starts at noon and finish at 2 pm. Several alarm masking intervals may be specified for
each day using comma separation. To edit an existing scheduling template, highlight it and click the Edit
selected button. To delete a template, highlight it and click the Delete selected button.

When a scheduling template has been modified, click the Apply changes button. Defined scheduling
templates become available as selections in the Multicasts — Streams — Edit — Content, OTT —
Channels — Edit, ETR 290 — PID thresh. — Edit, ETR 290 — Service thresh. — Edit and Content
— Service thresh. — Edit views.
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Edit schedule X

Mame Schedule Timing
[Micimigght Wi Alldeys  |Common scheduls for all days

|
Monday  [Scheduls for Mondays |
Tuesday  [2330-2400 |
Wiednesday [0000-0030 |
|
|
|
|

Thursday  [Schedule for Thursday
Friciay [Echedule for Friday
Saturday  [Schedule for Saturday

Sunday  [Scheduls for Sunday
Schedules are used to define when alarms are to be fitered (i.e. ignored) and to define when streams are to be
recorded.
Times are specified as hbmm-hhmm in 24-hour format and can be comma separated. Example: "0000-
0255,2350-2400" (from midnight to twwo minutes before three o'clock, and ten minutes before midnight to
micinight)).

|Cluse| |.ﬂ.ppl\,f changes|

7.12.11 Setup — Routing

Params || Pages || Colors || Time || Etharnet || YLANS || Login | ETR ‘VBCthresh. H Scheduling | Routing | Securitﬂ

Routing setup Auto-detect

Defautt ethl - Management Enable YBC auto-detect of this device

IP monitoring (defaut) ethD - SFP+ B v WBC server (DMS-name or IP-address): |vbc.example.com
Resolved IP-address of the VBC server: 10.0.30.39

OTT monitoring (default) | ethi - SFP+ B w

MTP date Default interface W

ShinP Defaut interface

WEBC auto-detect Default interface  w

For each of the listed services traffic will be forced on the selected interface.

The probe must be rebooted for any changes to take effect.

Apply changes

The Setup — Routing view allows configuring the default interface for out-going probe traffic, and VBC
detection. System networking configuration is configured using the Setup — Ethernet view.

Note: When monitoring both multicast (UDP) and OTT (TCP) traffic, we recommend using different
network interfaces. Mixing the two traffic types on the same network can have unwanted impact on the
monitored signals.

The VBC Controller can automatically detect the 10G Probe and add it to the VBC equipment list, provided
that the auto-detect functionality is enabled and the VBC server address is known to the VB330. Note that
the network must be transparent to traffic between the VBC server and 10G Probes for auto-detection to
work.

When changes have been made in the Setup — Routing view, click the Apply button for changes to take
effect.

Routing setup

Default This setting determines the default interface, and is configured through the Setup
— Ethernet view.

IP monitoring Defines the interface to use for the multicasts specified in the Multicasts —
Streams view. The available interfaces depend on the probe license.
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OTT

Interface to use for OTT channels specified in the OTT — Channels view.

NTP date Interface to use to connect to the NTP server defined in the Setup — Params
view.
SNMP Interface to use for SNMP traps.

VBC auto-detect

Interface to use for VBC auto-detect, as specified in the Auto-detect column.

Note that routing for Full Service Monitoring (FSM) is selected in the Ethernet — FSM — Setup —

Edit view.

Auto-detect

Enable VBC auto-detect of this device Check this box to enable auto-detect

VBC server Enter the host name name or IP address of the VBC

Resolved IP address The IP address associated with the DNS name will be dis-

played here. If host name lookup fails, it is necessary
to type the VBC server’s IP address instead. Host name
lookup is only performed if auto-detect is enabled.

7.12.12 Setup — Security

The Setup — Security view is a restricted section where only the administrator should have access,
making it possible to disable selected communication protocols to increase safety against unauthorized
access to the 10G Probe. It is also possible to have the probe disregard IP packets with source address
outside the Ethernet interface’s subnet.

To access this view, you must be logged in as the admin user, please refer to chapter 6.6 for details. You
also need to access the VB330 user interface directly, it is not available when logged in through the VBC.

7.12.12.1 Setup — Security — Ports

Params || Pages || Calors || Time || Ethemet | [ vians || Login |[ ETR || vBE thrash || Scheduling || Routing || Security

Ports |Authemicatiun || Tacacs+ || Local users || Access control H Fassword |

~Security Parameters

Ensble ftp (default off)
Enable telnet (default off)
Enable ssh (default on)
Enahle SMMP (default on)

Allowy spoofing (default off)

Allowy remote factory reset (default off) [l

Allcese HTTP requests on port 80 (default om) If dizabled, only HTTPS on port 443 is enakbled

|:| If dizabled, software upload needs to be performed via HTTP or HTTPS

|:| If dizabled, terminal login is only available via USB cable or ssh

If dizabled, terminal login is only svailable via USB cable or telnet

If dizabled, no MIB is available on port 161 but traps are still sent on port 162

Receive packets destined to local IP addresses on any interface.

(] If disabled, packets and ARP requests are fitered to match anly the receiving interface.
Requires rehaoot after change to take effect

—, Allowy insecure factory reset via telnet or S5H.

— If dizabled, factory reset iz only available via USB cable

rLicense activation proxy

The proxy server will be used if the icense activation host cannot be cortacted directhy.
If no host iz defined, the host defined in Setup®BC will be uzed instead.

Proxy URL |hﬂp:f.l‘proxy.example.com:SSSS

The Setup — Security — Ports view makes it possible to enable and disable a number of protocol ports
used by the VB330. To disable a protocol, deselect it by removing the associated check-mark and click
the Apply changes button. Available security parameters are:
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Security parameters

Enable ftp Enables support for uploading software update images using ftp, which might be
useful if uploading through the the regular web interface (from the Data — Software
view) fails.

Defaults to off.
Enable telnet Enables text-based remote login using the plain-text telnet protocol.
Defaults to off.

Enable ssh Enables text-based remote login using the encrypted ssh (secure shell) protocol.
Defaults to on.

Enable SNMP If SNMP is disabled, no MIB is available on port 161. However SNMP traps are
sent as usual on port 162.
Defaults to on.

Allow spoofing If disabled, IP packets received on the data interface are dropped if they are spoofed

and would be replied to on the management interface.
Defaults to off.

Allow remote
factory reset

If enabled, factory reset (see appendix H) is available remotely using telnet or ssh
(if these protocols are enabled above). If disabled, it can only be accessed from the
USB interface using the method described in chapter 4.8.2.

Defaults to off.

Allow HTTP
requests on
port 80

If disabled, the VB330 is only available through encrypted HTTPS communication.
If enabled, it is also available through plain-text HTTP.

It is not possible to disable disable VB330 access via HTTPS port 443 since it is
considered secure.

Defaults to on.

License activation proxy

Proxy URL When using on-line activation, the 10G Probe needs to be able to connect to the license
activation server. If the 10G Probe is not connected directly to the Internet, you can add
the URL to a proxy server that it can use here. If not configured, the 10G Probe will
try to use the proxy installed on the VBC host, as configured in the Setup — Routing
view; see E Appendix: On-line License Activation for more details

If both telnet and ssh are disabled, terminal login is only available via USB cable, i.e. remote login is
disabled. Please refer to section 4.8.2 for information on how to connect to the probe using a USB cable.

The VB330 will create a self-signed SSL certificate and use this when clients access the user interface
via HTTPS (port 443). Since the certificate is not signed by a certificate authority, the web browser will
display an error message saying that the connection towards the probe may not be secure.

The certificate is used to encrypt the communication between the client (usually a web browser) and the
VB330. The VB330 can also be accessed via HTTPS from the VBC Controller (requires version 5.5 or
later). Choosing the HTTPS protocol over HTTP will cause a small and, in almost all cases, insignificant
additional load on the probe since the communication must be encrypted by the web server.

Changing settings for spoofing should be followed by a probe reboot for changes to take effect. Reboot is
performed from the Setup — Ethernet view.
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Clicking the Routing button will open a new window, allowing the user to display or modify the probe’s
routing table.

Params || Pages || colors || Time || Ethemet | [ wians | [vec || Login || ETR || wBC thresh. || Scheduling || Routing | | Security

System rou

Femel [P routing

0.0.0.0 10.0.40.1

Provide arguments far route (--help for helpl: -n

Destination Gateway Genmaszk Flags Metric Ref Use Iface
0.0.0.0 100301 123000 UG 000 ethd
0.0.0.0 10,0301 0.0.0.0 UG 000 ethd

10.028.00.00.0 255 255.252.0 0000 ethD

10.0.40.0 0.0.0.0 2552552550 1000 ethi
122.0.0.010.0.20.1 128.0.0.0 UG 000 ethDd

Security Parameters

ting tahle

table

0.0.0.0 UG 000 ethl

Please note that any modifications to the routing table that is made in this dialog will be lost when the
probe is rebooted.

7.12.12.2 Setup — Security — Authentication

Paorts || Authentication || Tacacs+ || Local users || Access cantrol || Passward |
Authentication settings
Authentication method Enabling authentication require users to log in
Login message |Access iz restricted to authorized users only. Meszage to display in Login dislog
The Setup — Security — Authentication view makes it possible to restrict access to the VB330 user

interface by requiring the user to log in first.

Authentication method

Disabled VB330 authentication is disabled, and no login is required when accessing the VB330

from a web browser. The 10G Probe is seamlessly accessible from the VBC Controller.
This is the default setting.

Tacacs+ VB330 authentication is enabled.

When accessing the VB330 with a web browser, users needs to authenticate themselves
with a username and password. These need to match the pre-defined admin user, a user
available on the Tacacs+ server configured through the Setup — Security — Tacacs+
view, or any of the users configured in the Setup — Security — Local users view.

Local users VB330 authentication is enabled.

When accessing the VB330 with a web browser, users needs to authenticate themselves
with a username and password. These need to match either the pre-defined admin user,
or any of the users configured in the Setup — Security — Local users view.

If authentic

ation has been enabled when accessing the VB330 through the VBC Controller, the local
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VB330 user will be “admin”, but with restrictions imposed by the user account. If the password has been
changed from the default, the same password needs to be configured in the Edit device popup in the VBC
Equipment view.

The message entered in the Login message text field will be displayed to the user in the Login view
before logging in.

7.12.12.3 Setup — Security — Tacacs+

Ports | | Authentication | Tacacs+ | Local users | | Password
- Tacacs+ parameters

Server P address  [10.0.28.118 Tacacs+ server [P address
Secret LLCLCLEEEE] Uszed to encrypt communication - must match setting on Tacacs+ server
Detault local user TAC v This user account will be uzed by default for all Tacacs+ authenticated users
Auth-key WBUserLevel Key to be used to authorize user access level if enakled on Tacacs+ server
Access level 1 Acmin admin ¥ Select local user account to match value assioned by Tacacs+ server far Auth-key
Access level 2 Readirite TaC v Select local user account to match value assigned by Tacacs+ server for Auth-key
Access level 3 Feadionly demo ¥ Select local user account to match value assigned by Tacacs+ server for Auth-key

This view is used to configure a Tacacs+ server for user authentication. For this to be used, Tacacs+
authentication must be selected in the Setup — Security — Authentication view.

To use Tacacs+ authentication, the IP address of the Tacacs+ server must be specified, along with the
secret key used to encrypt the communication between the Tacacs+ server and the VB330 server. The
same key must also be specified as part of the Tacacs+ server configuration.

We recommend using HTTPS when using authentication, as this combines authentication with encryption.
Using authentication with HTTP is not considered very secure since it is possible to sniff the un-encrypted
communication and possible reverse engineer the scrambling of login details.

Tacacs+ parameters

Server IP address IP address of the Tacacs+ server used for authentication.

Secret Configures a fixed string used to encrypt the communication with the server.

Default local user Defines the local user ID that should be used on successful Tacacs+ authentica-
tion.

Auth-key Defines which key in the Tacacs+ authentication response to use to determine the
user access level. The value of this key is compared to the Access level below.

Access level 1-3  Up to three different Tacacs+ access levels can be configured to map to different
local user accounts, allowing different authenticated users to have different access
levels.

The value configured here is matched with the value of the Auth-key configured
above.
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7.12.12.4 Setup — Security — Local users

Ports || Authentication || Tacacs+ || Local users || Password
e oy i =
v TAC i

v demo
uzers
uzerd
uzers
uzerh
usetry
uzers
uzerd
uzer1l
uzerid
uzer!2
uzerl3

Enabled |+
Matme dema
Pazzword  |sees
Read-only |+

[Close| [apply changes |

List size:30
Theze local uzers are in addition to the predefined admin user

This view is used to configure local users that are allowed to access the VB330 user interface. For these to
be used, Local users authentication must be selected in the Setup — Security — Authentication view.
The VB330 supports up to 30 local users.

In addition to the users defined here, the predefined “admin’ user can also log in. The password for the
“admin” user is configured in the Setup — Security — Password view. Note that the login requirements
towards the Security tab is independent of the general authentication and always requires the login of the
admin user.

It is not possible to see which user is actually logged in to the VB330, as this information is not kept or
used by the probe.

Edit user
Enabled If this is checked, the user is allowed to log in.

Name User-name of the account used to log in.

Password Password of the account used to log in.

Read-only If this is checked, the user only has read-only access to the user interface.
When read-only access is activated a READ-ONLY access message is displayed under
the alarm list. To change any parameters, the user needs to log out and then log in as
another user.
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7.12.12.5 Setup — Security — Access control

Pors || Authentication || Tacacs+ || Local users | Access control || Pgssward

Access control list - all Ethernet interfaces

Enahle v
Allowwed sources  |10,0.30.1,10.0.30.2
YBC zerver 10.0.30.15

When the Access control list iz enabled only clients with IP zource address matching the Allowed sources will have access to the probe.
Thiz means that the client will loze cortact with the probe if his IP address is not inthe list,

Clicking Test ACL for 30 seconds button will apply the zeftings and automatically switch off ACL after 30 seconds =0 that the user can verify
what happens.

Multiple IP addreszes can be entered separated by spaces or comma. Single IP addresses and subnets are supported.
Example: 10.20.30.4010.0.30 0/24

If an address has been configured in SetupBC, it will be added automatically.

It iz possible to dizahle ACL from a serial port login.

[2pply settings permanertly |

[Test ACL for 30 seconds |

The probe user interface can be protected by a firewall. The firewall is configured in the Setup — Security
— Access control view.

The firewall settings are remembered across reboots. It is possible to lock oneself completely out of the
web and remote login interfaces. In that case a serial port login towards the probe, using a USB cable, is
required to disable the firewall, as described below.

The firewall is enabled by checking Enable in the dialog. When the firewall is enabled, only clients
accessing from IP source addresses listed in the “Allowed sources” field are allowed. In addition, the
VBC server will be allowed access if it has been enabled in the Setup — Routing view. Please note that
the firewall will not be enabled if no VBC server is specified and the “Allowed sources” field is left blank.

We recommend testing the effect of enabling the firewall by clicking the “Test ACL for 30 seconds” button
first. Any surprises, such as unintentionally being blocked by the firewall and losing connection to the
probe, are then detected before the setting becomes permanent.

To disable the firewall using the USB interface, connect to the VB330 using the method described in
chapter 4.8.2 and log in as the admin user. The default password is elvis, but can be changed as
described in chapter 7.12.12.6. Navigate to the /ewe/probe/core/setup/security/accessList/
menu by selecting Back, security, accessList and change the value for enableACL to false.

The firewall will filter the following ports: ftp(tcp), ssh(tcp), telnet(tcp), web(tcp), snmp(udp), https(tcp).
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7.12.12.6 Setup — Security — Password

Pors || Authentication || Tacacs+ || Local users || Access control | Password

~Security Password
Passward |-"" | Reguired password to log in to this page, telnet, FTP or S5H
Repeat manan | Repest the pazsword

If authentication iz enabled thiz password must be reflected in the device setting in WBC's Equipment Yiew
ta avoid password prompting whenever clicking into the prabe GUI from the YBC.

~Insecure downgrade

Allovy insecure dovwngrade| |

All pazzwards, passphrazes and DRM keys stored in the configuration will be reset to defaultz it downgrading to a version
without scrambled passweord storage.

Thiz includes the password for the admin uzer used to log in to this page.

Any local user's pazsword will become empty. Take action to rectify thiz once the downgrade is complete.

Apply changes

The Setup — Security — Password view is used to change the password used to access all of the Setup
— Security section. The password is changed by entering a new password and clicking the Apply changes
button. If authentication has been enabled in the Setup — Security — Authentication view, the password
defined here can be used with the special username “admin”.

This password also applies for the admin user when logging in over USB or ssh as described in chap-
ter 4.8.2, as well as for software upload using ftp as described in appendix G.

Note that if the password is lost, the probe will have to be factory reset to access the Setup —
Security view.

The method for storing passwords in the configuration file changed in version 6.5, making it incompatible
with previous versions. The Allow insecure downgrade checkbox allows downgrades to a version that is
unable to read the passwords from the configuration. Please note that the admin user password will be
reset to the default, and that you will lose all passwords defined for local users, DRM passphrases and
keys configured for OTT channels and SRT passphrases and stream IDs configured for multicasts.

It is possible to downgrade without losing passwords. Versions 6.3.0—12 and 6.4.0-5 and later can read
the new password storage, converting to the old format. If you need to downgrade further, make sure the
configuration is re-saved in the old format before proceeding, by making an inconsequential change to the
configuration before applying another downgrade. You could, for instance, change the Probe name in the
Setup — Params view and press Apply changes to save the configuration to disk.
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7.13 Data
7.13.1 Data — Configuration

| Wain || Alarms || OTT || Multicasts || My | RDP || Traffic || Ethemet || ETR 290 || Contert || Record || Setup || Data || about |

Configuration || Software || Certificates || Table descriptors || Eii || Eii portability || Storage |

~Export XML ~Import configuration XML
The following configuration can be imported:

Full configuration

Ethernet stream list withaout joininfa
Etherret strean list with joininfo
Ethernet threshalds

ETE 101 290 thresholds (Al

ETE 101 290 thresholds (ETR)
ETE 101 290 thresholds (PICY

ETR 101 290 thresholds (Service)

Full configuration

Ethernet streatn list (without join infa)

Ethernet stream list (complete)

Etherret threshaolds

OTT configuration (with or without thresholds)
ETSI TR 104 230 thresholds

Contert thresholds

| Chooze file | Mo file chozen

Redundancy

Traffic fiters

OTT configurstion without thresholds

OTT configurstion with threshalds

OTT thresholds orly To impaort & manually edited config file delete its crc attribute (in line 2)

Recording configuration wwith thresholds

Timeline configurstion and content thresholds
Scheduling information
Db data

|Cu:unfiguratinn =napshots |

Full and partial configuration of the 10G Probe can be exported as XML documents. This is achieved by
clicking one of the links inside the Export XML frame. A new browser window pops up containing the
selected XML document. The browser will allow the contents of the page to be saved to file.

Restoring the 10G Probe configuration, multicast stream list or OTT channel list is just as simple. Just
click the Browse button and select the file that contains the XML document. Then click the Go! button
and the information in the XML document will be applied. The configuration, stream list and thresholds
exports can all be imported.

Configuration files generated by a probe can be imported by the VB330. Multicast stream lists, OTT
channel lists and scheduling information can also be imported from the VB288 Objective QoE Content
Extractor.

To import documents that have been manually edited the CRC attribute at the very top of the document must
be deleted (i.e. delete crc="..." from the file). This will bypass the checksum verification mechanism.

Please refer to the document Eii External Integration Interface for detailed information about XML
import and export.

Note that the Ethernet setup parameters (IP address, netmask and gateway) and probe name and location
are not part of the XML document. Hence exporting the full configuration of one 10G Probe and restoring
it on another will make the two 10G Probes identical except for the network settings.

Clicking the Debug data export option will generate a document containing debug information that may
be useful if 10G Probe misbehavior is reported. This file should be sent along with a description of the
misbehavior.
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7.13.1.1 Configuration shapshots

Configuration || Soware || Cetificates || Takle descriptors || Eii || Eil portability | Storage |

List of configuration snapshots

Uzed configuration slots: 110

Size imestamp igtion

2025-01- 170254 ml - 9511 kB 2025-01-17 11:02:54 505 414 B .5 configuration

|Restore Selected| |De|ete SE|EC‘tEd|

Provide & description of the snapshot; | | [#cdd nesw configuration snapshot |

Configuration

Configuration snapshots allow you to save up to 3 named probe configurations directly on the probe.
Each snapshot represents a Full configuration XML document and can be used to restore the probe to a
previous state, similar to uploading a configuration XML.

Access the Configuration snapshot view by clicking the Configuration snapshots button below the
XML export options in the Data — Configuration view. From here you can restore any existing snapshot
by selecting it and clicking the Restore selected button, and create new snapshots by providing a name
and clicking the Add new configuration snapshot button. If all snapshot slots are used, you can delete
an existing snapshot by selecting it and clicking the Delete selected button.

Click the Configuration button to return to the Data — Configuration view.

7.13.2 Data — Software
Conflguration | | Software || Tahle Descriptars ’E'

Import device software Software upgrade information
Device softvare files have the extension tes The softvware maintenance period on this device is valid until 2023 Mow 1.

After this date the device cannaot receive new softvare updates.

Choose File | Mo file chosen Mairtenance versions of previous relesses can still be installed.
— The software maintenance period can be extended by contacting your sales representative.
The hardware key found in About—License will be reguired to get the upgrade key.

The software section allows the 10G Probe to be upgraded to a newer software version and for timezone
definitions to be updated independently from the software. Select the .tea file from the local PC and click
Go! to copy the software to the VB330. When the upload is complete, clicking the Save flash button
will store the new software to flash. Note that the probe must not be powered down during the flash save
process. Flash save progress is indicated by progress bars. Note that the probe will reboot when the new
software has been successfully stored in flash, and it will be unresponsive until reboot is completed. The
latest version of the VB330 software can found the End User area at https://www.bridgetech.tv/.

A more detailed description on the software update procedure can be found in G Appendix: Software
Upload
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Configuration |50ﬂWﬂfE |Tah|e Descriptors || Eii |

Software image uploaded successfully

14505925 hytes saved to disk

Save flash

Software update in progress

Writing ..

[Erasirg: || [LNANNRTARRORE RO RANN 1 002 |
heritinc: [ 32 |

-- Do not power off --

The probe will automatically reboot on completion

Status updated: 2712017, 8:14:28 AN

Upgrading to a new major release requires a valid software maintenance license, please refer to F Appendix:
Software Maintenance for more details. If the current software maintenance license does not cover the
uploaded software version, the upgrade will be aborted and the current version is kept.
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7.13.3 Data — Certificates (requires OTT-OPT)

Configuratian || Saoftware | Certificates |Tab|e descriptars ”EH Eii partahility || Starage |
Certificate storage

rImport PKCS #12 certificate
Import cetificates from PKCS #1 2 archives (file extensions p12 or pfx)

Passphrase|Enter passphrase used for the PKCS #1 2 archive

Hame |Name to store the imported CEl

Type ® Cliert certificate ) CA, certificate

| Choose file |N0 file chozen

Mame Subject efs Uploacled alicd from “alid until
old-ca.pem Bridge Technologies co as a CA 1956 Aug 15 20:27:40 2024 Oct17 13:4313 2034 Oct 15134313 2.279kB
zelfsigned-ca pem Bridge Technologies co as 2 ch 1956 Lug 15 20:2210 2024 Oct 17 1520006 2034 Oct 151520006 2279 kB
selfsigned-cli-1 pem Bridge Technologies co as a Client 1956 Aug 1520022058 2024 Oct 17 13:52:22 0 2025 Oct 17 135222 5.599 kKB
zelfsigned-cli pem Bridge Technologies co as 2 Cliert 1956 Aug 15 2002236 2024 Oct17 15:2755 2034 Oct 1515:27:55 5.602 kB
Delete selectedd

This view makes it possible to upload client certificates for mTLS authentication and CA certificates for
TLS host verification.

Use Import PKCS #12 certificate to upload a certificate. Certificates must be available as a PKCS #12
archive (these files usually have a p12 or pfx file extension). Enter the passphrase used for the PKCS
#12 archive, enter a name under which to store the certificate, and select whether the certificate is a client
certificate or a CA certificate. Click the Browse button to select the file that contains the certificate and
then click the Go! button and the certificate will be imported.

All imported certificates are displayed in the certificate list in the bottom half of the screen. To remove

certificates from the certificate store, select the certificate or certificates to remove and click the Delete
selected button.

7.13.4 Data — Table Descriptors

Configuration | | Software || Table Descriptors || Ejj

—Ilmport custom table descriptors —
Cuztom Table Descriptor files have the extension .ctd

Choose File | Mo file chosen

It is possible to upload parser files to the probe adding support for private descriptors. Private descriptors
should be enabled (in the Setup — ETR view).
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Contact your Bridge Technologies reseller for more information about private descriptors.

7.13.5 Data — Eii

Configuration || Software || Cetificates || Tahle descriptors ||E“ Eii portability || Storage |
—Export XML

For more information see the AboutTechnologies TAB.

generaldats
ethdata

mwvdatas (optional Pstreamiame=X as arg)

pidinfo

cttcists

etrdata (optional Yinputld=X&tuningSetupld="" as arq)
etrepd [redquired Yinputld=X&etrEndgineMo="" az arg)
etrcurrentepn

scte3Sdata (optional Pinputid=X&tuningSetupld="" as arg)
status

alarms

alarmconfigdats
ipredundancy:

The External integration interface (Eii) allows inclusion of Bridge Technologies equipment into 3rd
party NMS systems. In order to facilitate integration the Data — Eii view allows export of XML files
containing the data typically being requested by an NMS system via the regular Eii interface.

Please refer to the document Eii External Integration Interface for detailed information about Eii.

7.13.6 Data — Eii Portability
Configuration || Software || Certificates || Table descriptors || Eii || Eif portability | Storage

—Eii portability

Thesze seftings are used to support import and expart of configuration files across prokes with different
netweark interfaces

Logical name Device name
data pop2 - Amher W
data papl - Blue

management el - MGMT1 »

This view makes it possible to map the logical network interface names data, data2 and management to
the physical network interfaces available on the VB330. These mappings are used when importing and
exporting configuration files between probes of different types and when using the setrdp Eii interface.
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7.13.7 Data — Storage (requires FLASH32-OPT)

SDcard File Storage

PCAP

PCAP file ready for transfer
PCAP_2020-02-28:11:32:19

Transfer files

RDP1

2016-12-15:11:52. 261

RDP1

2016121501152 28 metatxd

RDPZ

2016-12-15:09:50: 25 1=

RDP2

2016-12-15:08:50: 23 metatxd

RDP2

2016-1 2140183552 12

RDP

2016121401655 22 1=

RDP2

20161 21401683552 metatod

RDP

2016121401655 22 metatxd

RDP1

2016-12-14:1617:05 metatad

RDP1

2016-12-14:161 705 1=

RDP2

2016-12-14216:08:11 1=

[Delete selected| [Delete all files |

imestamp

2016-12-1510:53:01
2016-12-1510:52:31
2016-12-15 08:51:22
2016-12-15 08:50:35
2016-12-14 19:37:20
2016-12-14 15:36:47
2016-12-14 15:35:56
2016-12-14 15:35:26
2016-12-14 15:17:09
2016-12-1415:17:08
2016-12-14 15:09:15

Configuration || Softeare ||Tab|e Descriptors HE‘ Storage

IT7.asme
1017 8
715.26 MB
=]
T13.26 MB
T15.26 MB
1178
1017 B
1011 B
B77.25 kB
T15.26 MB

Rename

Renamme
Rename
Rename
Rename
Rename
Rename
Rename
Renamme
Rename

Uzed: 6.803GB/S23.12%
Free: 2264 GBH/7G.68%
Total: 2945 GH

The FLASH option allows a 32 Gbyte flash card to be used for storing recordings. RDP recordings made
from the RDP — Control view are automatically stored and can be retrieved from here.

PCAP recordings made from the Ethernet — PCAP view can also be stored for later retrieval. When a
PCAP recording is available, clicking the Transfer files button copies it to the persistent storage area.

The probe will generate system information messages when the storage has less than 10 % free memory.
When the storage is full, a system error is generated. These are configured in the Alarms — Alarm setup

view.

7.14 About

7.14.1 About — Release info
hain OTT  Multicasts MW ROP Trafic  Ethemet ETR 290  ASl Content  Setup  Data About
Release info  License  Technologies  Credits  System
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This view shows the product name, software version, the software build date and the hardware type of the
10G Probe.

If the system has been able to contact the license activation server, you can click the Check for new
version link to see whether a new software release is available. For more information on on-line license
activation, see E Appendix: On-line License Activation.

7.14.2 About — License

Release infa  License  Technologies  Credits  System

Available options

ak 5 Option code Cption name 3
o o IP-OPT IP Monitaring and Analysis (2000 streams) i)
v v ETR290-CPT ETSI TR 101 290 for Ethernet (4005400 parallel engines) [i ]
v QTT-OPT QOTT Active Testing 0
J T20l-0OPT D'B-T2Ml Encapsulation Synchronization Monitoring [i]
< SCTE3S-OPT SCTESS Signaling Analysis and Logging [i)
o IP-SWATCH-CPT Redundancy switching for IP based on ETR alarms [i]
v ¥ WBII010G2-0PT Additional 10 Ghit SFP+ Input i ]
7 FLASHIZ-OPT Flazh Storage (32GH) [i ]

Current license details License key

Probe status: Activated Product license key or software maintenance period key:

Hardwars key: - [Erter product key | [Submit|

Current |ICEI‘|S.B.. verified 20 hours ago The licenze has been activated on-line and will be verified periodically.

Cortroller serial: ao00-00m Hote: Changing the festure license key will reboot the probe!

Production date: 2014 Aug 1

Softvware mairtenance period:

Manage license activation

You can use this interface to renewy the license activation manually.
|Renew| [Renew licenss off-ing |

If you relesze the license, you wil need to enter the license key agsin to re-
activate it.

The License view displays the currently active license. The license includes the available 10G Probe
options and software maintenance details. By clicking the blue information icon associated with each
option it is possible to view option details.

The 10G Probe supports two different licensing schemes, on-line activated licenses and classic licenses.
When using a classic license, product and software maintenance license keys are tied to the hardware key,
in a non-transferable manner. The license is installed once, and can also be exported in XML format from
this page. The classic keys can be imported using the Data — Configuration view.

When using an on-line activated license, the license key is activated towards a license server. Depending
on the license properties, the activation might need to be updated periodically. The Current license field
will display information on when the license key was last activated and possibly when it needs to be
activated again. Click the Renew button to immediately renew the license with the license server.
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Click the Release button to remove the current license, making it available to another host. Please
make sure you have the license key available before you do this, as you must enter it again on the
system you wish to transfer the license to. If you have lost the license key, contact your dealer to
retrieve it. Make sure you include all details from this page in your request.

Please refer to E Appendix: On-line License Activation for more information on how to use on-line
activated licenses. This appendix also describes how to renew the license when the 10G Probe cannot
connect to the Internet.

Please refer to F Appendix: Software Maintenance for more details on software maintenance licenses.

Current license details

Probe status: This shows information about the current status of the license.
Activated indicates a license has been activated successfully, and Permanent
indicates a non-transferable on-line activated license.
Demo license indicates a time-limited license, and also indicates the time remain-
ing.
Not activated means that the system does not have a valid license; if the status
says Not activated yet, the system has a valid license but the system time is set
incorrectly to a time before the activation. If the status says activation period
has expired, the system has a valid license, but the activation period has expired,
either because the system has not been able to renew the license or because the
system time is set to be into the future.
Not covered by software maintenance license is displayed if the installed version
is not covered by the maintenance license. The software upgrade procedure
usually blocks the installation of such versions.
Please refer to E Appendix: On-line License Activation for more information on
how to use on-line activated licenses.

Hardware key: The unique ID used to identify the system. This ID is used to tie the license to the
system.

Current license: If using a classic license key, the license key will be displayed here.
When using an on-line activated key, the license status is displayed instead:
Verified indicates that the current license was read properly; when using a license
that is not permanent, the time the license was last verified against the license
activation server is also displayed.
Off-line indicates that the current license has not been verified against the license
activation server. The message will also include information about when the
license activation must be renewed to avoid losing access to the license.
Checked indicates that the system does not have an activated license, and includes
the time when the status was last checked with the license activation server.
Unknown is displayed if the activation status could not be determined, this is
often because the system time is configured incorrectly.

Controller serial: The serial number of the VB330.
Production date: Displays the date when the system was produced.

Software Displays the end date of software maintenance for the currently attached license.
maintenance Please refer to F Appendix: Software Maintenance for more details on software
period: maintenance licenses.
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7.14.3 About — Technologies

Release info | | License || Technologies || Credits

YIS LINE Az part of the VBC, the Timeline functicnality enables cperators to go back and explore,

understand, verify and decument in complete detail what happened at any given time, or lock
for patterns over longer pericds of time to identify and eliminate problems.

Gold TS Protection makes menitering for digital services much quicker to set up, and fault-
- TS tracking much faster, more accurate and secure. Gold TS Protection includes all the checks
PROTECTION specified in the ETR2%0 standard, but goes much further to include testing for critical conditions
missed by ETRZ90.

External Integration Interface (Eii) is a well defined interface allowing easy integration of
Bridgetech prebes inte a 3rd party network management system (MNMS). Measurement data
and alarms from the probes can be accessed by the NMS3 through SNMP traps and/or XML

fh!r['cHﬁgl: files, enakling development of a customised graphical user interface that could comprise

INTERFACE equipment from several manufacturers. The Eii interface is described in a decument that is
open and available.

@m - Full Service Menitoring (FSM) allows easy validation of any server reachable by the probe via

e Ethernet. The servers may be prebed by either sending an ICMP echo request packet (also
known as ping) or performing an HTTP get request. The FSM feature thus allows the operator
to verify that vital system compenents like remete VoD, CA and middleware servers are active,
ensuring correct overall system performance. In the event of a server net being reachable, the
operator will be notified by an alarm so that the preblem may be corrected. =

The Technologies view lists some of the technologies available in the Bridge Technologies product family.

7.14.4 About — Credits

Release info | License || Technologies || Credits || systam

Contzinz software licensed under the GRU General Public License version 2. Please contact your dealer to receive copies of the
source code far these parts.

Contains software licensed under the GRU Lesser General Public License wersion 2.1,

Contains software licensed under the Mozilla Public License version 2.0.

Contains software licensed under the Apache License wersion 2.0.

Cortributars: Zhi Li (zlii@netfliz com)), Todd Gaoodall (heyandmetizigdamail.com), Zhengxiong Zhang (zhang zhxiong@Eamail.com), Joe Lin
(joe yuchieh lingegmail.com), Eddy Wy (chihao.eddy wui@gmail.com)

Contains software from the cURL project licensed under the cURL license.

Contains software from the FFmpeg project licensed under the G Lesser General Public License wversion 2.1

Thiz product includes softveare developed by the OpenSSL Project for uze inthe CpenSEL0 Toolkit. Thiz product includes cryptographic
softveare weriten by Eric Young (eayv@cryptzoft.com). OpensSsL iz licenzed under both the CpenSSL license and original SSLeay
license

Contzins software based on the jzonhpp library. jzonhpp is copyright © 2013-2019 MNiels Lohmann.

Contzins the jQuery library from the JS Foundation, licensed under the MIT license. Copyright J= Foundation and other contributors,
Cortains software from the biTStream project, licensed under the MIT license. Copyright @ 2010-2011 WideoL AR,

Contains software from the brunsli project, licensed under the MIT license. Copyright @ 2019 Google LLC.

Contains libebur 28, licensed under the MIT license. Copyright @ 2011 Jan Kokemiller.

Contains software from the ibpgxx project, licensed under the BED license. Copyright & 20012017 Jeroen T. Wermeulen.

Contains software from the ibpeap project licensed under the BED licenze.
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This view shows information about the software included with the 10G Probe.

7.14.5 About — System

Release info || License || Technologies || Credits || System
Probe processes Disk status
Process Statuz Started L=zr Sys Memary RN Dizk: 88% free (S96M)
probe ewe Running 2024-03-22 16:45:09 3% 0% 100rd Canfiguration: 94% free (8M)
probe sap Running 2024-03-22 16:4510 0% 0% 4hd Flazh Alatms: 99% free (32M)
probe flashserver Running 2024-03-22 16:47:14 0% 0% M SD storage: 99% free (29G)
probe tsoffload Running 2024-04-21 11:33:28
probe linkout Running 2024-04-21 11:33:28
demodd Running 2024-03-22 164712 0% 0% 4 Server response time
vh258 Disabled Jittery values may be caused
backplane Running 2024-03-22 16:47:11 0% 0% 1M Static 5T by broveser overhiesd,
probe ezysiog Running 2024-03-22 16:47:14 0% 0% M request: S900  netwark latency or heavy
probe ety Running 2024-03-22 16:47:12 0% 0% S5M load
proke relay Running 2024-03-22 16:47:12 0% 0% 1M
probe ans Running 2024-03-22 16:47:12 1% 0% 27TM .
probe psi Running  2024-03-22 16:47:12 % o EM Binks)
proke vidans Running 2024-03-22 16:47:12 123% 13% 1250 (+20) Debug....
probe capture Running 2024-03-22 16:47:12 0% 0% am System status (AL
probe ott Running 2024-03-22 16:4510 3% 13% 14
probe microbity Running 2024-03-22 16:47:12 0% 0% M
probe. srire Running 2024-03-2216:47:12 0% 0%, G
nginx Running 2024-03-22 16:45:03 0% 0%, G
sCgi-wrapper Running 2024-03-2216:47:12 0% 0%, M
licipact Running 2024-03-22 16:45:03 0% 0% 2

The System view displays a snapshot of the current status of the system, to ensure correct 10G Probe
operation.

The Probe processes overview displays the VB330 services that are required. All the VB330 services
listed should have status Running or Disabled if the corresponding feature is not licensed or available.
The current CPU and memory usage is also displayed.

Disk status displays free disk space to give the user some overview of disk resources available.

Server response time is determined upon entering the System view. When the Redo button is clicked, a
new request is sent to the web server.

Clicking the Debug. .. link allows the user to generate a document containing debug information that
may be useful if VB330 misbehavior is reported. This file should be sent along with a description of the
misbehavior.

Clicking the System status (XML)... link generates an XML document with a short description of the
system status.
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Appendix: VB330 Versus VBC Alarms

The VB330 10G Probe alarms are independent of the VBC Controller alarms. The 10G Probe has been
designed to yield instantaneous alarms based on the current measurements. This typically results in lots
of short-lived alarms that would be “too much” for the VBC to report, as the VBC may control a large
number of 10G Probes. The VBC therefore generates alarms based on error-second statistics gathered
from 10G Probes during a selectable time period (default 60 minutes — sliding window).

Some the VBC alarms map to only one probe alarm type. Other the VBC alarms map to several probe or
VB288 Objective QoE Content Extractor alarms. As an example, the VBC alarm ETR pri one error does
alarming for the following probe alarms:

* TS sync

* Sync byte

* PAT

* Continuity

* PMT

* Missing PID

The VBC GUI has functionality for searching for all 10G Probe alarms that have corresponding VBC
alarms. This makes it easier to find the cause of an VBC alarm.

Ethernet measurement data are sent from the VB330 10G Probe together with Ethernet error-second
threshold values (as set in the VB330 10G Probe Setup — VBC thresh. view). The VBC monitors the
error seconds for each parameter and will raise an alarm provided that the error-seconds figure exceeds
the threshold value, as monitored during the windowing period.

VBC
Alarms

|

VBC
Alarm
Settings

/VBC

ETH Multicast VBC
ETH Measurements Thresholds

Probe

Figure A.1: VBC alarming based on 10G Probe measurements
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B Appendix: Monitoring Practices

B.1

B.2

This Appendix summarizes a few useful monitoring practices.

RTP Monitoring

When running video inside an RTP wrapper it is possible to exactly deduce the number of dropped IP
frames due to network issues. This is possible as a result of the 16-bit sequence counter inside the RTP
header. When the protocol mapping is n'TS/RTP the RTP parameters RTPdrop, RTPdup, RTPooo and
RTPIlag will be updated and the corresponding alarms Packet drops:N, Duplicate packets:N and Out of

order packets(lag:N) are fired (if not switched off).

Note that the probe will perform out-of-order corrections before RTP packet loss analysis is performed.

Example of RTP sequences and their effects on monitoring:

Sequence

Effect

..., 10,11, 12,13, 14,17, 18, 19, ...
2 dropped packets (15-16)

Monitoring page:
Alarms & events:

RTPdrop:+2
RTP Packet drop: 2

..., 10,12, 13,16, 17,18, 19, ...
1 and 2 dropped packets (11, 14-15)

Monitoring page:
Alarms & events:

RTPdrop:+3
RTP Packet drop: 3

..., 10,11, 15,12, 14, 16, 18, 19, ...
2 dropped packets (13, 17)
1 out of order packets of order 3 (15— 12)

Monitoring page:
Monitoring page:
Monitoring page:
Alarms & events:
Alarms & events:

RTPdrop:+2

RTPooo:+1

RTPlag: 3 (at least)

RTP Packet drops: 2

RTP out of order packets (lag:3)

Default Multicast Monitoring

When the protocol mapping is nTS/UDP, meaning there is no RTP information in the multicast stream,
there is no easy way to isolate and register network-induced errors. Assumptions can be done by
performing continuity counter analysis for the content of each received UDP-frame on the fly. The probe
will note CC-errors (CCerr) and generate corresponding alarms (CC skips:N).

Imagine the following MPEG-2 Transport Stream being generated by an encoder. The TS contains two
PIDs (50 and 51) and the Continuity Counter (CC) values are continuous for each PID since there are no
packets missing.

PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51
CC: 12 CC: 1 CC: 13 CC:2 CC: 14 CC:3 CC: 15 CC: 4 CC: 0 CC:5
PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51
CC: 1 CC: 6 CC:2 CC:7 CC:3 CC:8 CC: 4 CC:9 CC:5 CC: 10
PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51
CC: 6 CC: 11 CC:7 CC: 12 CC:8 CC: 13 CC:9 CC: 14 CC: 10 CC: 15

When the Transport Stream reaches our imaginary head-end some packets (those with red frame) have
been lost (maybe due to a bad satellite connection). Our IP-Streamer packs 7 and 7 MPEG-2 TS packets
into each UDP-frame (mapping is 7TS/UDP) and the resulting frames may look like:
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B.3

PID: 50 § PID: 51 | PID: 50 | PID: 51 | PID: 51 | PID: 51 | PID: 51
CC: 12 CC: 1 CC: 13 CC:2 CC: 4 CC: 5 CC: 8

PID: 50 | PID: 51 | PID: 50 | PID: 51 | PID: 50 | PID: 51 | PID: 50
CC: 4 CC:9 CC:5 CC:10 | CC:6 CC:11 | CC:7

The probe’s response to this multicast is summarized in the following table:

Sequence Effect

UDP packet #1 (7 MPEG2 TS packets):

PID 50: 12, 13, 14, 15

PID 51:1,2,4,5,8 Monitoring page: CCerr:+2
PID 51 has 2 CC discontinuities of 2 (2—4) and

3(5—98)

UDP packet #2 (7 MPEG2 TS packets):
PID 50: 4,5,6,7

PID 51: 9, 10, 11

PID 50 has 1 CC discontinuity of 6 (13 —4)

Monitoring page: CCerr:+1

Alarms & events:

CC skips:9 discontinuities:3
If no more CC-errors for at least 1 second

warning-threshold (9 >=1)

Depending on the thresholds you may also get: MLR >=

There were 9 TS packets missing (with red frame) and the alarm reflects this.

Strategy for MediaWindow Analysis

This section provides further insight into MediaWindow analysis and suggests how the Ethernet threshold
settings can be configured to maximize the usefulness of the MediaWindow graphs and alarms.

The MLR value is always calculated using the continuity counter inside the transport stream packets.
Since the continuity counter is expected to increase by one for each packet of the same PID it is possible
to detect missing TS packets by noting gaps in the continuity counters. Knowing that there are usually 7
transport stream packets inside one UDP packet you expect a continuity counter error of 7 if one UDP
packet goes missing. This corresponds to an MLR value of 7. The range of the continuity counter is 4
bits meaning that if you are unlucky and lose exactly 16 packets for the same PID you will not be able to
detect the packet loss at all. Losing 16 or more packets of the same PID is very rare and will only happen
in networks with plenty of obvious problems.

Not all PIDs carry continuity counters. The null packets (PID 8191) and PIDs carrying PCR (program
clock reference) do not carry continuity counters. This is the reason why losing one UDP packet does not
necessarily result in an MLR of 7 but maybe 6 or even 5 (assuming the mapping is 7TS/UDP).

Systems typically do not mix the mappings among their streams so there is seldom a need to remember
the mapping for streams in order to interpret the exact impact of MLR values.

The range of the MediaWindow graphs can be configured by the user. Even when the graph is updated
in “real-time” each bar in the graph will represent a large number of elementary measurements. For
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a SMbit/s stream there will be approximately 500 elementary measurements per second, assuming a
mapping of 7 TS packets into each UDP-frame (i.e. there are approximately 500 UDP packets per second).
An elementary measurement is generated for each interval between two neighboring UDP frames.

Within each update-interval only the extreme IAT and MLR values are displayed in the graph. For IAT
the peak inter-arrival time over the measurement period represents the IAT for that period. For MLR the
highest loss ratio within any second represents the MLR for that period.

When the range of the graph is set to larger intervals, even more elementary measurements are merged for
each bar-interval.

The rest of this discussion assumes the MediaWindow graph range is set to “running” since that lowers
the probability that more packet losses occurred inside the same bar-interval.

The following figure shows how a large number of elementary measurements are represented by one bar

in the graph.
DF{rns) DF{ms)
20 20
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B.3.1 |IAT Before and After Router

Packet-loss that occurs before or inside a router will usually not be visible since the queuing mechanism at
the outgoing interface of the router will send out packets in an orderly fashion. If however the packet-loss
did occur after the router (due to line noise for example) thus affect the timing between two neighboring
packets — effectively doubling it — the packet loss will always affect the IAT component for CBR streams.
For VBR streams, that are jittery by default, the extra time gap may have no effect since there may already
be other larger gaps within the MediaWindow interval.

DF{ms) CF{ms}

20 20

| | L

+
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If a UDP packet goes missing after it has left the router it will visually affect both the IAT and MLR for
CBR streams. The pink line represents one elementary measurement.
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-.

For VBR streams a similar packet-loss will not necessarily affect the IAT graph even if the time between
two neighboring packets doubles. The pink line represents the IAT and MLR value measured for the
missing packet.

B.3.2 Identifying UDP Packet Loss

This discussion does not apply to streams with TS/RTP mapping since in that case identifying UDP packet
loss is straight forward.

There is no fail-safe way to distinguish packet loss caused by dropping UDP packets from packet loss
caused by dropping packets inside the TS layer. IP based networks will generally not introduce new errors
in the TS layer. As soon as the TS layer is wrapped inside UDP packets all further processing operates on
the UDP packets.

-.

The pink line indicates a packet loss of 1-4 with no jitter component.

As arule of thumb, the co-existence of small MLR readings (1-4) and no IAT readings can be assumed to
have been caused by packet loss in the original TS data.

-.

The pink line indicates a packet loss of 6 or 7 and a doubling of the jitter component.
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B.4

B.5

B.6

A UDP packet-drop will usually show up in the MLR value as a multiple of the mapping value; for a
mapping value of 7 TS packets into each UDP packet, the MLR component will be equal to 7, 14, 21 etc.

Slightly lower values such as 6, 13, and 20 can be expected if a missing UDP packet did contain one TS
packet without continuity counter (i.e. a PCR packet with no payload).

As we have seen, there is no sure way to distinguish between UDP packet-loss and loss in the underlying
TS packets. One way to deal with the situation is to have a probe doing zero readings close to the signal
source before the network can introduce UDP packet loss.

Multicast Thresholds

It is useful to configure individual threshold settings for IAT for each stream unless they are fixed at the
same bit-rate. Streams that are being monitored by several probes should have equal Ethernet thresholds
configured on each probe to make it easy to compare measurements for a stream across several probes.

As a rule of thumb the IAT warning threshold could be set to 50% above the max IAT value observed
over a considerable period of time, the last 24h or so. The IAT error threshold could be set a little
below the maximum jitter the system can tolerate — usually limited by the STB jitter tolerance. STB
manufacturers should be able to provide information about how much jitter they can handle. Setting the
Ethernet warning-threshold too high results in a graph where almost all plots are close to the x-axis and it
becomes less useful to visually compare MediaWindow graphs.

For streams with TS/UDP mapping the default MLR threshold is set so that errors are reported if the
number of CC errors exceeds the number of TS packets in one UDP frame (assumed to be 7).

Content Thresholds

When enabling the various content analysis options in the Content — Content thresh., a processing
overhead is introduced. Some of the options introduce a relatively small performance overhead, whereas
some may introduce a greater overhead. The overhead is also relative to the data that is being analyzed,
performing picture analysis is heavier on a 4K UHD video stream than on an SD stream.

The Main — CPU usage view contains a Backlog column that indicate the length of the content analysis
queue for each of CPU core. As long as the backlog value is stable, the system should have enough
resources to handle the configured load. If the value keeps increasing, try disabling content analysis for a
few streams, or filter away PIDs that do not need to be analyzed in the content threshold.

The VB330 will raise a Content analysis overloaded system alarm if it detects that it is unable to keep up
with the configured load. If the backlog numbers indicate that only a few CPU cores are overloaded, you
can try redistributing the streams using the Main — CPU usage — Advanced view, or try to reduce the
load, as described above.

If the load on the content analysis process becomes extremely high, it might start to drop incoming data
that it is unable to process. If this happens, the VB330 will raise a Data queue overflow (btvidana) —
Thumbnailing and freeze-frame analysis paused, SCTE35 data may be lost system alarm.

Dedicated interface for OTT

As a rule of thumb, you should never have OTT traffic on the same network as multicasts. This means
that you should either use one 10G Probe for multicast and one for OTT, or you should use different and
dedicated interfaces for each.

The interface used for OTT traffic is controlled using the Setup — Routing view.
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B.7 Monitoring HTTP Live Streaming (HLS)

B.8

B.9

In HLS, each profile is identified by its own playlist, whose URL is listed in the master playlist, which
in turn is downloaded from the Manifest URL as configured in the channel configuration in the OTT -
Channels view.

By default, the OTT profiles are identified by their URL. Some streaming systems generate profile URLs
based on a session ID, and in some cases these session IDs are re-generated every time the master manifest
is downloaded. In these cases, the OTT engine will see all profiles as new every round and is unable to
retain any profile history. If this happens once, the event All playlist URLs changed is flagged, and if it
happens repeatedly, the alarm HLS playlist URLs unstable will be raised on the channel.

In both cases, the recommendation is to enable the setting Monitor HLS profile manifests only. This
will keep the downloaded master manifest in memory until the session times out (as indicated by the
playlist URLs becoming unavailable), and will also change the way profiles are identified to instead use
their position in the master manifest.

To avoid unwanted alarms about the session timing out, and gaps in the monitoring, set the Reset
connection after timeout value in the OTT — Settings view to a value shorter than the session timeout.

Monitoring RTMP and SHOUTcast

For RTMP and SHOUTcast, data is transmitted in real-time. To allow time for analysis, the 10G Probe
downloads data in chunks of ten seconds and then stops, which means that it cannot continuously monitor
streams of these types. Since network access blocks the OTT engine, channels of these types should be
assigned their own engine or at least not be mixed with channels of other types.

OTT descrambling with Verimatrix

If you are using a Verimatrix VCAS 3.7 server to encrypt your OTT stream, you can get the 10G Probe
to descramble the segments. It will uses the same API to descramble the segments, as the encoder or
segmenter uses to encrypt the segments. To achieve this, the 10G Probe need to be able to reach the
VCAS server’s private encoder interface.

Since the 10G Probe only uses a single interface for OTT, your network needs to be configured so that the
10G Probe can reach both the VCAS server and your origin server on the same interface.

B.10 OTT Bandwidth requirements

The recommended available bandwidth for full coverage OTT monitoring is equal to the sum of the profile
bitrates monitored plus an estimated overhead of 20 % for manifests and IP, TCP and HTTP headers.

Note: The OTT engines will be using all available bandwidth on the interface in spikes while downloading
the segments, this is the main reason why it is not a good idea to mix multicasts on the same interface, as
it can cause packet drops which multicasts cannot handle.
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C.1

C.2

Appendix: OTT Profile Health

OTT Profile Health Bar

!

First profile Fifth profile
Status: OK Status: Major alarm

The profile health bar displayed at channel level shows an overview of current status for individual channel
profiles. Different colors indicate status:

* Green: OK

* Yellow: Warning

* Orange: Error

* Red: Major

* Black/Dark red: Fatal

All enabled alarms may affect the profile health bar, and alarm severities can be assigned to each alarm in
the Alarms — Alarm setup view.

OTT Profile Health Timeline

Major alarm approximately
15 minutes ago

e )

2h ago Time now

100%

The OTT profile health timeline shows information about channel bitrate and channel alarm status for the
last two hours, with a time resolution of one minute. Green parts of the timeline indicate profile download
time versus segment length. The graph is scaled so that 100% indicates a segment download time identical
to segment length (in seconds), segment length being signaled in the profile manifest. Quick segment
download times therefore result in a ‘low’ green graph, as seen in the left hand part of the graph above.
When download times exceed the user-defined profile bitrate warning and error thresholds the graph is
colored yellow and orange respectively.

In addition to profile bitrate indication the graph displays profile status information related to non-bitrate
alarms. Active profile alarms are represented in the graph as 100% bars, the color reflecting the severity
of the alarm. If several alarms are active within a one minute period the graph color will reflect the most
severe alarm. Historical alarms can be examined in more detail by viewing the OTT alarm list.
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D Appendix: SRT Streams

D.1 Introduction

D.1.1  Overview

SRT is a user-level transport protocol that ensures secure, reliable transport of video and audio across
multiple unstable network connections. With the UDP data transfer protocol at its base, SRT introduces
several enhancements such as end-to-end encrypted data packets (using AES), improved congestion
control and efficient packet loss recovery.

D.1.2 Reception

The probe currently supports receiving up to 10 concurrent SRT streams. SRT reception is configured by
editing a stream in the Multicasts — Streams Edit view and providing the necessary SRT parameters. In
this manner the received SRT stream is turned into a stream for TS monitoring. More details are provided
in section 7.4.8.

The probe can use the SRT protocol to receive streams in three modes of operation:
 Caller: the probe sends the connection request to the peer, which must be listener, and this way it
initiates the connection.
* Listener: the probe waits to be contacted by any peer caller.

* Rendezvous: both parties are equivalent and both the probe and the peer attempt to initiate a
connection simultaneously. Whichever party happens to start first (or succeeds in punching through
the firewall first) is considered to have initiated the connection.

When using the probe in Listener mode it is mandatory to specify:
* Port: local port to listen for connections on

The Host field is ignored in Listener mode.

When using the probe in Caller or Rendezvous mode it is mandatory to specify:

e Host: remote IP address to connect to

* Port: remote port to connect to

All modes of operation may be encrypted and therefore accept a passphrase to decrypt the stream.

In all modes of operation the probe utilizes the network interface the stream is “joined” on, specified in
the General tab in the Multicasts — Streams Edit view.
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D.1.3 Transmission

The probe supports relaying up to two streams using RDP (Return Data Path), and these may be
transmitted using the SRT protocol. SRT transmission is configured in the RDP — Setup view.

When mode Relay over IP is selected, Encapsulation can be set to SRT.

Encapsulation can be set to SRT when the Relay over IP mode is selected. It is then possible to specify
these SRT Transmit options:
* Mode: The SRT mode of operation utilized to transmit.

» Passphrase: passphrase to encrypt the forwarded stream. Must be between 10 and 79 characters
long.

* The latency value insisted upon by the sender side as a minimum value for the receiver. Minimum
120m:s.
The probe can use the SRT protocol to transmit streams in three modes of operation:
* Caller: the probe sends the connection request to the peer, which must be listener, and this way it
initiates the connection.
* Listener: the probe waits to be contacted by any peer caller.

* Rendezvous: both parties are equivalent and both the probe and the peer attempt to initiate a
connection simultaneously. Whichever party happens to start first (or succeeds in punching through
the firewall first) is considered to have initiated the connection.

In all modes of operation the probe utilizes the network interface the stream is “relayed” over, specified
by the Relay via interface configuration option in the RDP Setup page.

The current version of the SRT implementation is based on version 1.4 of the Haivision reference
implementation.
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E.1

E.2

Appendix: On-line License Activation

Introduction

The 10G Probe uses licenses which are activated and updated periodically over the Internet, without the
need for human intervention.

When the 10G Probe sends the on-license activation over the Internet, it includes some basic information to
verify the 10G Probe. This includes a basic hardware footprint, as well as parts of the SNMP identification
data configured in the Setup — Params view.

Requirements

The VB330 needs to be able to contact the license server either directly or via a proxy server, as described
below. If proxy connectivity also is not available, an off-line activation procedure is available as well.

The VB330 must also be configured with a correct date and time. Time synchronization is configured in
the Setup — Params view. If time synchronization is not possible, set the time manually using the Setup
— Time view.

Direct access to activation server

To activate the license automatically, the VB330 needs to be configured with a valid DNS server address
in the Setup — Ethernet view, which is able to look up the host name 1icense.microanalytics.org.
The VB330 needs to be able to contact the host this name resolves to using HTTPS on port 443.

Using the VBC server as a proxy

When installing the VBC software to a server, a proxy is automatically configured to allow its connected
blades to connect to (and only to) the licensing system as described in the previous section.

When the VB330 has been configured with the address to the VBC server in the Setup — Routing view,
the VB330 will automatically attempt to use this proxy if a direct connection fails.

Using an arbitrary proxy server

The 10G Probe can be configured to use an arbitrary proxy server to connect to the licensing server. By
adding the URL to a proxy server in the Setup — Security — Ports view, the VB330 will automatically
attempt to use this proxy if a direct connection fails.

Off-line activation procedure

If the VB330 network is completely disconnected from the Internet, it is still possible to activate the
license using the off-line activation procedure. The off-line activation procedure needs to be repeated
whenever a there is a need to have the license feature set upgraded, or when the software maintenance
license needs to be extended, typically in connection with software upgrades across major versions.

Click the Renew license off-line button to start the off-line activation procedure.
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~Renew license off-line

Perfarm the following steps to renew the license:
1 Pleaze verify that the system time iz set correctly (time is nowe 2020-11-02 14:37:30 UTC).
2 Dowwnload the license request documert to wour computer.
Upload the license request document to the license activation interface by visiting
‘hittps: Micense microanalytics orgfoffline
4 Upload the license document received from the license activation interface:

[ Wl fil | Ingen fil har vatts

Pleaze note: If the system iz restarted prior to completing step 4, yvou must start over from step 2.

Licenzse details

Follow the steps described in the dialog to renew or activate the license. To abort the procedure, click the
License details button to return to the previous screen.

First, download the license request document from the 10G Probe to the computer you are browsing from.
Once the file has been downloaded, connect the computer to the Internet if not already connected, and
open the link to the off-line license manager'.

—Activate license

Please upload the license request document (.bin) here:
| Choose File | No file chosen

If you are activating a new system and need to claim a license,
enter the license key here:

‘License key to claim, if any

Leave empty to renew an existing or pre-allocated license.

Request license

Select the .b1in file that was downloaded in the first step, and optionally add a license key if the system
you are activating did not already have a license attached. Once done, click the Request license button
and save the license document file to the computer.

If needed, re-connect to the VB330 network, return to the Renew license off-line view, select the .pem
file that was generated by the license manager and press Go!

The license should now be added to the system. If this is a new or different license, the 10G Probe will
reboot. Use the License details view to verify that the license was applied correctly.

lhttps ://license.microanalytics.org/offline
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Appendix: Software Maintenance

Purchasing yearly software maintenance enables future feature protection and guarantees access to the
latest software for the 10G Probe. The latest version of the VB330 software can be found in the End User
area at https://www.bridgetech.tv/.

The software maintenance can be purchased for a three or five year period, typically initially purchased
together with the system itself, during which new major releases can be installed.

The current software maintenance period is displayed in the About — License view, see chapter 7.14.2
for more details. For an overview of software maintenance periods for multiple units, please refer to the
Equipment view on the VBC Controller server.

For renewals, contact the local partner the system have been purchased from or Bridge Technologies
directly at: sales@bridgetech.tv, with the title “‘se-maintenance”.

Use the Data — Software view to update the VB330 software, please refer to chapter 7.13.2.
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G.1

G.2

G.3

Appendix: Software Upload

The process of performing a software upload to the probe involves the following steps:

1. Obtain the software image.
2. Export and save the probe configuration.
3. Delete any existing probe stream recordings.

4. Transfer the image to the probe using the software upload functionality in the Data — Software
view or by using ftp, and save the image to flash.

5. Wait while the software is being saved.

6. Verify the new image.

Obtain the software image

The image will have a .tea extension and is distributed in a compressed ZIP archive together with the
readme file detailing changes for this patch release.

Please study the readme file to be aware of any important information related to your current software
patch. Subsequent patch details may indicate that significant bugs were identified and resolved after your
current version and indicate where special care is recommended.

You can find the current version number under About — Release.

When upgrading to a new major version, please also study the release notes and readme files for all
versions between your currently installed major version and the one you are upgrading to, as there might
be important changes that you need to be aware of.

If you require any assistance understanding the release notes or readme files please contact your first line
support service.

Export and save the probe configuration

Software upgrade should not alter the probe configuration, however for safety is is a good idea to export
the probe configuration (from the Data — Configuration view) and save it to a file. Please refer to
chapter 7.13.1.

Delete any existing probe stream recordings

If any stream recordings is stored on the probe, this may prevent software upgrade, as there might not be
enough internal disk space available for the software image upload to be possible. Therefore delete any
recordings prior to software upload — this is done in the RDP — Control view.
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G.4 Transfer the image to the probe and save to flash

Using the software upload functionality in the Data view

From the Data — Software view select the software image file to be uploaded and click the Go! button.
When the software has been successfully transferred to the probe click the Save flash button and confirm.

Configuration |50ﬂWﬂfE | Tahle Descriptors || Eii |

Software image uploaded successfully

14505925 hytes saved to disk

Save flash

Progress bars are displayed to show the flash save status.

Software update in progress

Writing ..

[Erasings | (HHINAREANARRRRRRRERERACARRRRRRRR RO RRRTRRR R RRRRRRRR A RRRRRRRRRRRERRRHUIORRRRR] 1 0|
bNr'rting: “I“ ”3% |

-- Do not power off --

The probe will automatically reboot on completion

Status updated: 2712017, 8:14:28 AN

Note that the probe will reboot when the new software is successfully stored in flash, and the probe will
be unresponsive until reboot has completed.

Using ftp and telnet/ssh

This method is only available if the corresponding services have been enabled in the Setup — Security —
Ports view. The ftp service is needed for the file transfer, and either telnet or ssh for remote login.

Step 1, alternative A: Using Windows Explorer

Open a Windows Explorer window. Click the address field and type ftp://10.0.20.101 (replace
10.0.20.101 with the probe’s IP address) and hit . When asked to log in, enter the User name admin
and password elvis in all lower-case letters (this password can be changed in the Setup — Security —
Password view).
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Then drag the software image onto the empty Windows Explorer window. It may be necessary to retype
the string including user and password, as described above. When the file has been copied onto the probe
the Windows Explorer window may look as shown below.

21 & [+ 110030115 - a x
Home Share View 0
i ;" » Thelnternet » 10.0.30.113 v O Search 10.0.30.115 e
~
## Quick access J vb330-5.2.0-10.tea
[ Desktop
‘ Downloads
= Documents
= Pictures
J’! Music
m Videos v
1itern 1 item selected =: &

Step 1, alternative B: Using a terminal based fip client

In a terminal window type the following commands, replacing the software image name with the relevant
one (the path to the folder in which the software is located should be specified): When asked to log in,
enter the User name admin and password elvis in all lower-case letters (this password can be changed in
the Setup — Security — Password view).

ftp 10.0.20.101

Connected to 10.0.20.101.

220 bftpd 4.4 at 10.0.20.101 ready.
503 USER expected.

User (10.0.20.101:(none)): admin
331 Password please.

Password: elvis

230 User logged 1in.

ftp> binary

200 Transfer type changed to BINARY
ftp> put vb330-5.2.0-10.tea

ftp> bye
Step 2: Initiate the save to flash using telnet, ssh or USB cable

The image, which is now stored on the probe’s RAM-disk, needs to be saved to flash.

In a terminal window type these commands, replacing the IP address with the relevant one (note that the
password will not be visible on the screen):

telnet 10.0.20.101
gbprobe login: save_flash
password: save_flash
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G.5

G.6

G.7

You can also use an Secure Shell (ssh) client, such as PUTTY!, or connect directly using a USB cable as
explained in section 4.8.2. Log in using the same user-name and password as mentioned for the Telnet
option above.

Wait while the software is being saved

This will take 6-15 minutes. The probe will then reboot automatically. The probe should state that the
software image has been saved successfully.

When using the alternate method do not disconnect the telnet, ssh or USB session before the software
upgrade is completed.

Note that if the probe is powered off while saving image to flash it will not be able to reboot normally
afterwards.

Verify the new image

Connect a browser towards the probe and verify the version and build time in the About — Release info
view.

Software upload troubleshooting

If the upgrade is rejected, verify that the software version you are trying to upload is covered by software
maintenance. Refer to F Appendix: Software Maintenance for more details.

Probes that are unable to execute the user program (usually caused by interrupting the save-to-flash
process described above) can still be upgraded. Contact your Bridge Technologies reseller for details.

To verify that the probe is unable to start the user program, connect the USB cable as explained in
section 4.8.2 and reboot the probe. The diagnostics output will tell if the probe is unable to locate or
execute the user program.

If the web interface does not appear to work correctly straight after upgrading the probe it may be because
the web browser is using files that are cached. Files may be cached for up to one hour in the web browser.
To fix the issue, clear the cache manually:

Google Chrome: Settings — Privacy and security — Delete browsing data — Cached images and files

Mozilla Firefox: Settings — Privacy & Security — Cookies and Site Data — Clear Data — Temporary
cached files and pages

Microsoft Edge: Settings — Privacy, search and services — Clear browsing data — Choose what to

clear — Cached images and files

Note that the probe configuration may be lost when downgrading to an older software version. In this
case the saved configuration file may be useful.

lhttps://www.ch'iark.greenend.org.uk/~sgtatham/putty/
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Appendix: Restoring probe factory defaults

It is possible to reset the probe to factory settings, erasing most information about the probe configuration
and alarm history. For convenience, the network configuration is kept.

Also note that the unit license key should be noted and stored before the factory reset is performed, as it
might be reset by the factory reset process. The license key is found in the About — License view of the
probe, please refer to section 7.14.2. The license key is also printed during the factory reset process.

To perform a factory reset of the probe, connect to it using the USB cable using the method described in
section 4.8.2. Instead of logging in as admin, log in with the user name reset_factory and the password
reset_factory. This will start the factory reset process. Do not close the terminal window during the reset
process. It is also possible to connect using telnet or ssh, if the corresponding setting has been enabled in
the Setup — Security — Ports view. Remote factory reset is by default disabled.

When regular web connection is established, verify that the license key is present in the About — License
view of the probe GUI. If it is not, type or paste it in the license key field and click the Submit button.
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